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F2E ERXEHNT

AAE 11 DI E A 25 Vb2 DL R E— 2% 1F, 28 .
IMIAZEZ (Severity) =/ H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIE AT R M (Exploitability Assessment) =" W% F
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”

FERE R :

o Do

AT BER

BAa IR R YRRV B B4 i YRR AL 4] R J
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5005566 | CVE-2021-36958 | Remote Code | Important Yes No Exploitation
5005615 Execution More Likely
5005613
5005606
5005627
5005623
5005633
5005569
5005565
5005573
5005607
5005568
5005618

5005566 | CVE-2021-38633 | Elevation Important No No Exploitation
5005615 of More Likely
5005613 Privilege
5005606
5005627
5005623
5005633
5005569
5005565
5005573
5005607
5005568
5005618



http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36958
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38633
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
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5005566

CVE-2021-36963

5005615

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

5005618

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5005566

CVE-2021-36975

5005565

5005568

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5005566

CVE-2021-36965

5005615

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

5005618

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5005566

CVE-2021-26435

5005615

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36963
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36975
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36965
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26435
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
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5005566

CVE-2021-36955

5005615

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

5005618

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5005566

CVE-2021-38639

5005615

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

5005618

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5005566

CVE-2021-40444

5005563

5005613

5005606

5005627

5005623

5005633

5005569

5005565

5005573

5005568

Remote Code

Execution

Important

Yes

Yes

Exploitation
Detected

5005566

CVE-2021-38671

5005615

5005613

5005606

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely



http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36955
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38639
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
http://support.microsoft.com/kb/5005563
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38671
http://support.microsoft.com/kb/5005615
http://support.microsoft.com/kb/5005613
http://support.microsoft.com/kb/5005606
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5005627

5005623

5005633

5005569

5005565

5005573

5005607

5005568

5005618

5005615

CVE-2021-36968

5005606

5005633

5005618

Elevation
of

Privilege

Important

Yes

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5005627
http://support.microsoft.com/kb/5005623
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005569
http://support.microsoft.com/kb/5005565
http://support.microsoft.com/kb/5005573
http://support.microsoft.com/kb/5005607
http://support.microsoft.com/kb/5005568
http://support.microsoft.com/kb/5005618
http://support.microsoft.com/kb/5005615
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36968
http://support.microsoft.com/kb/5005606
http://support.microsoft.com/kb/5005633
http://support.microsoft.com/kb/5005618
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5005566 | =if& | Septembe | CVE-2021-36958 | Remote Code | Important | Yes | No
r 14, Execution
2021— CVE-2021-36966 Elevation Important | No No
KB500556 of
6 (0S Privilege
Build CVE-2021-36969 Information | Important | No | No
18363. 18 Disclosure
01) for CVE-2021-38633 Elevation Important | No | No
Windows of
10 Privilege
Enterpri | CVE-2021-38634 Elevation Important | No No
se, of
version Privilege
1909, Win | cVE-2021-36963 | Elevation | Important |No |No
dows 10 of
Enterpri Privilege
se and CVE-2021-36975 Elevation Important | No | No
Educatio of
n, Privilege
version CVE-2021-38638 Elevation Important | No | No
1909, Win of
dows 10 Privilege
ToT CVE-2021-36973 | Elevation | Important |No |No
Enterpri of
se, Privilege
version | cyE-9021-36965 | Remote Code |Critical |No | No
1909 Execution
CVE-2021-36962 Information | Important | No No
Disclosure

o8 i



http://support.microsoft.com/kb/5005566
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CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-36967

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-36954

Elevation
of

Privilege

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Important

No

No




Yo F#21E

AR KR 2

kil

L EER] 2021 4£ 09 AN T EESEE

Privilege
CVE-2021-36959 Spoofing Important | No No
CVE-2021-38637 Information | Important | No No
Disclosure
CVE-2021-40447 Elevation Important | No No
of
Privilege
CVE-2021-38671 Elevation Important | No No
of
Privilege
CVE-2021-38632 Security Important | No No
Feature
Bypass
CVE-2021-38624 Security Important | No No
Feature
Bypass
5005615 | E1f& | Septembe | CVE-2021-36958 Remote Code | Important | Yes | No
r 14, Execution
2021— CVE-2021-36969 Information | Important | No No
KB500561 Disclosure
5 CVE-2021-38633 Elevation Important | No No
(Securit of
y-only Privilege
update) CVE-2021-36963 Elevation Important | No No
for of
Windows Privilege
7,Window | CVE-2021-38638 | Elevation Important | No | No
s Server of
2008 Privilege
R2,Windo | cVE-2021-36965 | Remote Code | Critical |No |No
ws Execution
Embedded | cvp-2021-38630 Elevation Important | No | No
Standard of
7 Privilege
ESU, Wind | cvE-2021-26435 | Remote Code | Critical |No | No
ows Execution
Embedded | cyp-2021-36964 Elevation Important | No | No
POSReady of
7 Privilege
ESU, Wind CVE-2021-36955 Elevation Important | No | No
ows Thin of
PC Privilege

10 I



http://support.microsoft.com/kb/5005615
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CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-36968

Elevation
of

Privilege

Important

Yes

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

5005613

Septembe
r 14,
2021—
KB500561
3
(Monthly
Rollup)
for
Windows
8.1, Wind

OwWS

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation

Important

No

No

s

11 W



http://support.microsoft.com/kb/5005613
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2012

WS

8.1

WS

8.1

Pro

Server

of

Privilege

R2, Windo

CVE-2021-36962

Information

Disclosure

Important

No

No

Embedded

CVE-2021-36965

Remote Code

Execution

Critical

No

No

Industry

CVE-2021-38630

Enterpri

se, Windo

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Embedded

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Industry

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

12 I
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CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005606

Septembe
r 14,
2021—
KB500560
6
(Monthly
Rollup)
for
Windows
Server
2008

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38626

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

s

013 I



http://support.microsoft.com/kb/5005606
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CVE-2021-38625

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36968

Elevation
of

Privilege

Important

Yes

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

5005627

Septembe
r 14,
2021—
KB500562
7
(Securit
y-only
update)
for
Windows
8.1, Wind
ows
Server
2012

R2, Windo

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

14 I



http://support.microsoft.com/kb/5005627
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WS
Embedded
8.1

Industry
Enterpri
se, Windo
WS

Embedded
8.1

Industry

Pro

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Important

No

No

15 I
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Privilege

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005623

Septembe
r 14,
2021—
KB500562
3
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Important

No

No

s
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Disclosure
CVE-2021-38639 Elevation Important | No No
of
Privilege
CVE-2021-36972 Information | Important | No No
Disclosure
CVE-2021-40444 Remote Code | Important Yes | Yes
Execution
CVE-2021-38635 Information | Important | No No
Disclosure
CVE-2021-38636 Information | Important | No No
Disclosure
CVE-2021-36974 Elevation Important | No No
of
Privilege
CVE-2021-38629 Information | Important | No No
Disclosure
CVE-2021-40447 Elevation Important | No No
of
Privilege
CVE-2021-38671 Elevation Important | No No
of
Privilege
5005633 | &= f& | Septembe | CVE-2021-36958 Remote Code | Important Yes | No
r 14, Execution
2021— CVE-2021-36969 Information | Important | No No
KB500563 Disclosure
3 CVE-2021-38633 Elevation Important | No No
(Monthly of
Rollup) Privilege
for CVE-2021-36963 | Elevation Important | No | No
Windows of
7, Window Privilege
s Server | CVE-2021-38638 Elevation Important | No | No
2008 of
R2, Windo Privilege
ws CVE-2021-36965 Remote Code | Critical No | No
Embedded Execution
Standard | cvE-2021-38630 Elevation Important | No | No
7 of
ESU, Wind Privilege
OwsS CVE-2021-26435 | Remote Code | Critical No | No

s
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Embedded
POSReady
7

ESU, Wind
ows Thin
PC

Execution

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-36968

Elevation
of

Privilege

Important

Yes

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

5005569

el

@

Septembe
r 14,

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

018 I
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2021—
KB500556
9 (0S
Build
10240. 19
060) for
Windows
10

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-38634

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36973

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-36967

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Important

No

No

s
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Service

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005565

Septembe
r 14,
2021—
KB500556
5 (0S
Builds
19041. 12
317,
19042. 12
37, and
19043. 12
37) for

Windows

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36966

Elevation
of

Privilege

Important

No

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-38634

Elevation
of

Privilege

Important

No

No

s
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10,
version
2004, all
editions
, Windows
Server
version
2004, Win
dows 10,
version
20H2, all
editions
, Windows
Server,
version
20H2, all
editions
, Windows
10,
version
21H1, all

editions

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-36975

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36973

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-36967

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Important

No

No
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Privilege

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-36954

Elevation
of

Privilege

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38637

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38632

Security
Feature

Bypass

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005573

Septembe
r 14,
2021—
KB500557
3 (0S
Build
14393. 46
51) for
Windows
10,

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-38634

Elevation
of

Privilege

Important

No

No

s
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version
1607, all
editions
, Windows
Server
2016, all

editions

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36973

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-36967

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

2 23
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CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38632

Security
Feature

Bypass

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005607

Septembe
r 14,
2021—
KB500560
7
(Securit
y-only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-26435

Remote Code

Critical

No

No

24 T
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Execution

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

5005568

el

@

Septembe
r 14,
2021—
KB500556

CVE-2021-36958

Remote Code

Execution

Important

Yes

No

CVE-2021-36966

Elevation
of

Important

No

No

025 T
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8 (0S
Build
17763. 21
83) for
Windows
10
Enterpri
se 2019
LTSC, Win
dows 10
ToT
Enterpri
se 2019
LTSC, Win
dows 10
ToT Core
2019
LTSC, Win
dows
Server
2019

Privilege

CVE-2021-36969

Information

Disclosure

Important

No

No

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-38634

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-36975

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36973

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-36962

Information

Disclosure

Important

No

No

CVE-2021-38630

Elevation
of

Privilege

Important

No

No

CVE-2021-36967

Elevation
of

Privilege

Important

No

No

CVE-2021-26435

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

s
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CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36960

Information

Disclosure

Important

No

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-36972

Information

Disclosure

Important

No

No

CVE-2021-38629

Information

Disclosure

Important

No

No

CVE-2021-36954

Elevation
of

Privilege

Important

No

No

CVE-2021-40444

Remote Code

Execution

Important

Yes

Yes

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Disclosure

Important

No

No

CVE-2021-36974

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38637

Information

Disclosure

Important

No

No

CVE-2021-40447

Elevation
of

Privilege

Important

No

No

CVE-2021-38671

Elevation
of

Privilege

Important

No

No

CVE-2021-38632

Security
Feature

Bypass

Important

No

No

CVE-2021-38624

Security
Feature

Bypass

Important

No

No

5005618

el

@

Septembe

CVE-2021-36958

Remote Code

Important

Yes

No
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r 14,
2021—
KB500561
8
(Securit
y-only
update)
for
Windows

Server
2008

Execution

CVE-2021-38633

Elevation
of

Privilege

Important

No

No

CVE-2021-36963

Elevation
of

Privilege

Important

No

No

CVE-2021-38626

Elevation
of

Privilege

Important

No

No

CVE-2021-38638

Elevation
of

Privilege

Important

No

No

CVE-2021-36965

Remote Code

Execution

Critical

No

No

CVE-2021-36964

Elevation
of

Privilege

Important

No

No

CVE-2021-36955

Elevation
of

Privilege

Important

No

No

CVE-2021-38667

Elevation
of

Privilege

Important

No

No

CVE-2021-36959

Spoofing

Important

No

No

CVE-2021-38628

Elevation
of

Privilege

Important

No

No

CVE-2021-38625

Elevation
of

Privilege

Important

No

No

CVE-2021-36961

Denial of

Service

Important

No

No

CVE-2021-36968

Elevation
of

Privilege

Important

Yes

No

CVE-2021-38639

Elevation
of

Privilege

Important

No

No

CVE-2021-38635

Information

Disclosure

Important

No

No

CVE-2021-38636

Information

Important

No

No

s
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Disclosure
CVE-2021-36962 Information | Important | No No 2
Disclosure
CVE-2021-38629 Information | Important | No No 2
Disclosure
CVE-2021-40447 Elevation Important | No No 2
of

Privilege
CVE-2021-38671 Elevation Important | No No 1
of

Privilege

A AR AT AT 22 TR b T35 124, PRARBIRAT

BRI CVE %5 (- 2L MEI 243

4484108 | &ifG | Office 2013 | CVE-2021-38650 | Spoofing Important No No 2
5002007 | & f& | Office 2013 | CVE-2021-38658 | Remote Important No No 2
Code
Execution
5001997 | & f& | Office 2016 | CVE-2021-38646 | Remote Important No No 2
Code
Execution
5002003 | & /& | Excel 2016 CVE-2021-38655 | Remote Important No No 2
Code
Execution
5001958 | = f& | Office 2013 | CVE-2021-38646 | Remote Important | No | No 2
Code
Execution
5002009 | = f& | Office Web CVE-2021-38655 | Remote Important | No | No 2
Apps Server Code
2013 Execution
4484103 | & f& | Office 2016 | CVE-2021-38650 | Spoofing Important |No |No |2
5002020 | & f& | SharePoint | CVE-2021-38652 | Spoofing Important |[No |[No |2
Enterprise CVE-2021-38651 | Spoofing Important | No | No 2
Server 2016
5002024 | & f& | SharePoint | CVE-2021-38652 | Spoofing Important |[No |[No |2

029 T


http://support.microsoft.com/kb/4484108
http://support.microsoft.com/kb/5002007
http://support.microsoft.com/kb/5001997
http://support.microsoft.com/kb/5002003
http://support.microsoft.com/kb/5001958
http://support.microsoft.com/kb/5002009
http://support.microsoft.com/kb/4484103
http://support.microsoft.com/kb/5002020
http://support.microsoft.com/kb/5002024
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Foundation CVE-2021-38651 | Spoofing Important | No No
2013
5002014 | &G | Excel 2013 | CVE-2021-38655 | Remote Important | No | No
Code
Execution
CVE-2021-38660 | Remote Important | No No
Code
Execution
5002005 | #=ifG | Office 2016 | CVE-2021-38658 | Remote Important | No | No
Code
Execution
5005563 | & f& | Internet CVE-2021-40444 | Remote Important | Yes | Yes
Explorer Code
Execution
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KBID

4484467

TFREEAFH HHER

HAMTHREMEAN T | Office 2016 B AL

i
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0 - A (Exploitation Detected)

1 - BHEAReW A H (Exploitation More Likely)

2 — AKuJgEFIH (Exploitation Less Likely)

3 - AA[REFIAH (Exploitation Unlikely)

4

~ RZIRIRA R (N/A)

030 W



http://support.microsoft.com/kb/5002014
http://support.microsoft.com/kb/5002005
http://support.microsoft.com/kb/5005563
https://support.microsoft.com/help/4484467
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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