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IMIAZEZ (Severity) =/ H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIE AT R M (Exploitability Assessment) =" W% F
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”
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5002122 | CVE-2022-21840 | Remote Code | Critical No No Exploitation
5002114 Execution Less Likely
4462205
5002118
5002064
5002129
5002102
5001995
5002060
5002113
5002052
5002127
5002124
5002128
5002115

5009621 | CVE-2022-21885 | Elevation Important No No Exploitation
5009566 of More Likely

5009557 Privilege

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624



http://support.microsoft.com/kb/5002122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002114
http://support.microsoft.com/kb/4462205
http://support.microsoft.com/kb/5002118
http://support.microsoft.com/kb/5002064
http://support.microsoft.com/kb/5002129
http://support.microsoft.com/kb/5002102
http://support.microsoft.com/kb/5001995
http://support.microsoft.com/kb/5002060
http://support.microsoft.com/kb/5002113
http://support.microsoft.com/kb/5002052
http://support.microsoft.com/kb/5002127
http://support.microsoft.com/kb/5002124
http://support.microsoft.com/kb/5002128
http://support.microsoft.com/kb/5002115
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21885
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
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5009585

5009610

5009619

5009621

CVE-2022-21903

5009557

5009601

5009546

5009627

5009595

5009586

5009545

5009624

5009585

5009610

5009619

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5009621

CVE-2022-21908

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

5009610

5009619

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5009621

CVE-2022-21897

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21903
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21908
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21897
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585

Vv 21

oA R B R L2 HEE

L EER 2022 4E 01 AN T EEHEE

5009610

5009619

5009621

CVE-2022-21833

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

5009610

5009619

Elevation
of

Privilege

Critical

No

No

Exploitation
Less Likely

5009621

CVE-2022-21919

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

5009610

5009619

Elevation
of

Privilege

Important

Yes

No

Exploitation
More Likely

5009621

CVE-2022-21914

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21833
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21919
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21914
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
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5009585

5009610

5009619

5009621

CVE-2022-21836

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

5009610

5009619

Spoofing

Important

Yes

No

Exploitation
Less Likely

5009621

CVE-2022-21916

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

5009624

5009585

5009610

5009619

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5009621

CVE-2022-21857

5009566

5009557

5009601

5009546

5009627

5009595

5009543

5009586

5009545

Elevation
of

Privilege

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21836
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21916
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009621
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21857
http://support.microsoft.com/kb/5009566
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009601
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009627
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009586
http://support.microsoft.com/kb/5009545
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5009624

5009585

5009610

5009619

5009566 | CVE-2022-21907 | Remote Code | Critical No No Exploitation

5009557 Execution More Likely

5009543

5009566 | CVE-2022-21874 | Remote Code | Important Yes No Exploitation

5009557 Execution Less Likely

5009546

5009543

5009545

5009585

5009566 | CVE-2021-22947 | Remote Code | Critical Yes No Exploitation

5009557 Execution Less Likely

5009543

5009545

5009566 | CVE-2022-21887 | Elevation Important No No Exploitation
of More Likely
Privilege

5009566 | CVE-2022-21881 | Elevation Important No No Exploitation

5009557 of More Likely

5009546 Privilege

5009595

5009543

5009545

5009624

5009585

5009566 | CVE-2022-21882 | Elevation Important No No Exploitation

5009557 of More Likely

5009543 Privilege

5009545

5009566 | CVE-2021-36976 | Remote Code | Important Yes No Exploitation

5009557 Execution Less Likely

5009543

5009545

5009557 | CVE-2022-21898 | Remote Code | Critical No No Exploitation

5009543 Execution Less Likely

5009545

5009557 | CVE-2022-21839 | Denial of Important Yes No Exploitation
Service Less Likely



http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009610
http://support.microsoft.com/kb/5009619
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21907
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21874
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-22947
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21887
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21881
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009546
http://support.microsoft.com/kb/5009595
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009624
http://support.microsoft.com/kb/5009585
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21882
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36976
http://support.microsoft.com/kb/5009557
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009557
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21898
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5009557
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21839
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5009557 | CVE-2022-21912 | Remote Code | Critical No No Exploitation

5009543 Execution Less Likely

5009545

5008631 | CVE-2022-21846 | Remote Code | Critical No No Exploitation
Execution More Likely

5008631 | CVE-2022-21969 | Remote Code | Important No No Exploitation
Execution More Likely

5008631 | CVE-2022-21855 | Remote Code | Important No No Exploitation
Execution More Likely



http://support.microsoft.com/kb/5009557
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21912
http://support.microsoft.com/kb/5009543
http://support.microsoft.com/kb/5009545
http://support.microsoft.com/kb/5008631
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21846
http://support.microsoft.com/kb/5008631
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21969
http://support.microsoft.com/kb/5008631
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21855
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5009621 | &=f& | January CVE-2022-21848 Denial of Important No No
11, 2022 Service
— CVE-2022-21838 Elevation Important | No No
KB500962 of
1 Privilege
(Securit | CVE-2022-21885 Elevation Important | No | No
y-only of
update) Privilege
for CVE-2022-21925 Security Important | No No
Windows 7 Feature
Enterpri Bypass
se CVE-2022-21924 Security Important | No No
ESU, Wind Feature
ows 7 Bypass
Professi | (VE-2022-21903 | Elevation | Important |No | No
onal of
ESU, Wind Privilege
ows 7 CVE-2022-21908 Elevation Important | No | No
Ultimate of
ESU, Wind Privilege
ows CVE-2022-21893 | Remote Code | Important |No | No
Server Execution
2008 R2 | cVE-2022-21920 | Elevation | Important |No | No
Enterpri of
se Privilege
ESU, Wind CVE-2022-21850 Remote Code | Important | No No
OwsS Execution
Server CVE-2022-21922 Remote Code | Important | No No
2008 R2 Execution

10 I



http://support.microsoft.com/kb/5009621
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Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21900

Security

Important

No

No

s

11 W
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Feature

Bypass

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009566

January
11, 2022
KB500956
6 (0S
Build
22000. 43
4) for
Windows
11

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21861

Elevation
of

Privilege

Important

No

No

CVE-2022-21858

Elevation
of

Privilege

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21838

Elevation

Important

No

No

s

12 I



http://support.microsoft.com/kb/5009566
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of

Privilege

CVE-2022-21907

Remote Code

Execution

Critical

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21852

Elevation
of

Privilege

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21877

Information

Disclosure

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21872

Elevation
of

Privilege

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21849

Remote Code

Important

No

No

013 I
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Execution

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21896

Elevation
of

Privilege

Important

No

No

CVE-2022-21874

Remote Code

Execution

Important

Yes

No

CVE-2022-21902

Elevation
of

Privilege

Important

No

No

CVE-2021-22947

Remote Code

Execution

Critical

Yes

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No
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CVE-2022-21921

Security
Feature

Bypass

Important

No

No

CVE-2022-21918

Denial of

Service

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21887

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21866

Elevation
of

Privilege

Important

No

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21906

Security
Feature

Bypass

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21847

Denial of

Service

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21871

Elevation
of

Privilege

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Important

No

No
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Privilege
CVE-2022-21836 Spoofing Important Yes | No
CVE-2022-21916 Elevation Important | No No
of
Privilege
CVE-2022-21843 Denial of Important | No No
Service
CVE-2022-21888 Remote Code | Important | No No
Execution
CVE-2022-21963 Remote Code | Important | No No
Execution
CVE-2022-21882 Elevation Important | No No
of
Privilege
CVE-2022-21857 Elevation Critical No | No
of
Privilege
CVE-2021-36976 Remote Code | Important Yes | No
Execution
5009557 | & f& | January CVE-2022-21959 Remote Code | Important No No
11, 2022 Execution
— CVE-2022-21864 Elevation Important | No No
KB500955 of
7 (0S Privilege
Build CVE-2022-21898 | Remote Code | Critical No | No
17763. 24 Execution
52) for CVE-2022-21872 Elevation Important | No | No
Windows of
10 Privilege
Enterpri | CVE-2022-21870 Elevation Important | No No
se 2019 of
LTSC, Win Privilege
dows 10 CVE-2022-21896 Elevation Important | No | No
ToT of
Enterpri Privilege
se 2019 | (VE-2022-21874 | Remote Code | Important | Yes | No
LTSC, Win Execution
dows 10 | cVE-2021-22947 | Remote Code | Critical | Yes | No
LoT Core Execution
2019 LTSC | cyp-2022-21961 Remote Code | Important | No | No
Execution
CVE-2022-21833 Elevation Critical No No

s

16 I



http://support.microsoft.com/kb/5009557

WL =

fRER L8

L EER 2022 4E 01 AN T EEHEE

of

Privilege

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21882

Elevation
of

Privilege

Important

No

No

CVE-2021-36976

Remote Code

Execution

Important

Yes

No

CVE-2022-21865

Elevation
of

Privilege

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21861

Elevation
of

Privilege

Important

No

No

CVE-2022-21907

Remote Code

Execution

Critical

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21877

Information

Disclosure

Important

No

No

CVE-2022-21908

Elevation
of

Important

No

No
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Privilege

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21839

Denial of

Service

Important

Yes

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21878

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21902

Elevation
of

Privilege

Important

No

No

CVE-2022-21918

Denial of

Service

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21863

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21912

Remote Code

Execution

Critical

No

No

CVE-2022-21910

Elevation

Important

No

No

s
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of

Privilege

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21852

Elevation
of

Privilege

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21860

Elevation
of

Privilege

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21869

Elevation
of

Privilege

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation
of

Important

No

No
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Privilege

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21888

Remote Code

Execution

Important

No

No

CVE-2022-21879

Elevation
of

Privilege

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21858

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21849

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21866

Elevation

Important

No

No
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of

Privilege

CVE-2022-21906

Security
Feature

Bypass

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21847

Denial of

Service

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21871

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

5009601

January
11, 2022
KB500960
1
(Securit
y-only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Important

No

No
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Execution

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21857

Elevation
of

Critical

No

No

22
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Privilege

5009546

January
11, 2022
KB500954
6 (0S
Build
14393. 48
86) for
Windows
10,
version
1607, all
editions
, Windows
Server
2016, all

editions

CVE-2022-21879

Elevation
of

Privilege

Important

No

No

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation

Important

No

No

s
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of

Privilege

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21849

Remote Code

Execution

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21878

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21860

Elevation
of

Privilege

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21868

Elevation

Important

No

No
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of

Privilege

CVE-2022-21874

Remote Code

Execution

Important

Yes

No

CVE-2022-21964

Information

Disclosure

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21902

Elevation
of

Privilege

Important

No

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21866

Elevation
of

Privilege

Important

No

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation

Important

No

No
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of

Privilege

CVE-2022-21863

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21871

Elevation
of

Privilege

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21910

Elevation
of

Privilege

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

CVE-2022-21911

Denial of

Service

Important

No

No

s
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5009627

e

January
11, 2022
KB500962
7
(Monthly
Rollup)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21834

Elevation
of

Important

No

No

027 W
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Privilege

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009595

January
11, 2022
KB500959
5
(Securit
y-only
update)
for
Windows
8.1, Wind
ows
Server
2012

R2, Windo
ws
Embedded
8.1

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

s
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Industry
Enterpri
se, Windo
WS

Embedded
8.1

Industry

Pro

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21859

Elevation

Important

No

No
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of

Privilege

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No
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CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009543

January
11, 2022
KB500954
3 (0S
Builds
19042. 14
66,
19043. 14
66, and

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21898

Remote Code

Execution

Critical

No

No

CVE-2022-21872

Elevation
of

Privilege

Important

No

No
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19044. 14
66) for
Windows
10,
version
20H2, all
editions
, Windows
Server,
version
20H2, all
editions
, Windows
10,
version
21H1, all
editions
, Windows
10,
version
21H2, all

editions

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21896

Elevation
of

Privilege

Important

No

No

CVE-2022-21874

Remote Code

Execution

Important

Yes

No

CVE-2021-22947

Remote Code

Execution

Critical

Yes

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21882

Elevation
of

Privilege

Important

No

No

CVE-2021-36976

Remote Code

Execution

Important

Yes

No

CVE-2022-21865

Elevation
of

Privilege

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21861

Elevation
of

Privilege

Important

No

No
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CVE-2022-21907

Remote Code

Execution

Critical

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21877

Information

Disclosure

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21878

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21902

Elevation
of

Privilege

Important

No

No

CVE-2022-21918

Denial of

Service

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21863

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation

Important

No

No
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of

Privilege

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21912

Remote Code

Execution

Critical

No

No

CVE-2022-21910

Elevation
of

Privilege

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21852

Elevation
of

Privilege

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21860

Elevation
of

Privilege

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21869

Elevation
of

Important

No

No
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Privilege

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21888

Remote Code

Execution

Important

No

No

CVE-2022-21879

Elevation
of

Privilege

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21858

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21849

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21895

Elevation
of

Important

No

No
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Privilege

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21921

Security
Feature

Bypass

Important

No

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21866

Elevation
of

Privilege

Important

No

No

CVE-2022-21906

Security
Feature

Bypass

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21847

Denial of

Service

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21871

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

5009586

January
11, 2022
KB500958
6
(Monthly
Rollup)
for
Windows
Server
2012, Win

dows

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No
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Embedded
8
Standard

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21897

Elevation

Important

No

No

037 W
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of

Privilege

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation

Important

No

No
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CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009545

January
11, 2022
KB500954
5 (0
Build
18363. 20
37) for
Windows
10
Enterpri
se,
version
1909, Win

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21898

Remote Code

Execution

Critical

No

No

CVE-2022-21872

Elevation
of

Privilege

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21896

Elevation

Important

No

No

s
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dows 10
Enterpri
se and
Educatio
n,
version
1909, Win
dows 10
ToT
Enterpri
se,
version
1909

of

Privilege

CVE-2022-21874

Remote Code

Execution

Important

Yes

No

CVE-2021-22947

Remote Code

Execution

Critical

Yes

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21882

Elevation
of

Privilege

Important

No

No

CVE-2021-36976

Remote Code

Execution

Important

Yes

No

CVE-2022-21865

Elevation
of

Privilege

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21861

Elevation
of

Privilege

Important

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No
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CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21877

Information

Disclosure

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21878

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21902

Elevation
of

Privilege

Important

No

No

CVE-2022-21918

Denial of

Service

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21863

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21916

Elevation

Important

No

No
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of

Privilege

CVE-2022-21912

Remote Code

Execution

Critical

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21852

Elevation
of

Privilege

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21860

Elevation
of

Privilege

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21869

Elevation
of

Privilege

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No
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CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21888

Remote Code

Execution

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21858

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21849

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21866

Elevation
of

Privilege

Important

No

No

CVE-2022-21906

Security

Feature

Important

No

No
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Bypass
CVE-2022-21900 Security Important | No No
Feature
Bypass
CVE-2022-21847 Denial of Important | No No
Service
CVE-2022-21851 Remote Code | Important | No No
Execution
CVE-2022-21871 Elevation Important | No No
of
Privilege
CVE-2022-21843 Denial of Important | No No
Service
CVE-2022-21963 Remote Code | Important | No No
Execution
5009624 | AT#E | January CVE-2022-21959 Remote Code | Important | No No
WiE |11, 2022 Execution
fé — CVE-2022-21928 Remote Code | Important | No No
KB500962 Execution
4 CVE-2022-21848 Denial of Important | No No
(Monthly Service
Rollup) CVE-2022-21894 Security Important | No No
for Feature
Windows Bypass
8.1,Wind | CVE-2022-21864 | Elevation Important |No | No
ows of
Server Privilege
2012 CVE-2022-21838 | Elevation | Important |No |No
R2, Windo of
ws Privilege
Embedded | cvE-2022-21885 Elevation Important | No | No
8.1 of
Industry Privilege
Enterpri | cyg-2022-21962 | Remote Code | Important |No | No
se, Windo Execution
ws CVE-2022-21892 Remote Code | Important | No No
Embedded Execution
8.1 CVE-2022-21925 Security Important | No No
Industry Feature
Pro Bypass
CVE-2022-21901 Elevation Important | No | No
of

Hoa4 T



http://support.microsoft.com/kb/5009624

WL =

5 —

RSB R 2

kil

1—%—

L EER 2022 4E 01 AN T EEHEE

Privilege

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Important

No

No
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Disclosure

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security

Important

No

No
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Feature

Bypass

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21963

Remote Code

Execution

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009585

January
11, 2022
KB500958
5 (0S
Build
10240. 19
177) for
Windows
10

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21873

Elevation
of

Privilege

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation

Important

No

No
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of

Privilege

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21901

Elevation
of

Privilege

Important

No

No

CVE-2022-21924

Security
Feature

Bypass

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21849

Remote Code

Execution

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21878

Remote Code

Execution

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21905

Security

Important

No

No
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Feature

Bypass

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21860

Elevation
of

Privilege

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21868

Elevation
of

Privilege

Important

No

No

CVE-2022-21874

Remote Code

Execution

Important

Yes

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No

CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation

Important

No

No
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of

Privilege

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21866

Elevation
of

Privilege

Important

No

No

CVE-2022-21881

Elevation
of

Privilege

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21871

Elevation
of

Privilege

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Important

No

No
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Service
CVE-2022-21963 Remote Code | Important | No No
Execution
CVE-2022-21857 Elevation Critical No | No
of
Privilege
CVE-2022-21911 Denial of Important | No No
Service
5009610 | =& | January CVE-2022-21848 Denial of Important No No
11, 2022 Service
— CVE-2022-21838 Elevation Important | No No
KB500961 of
0 Privilege
(Monthly | CVE-2022-21885 | Elevation Important | No | No
Rollup) of
for Privilege
Windows 7 | CVE-2022-21925 Security Important | No No
Enterpri Feature
se Bypass
ESU, Wind | CVE-2022-21924 | Security Important | No | No
ows 7 Feature
Professi Bypass
onal CVE-2022-21903 Elevation Important | No No
ESU, Wind of
ows 7 Privilege
Ultimate | cVE-2022-21908 | Elevation | Important |No | No
ESU, Wind of
ows Privilege
Server CVE-2022-21893 | Remote Code | Important |No | No
2008 R2 Execution
Enterpri CVE-2022-21920 Elevation Important | No No
se of
ESU, Wind Privilege
ows CVE-2022-21850 Remote Code | Important | No No
Server Execution
2008 R2 CVE-2022-21922 Remote Code | Important | No No
Standard Execution
ESU, Wind CVE-2022-21905 Security Important | No No
ows Feature
Server Bypass
2008 R2 CVE-2022-21889 Denial of Important | No | No
Datacent Service

& 51 i
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er
ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21859

Elevation
of

Privilege

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21851

Remote Code

Important

No

No
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Execution

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21836

Spoofing

Important

Yes

No

CVE-2022-21916

Elevation
of

Privilege

Important

No

No

CVE-2022-21843

Denial of

Service

Important

No

No

CVE-2022-21857

Elevation
of

Privilege

Critical

No

No

5009619

January
11, 2022
KB500961
9
(Securit
y-only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-21959

Remote Code

Execution

Important

No

No

CVE-2022-21928

Remote Code

Execution

Important

No

No

CVE-2022-21848

Denial of

Service

Important

No

No

CVE-2022-21894

Security
Feature

Bypass

Important

No

No

CVE-2022-21864

Elevation
of

Privilege

Important

No

No

CVE-2022-21838

Elevation
of

Privilege

Important

No

No

CVE-2022-21885

Elevation
of

Privilege

Important

No

No

CVE-2022-21962

Remote Code

Execution

Important

No

No

CVE-2022-21892

Remote Code

Execution

Important

No

No

CVE-2022-21925

Security
Feature

Bypass

Important

No

No

CVE-2022-21924

Security

Feature

Important

No

No
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Bypass

CVE-2022-21903

Elevation
of

Privilege

Important

No

No

CVE-2022-21908

Elevation
of

Privilege

Important

No

No

CVE-2022-21893

Remote Code

Execution

Important

No

No

CVE-2022-21920

Elevation
of

Privilege

Important

No

No

CVE-2022-21876

Information

Disclosure

Important

No

No

CVE-2022-21870

Elevation
of

Privilege

Important

No

No

CVE-2022-21850

Remote Code

Execution

Important

No

No

CVE-2022-21922

Remote Code

Execution

Important

No

No

CVE-2022-21905

Security
Feature

Bypass

Important

No

No

CVE-2022-21889

Denial of

Service

Important

No

No

CVE-2022-21897

Elevation
of

Privilege

Important

No

No

CVE-2022-21958

Remote Code

Execution

Important

No

No

CVE-2022-21899

Security
Feature

Bypass

Important

No

No

CVE-2022-21835

Elevation
of

Privilege

Important

No

No

CVE-2022-21880

Information

Disclosure

Important

No

No

CVE-2022-21895

Elevation
of

Privilege

Important

No

No
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CVE-2022-21961

Remote Code

Execution

Important

No

No

CVE-2022-21833

Elevation
of

Privilege

Critical

No

No

CVE-2022-21960

Remote Code

Execution

Important

No

No

CVE-2022-21913

Security
Feature

Bypass

Important

No

No

CVE-2022-21915

Information

Disclosure

Important

No

No

CVE-2022-21834

Elevation
of

Privilege

Important

No

No

CVE-2022-21919

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21884

Elevation
of

Privilege

Important

No

No

CVE-2022-21904

Information

Disclosure

Important

No

No

CVE-2022-21914

Elevation
of

Privilege

Important

No

No

CVE-2022-21867

Elevation
of

Privilege

Important

No

No

CVE-2022-21883

Denial of

Service

Important

No

No

CVE-2022-21900

Security
Feature

Bypass

Important

No

No

CVE-2022-21851

Remote Code

Execution

Important

No

No

CVE-2022-21890

Denial of

Service

Important

No

No

CVE-2022-21862

Elevation
of

Privilege

Important

No

No

CVE-2022-21875

Elevation

Important

No

No
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of
Privilege
CVE-2022-21836 Spoofing Important | Yes | No 2
CVE-2022-21916 Elevation Important | No No 1
of
Privilege
CVE-2022-21843 Denial of Important | No No 2
Service
CVE-2022-21963 Remote Code | Important | No No 2
Execution
CVE-2022-21857 Elevation Critical No |No |2
of

Privilege

A AR ATH AT 22 TR b T35 40 A4S, VEARZIRANT

BB WSS

5002128 | #=ifG | Excel 2013 | CVE-2022-21840 | Remote Critical No |No |2
Code
Execution
5002114 | & f& | Excel 2016 | CVE-2022-21840 | Remote Critical No |No |2
Code
Execution
5008631 | =if& | Exchange CVE-2022-21846 | Remote Critical No No 1
Server Code
2019, 2016, Execution
and 2013 CVE-2022-21969 | Remote Important | No No 1
Code
Execution
CVE-2022-21855 | Remote Important | No No 1
Code
Execution
4462205 | &fE | Office 2013 | CVE-2022-21840 | Remote Critical No No 2
Code
Execution
5002064 | =f& | Office 2013 | CVE-2022-21840 | Remote Critical No |No |2
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http://support.microsoft.com/kb/5002128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002114
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5008631
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21846
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21969
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21855
http://support.microsoft.com/kb/4462205
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002064
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
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Code
Execution
5002119 | &f& | Office 2013 | CVE-2022-21841 | Remote Important | No | No
Code
Execution
5002124 | #=ifG | Office 2013 | CVE-2022-21840 | Remote Critical No | No
Code
Execution
5002052 | #=ifG | Office 2016 | CVE-2022-21840 | Remote Critical No | No
Code
Execution
5002060 | =fG | Office 2016 | CVE-2022-21840 | Remote Critical No | No
Code
Execution
5002115 | #=fG | Office 2016 | CVE-2022-21840 | Remote Critical No | No
Code
Execution
5002116 | =& | Office 2016 | CVE-2022-21841 | Remote Important No No
Code
Execution
5002122 | #=fG | Office Web | CVE-2022-21840 | Remote Critical No | No
Apps Server Code
2013 Execution
5001995 | =& | SharePoint CVE-2022-21840 | Remote Critical No No
Enterprise Code
Server 2013 Execution
5002102 | & f& | SharePoint CVE-2022-21840 | Remote Critical No No
Enterprise Code
Server 2013 Execution
5002113 | & f& | SharePoint CVE-2022-21837 | Remote Important No No
Enterprise Code
Server 2016 Execution
CVE-2022-21840 | Remote Critical No | No
Code
Execution
CVE-2022-21842 | Remote Important | No No
Code
Execution
5002118 | &if& | SharePoint CVE-2022-21840 | Remote Critical No No
Enterprise Code
Server 2016 Execution
CVE-2022-21842 | Remote Important | No No
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http://support.microsoft.com/kb/5002119
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21841
http://support.microsoft.com/kb/5002124
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002052
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002060
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002115
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002116
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21841
http://support.microsoft.com/kb/5002122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5001995
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002113
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21837
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21842
http://support.microsoft.com/kb/5002118
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21842
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Code
Execution
5002127 | & f& | SharePoint | CVE-2022-21837 | Remote Important | No | No
Foundation Code
2013 Execution
CVE-2022-21840 | Remote Critical No | No
Code
Execution
5002129 | = f& | SharePoint CVE-2022-21840 | Remote Critical No | No
Foundation Code
2013 Execution
5002057 | & fE | Word 2016 CVE-2022-21842 | Remote Important No No
Code
Execution
5008876 | =if& | January 11, | CVE-2022-21911 | Denial of Important No No
2022-KB5008 Service
876
Cumulative
Update
for .NET
Framework
3.5 and 4.8
for Windows
10, version
20H2,
Windows
Server,
version
20H2,
Windows 10
Version
21H1, and
Windows 10
Version
21H2
5008877 | &if& | January 11, | CVE-2022-21911 | Denial of | Important | No | No
2022-KB5008 Service
877
Cumulative
Update
for .NET
Framework
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http://support.microsoft.com/kb/5002127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21837
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002129
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21840
http://support.microsoft.com/kb/5002057
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21842
http://support.microsoft.com/kb/5008876
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008877
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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4.8 for
Windows 10,
version
1607 and
Windows
Server,

version
2016

5008879

January 11,
2022-KB5008
879
Cumulative
Update

for .NET
Framework
3.5 and 4.8
for Windows
10, version
1909

CVE-2022-21911

Denial of

Service

Important

No

No

5008880

January 11,
2022-KB5008
880
Cumulative
Update

for .NET
Framework
3.5 and 4.8
for Windows
11

CVE-2022-21911

Denial of

Service

Important

No

No

5009718

January 11,
2022-KB5009
718
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version
1809 and

Windows

CVE-2022-21911

Denial of

Service

Important

No

No
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http://support.microsoft.com/kb/5008879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008880
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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Server,
version
2019

5009722 | &ifG | Security
and Quality
Rollup

for .NET
Framework
2.0, 3.0,
4.5.2, 4.6
and 4. 6.2
for Windows
Server 2008
SP2
(KB5009722)

CVE-2022-21911

Denial of

Service

Important

No

No

5009721 | &if& | Security
and Quality
Rollup

for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
8.1, RT 8.1,
and Windows
Server 2012
R2
(KB5009721)

CVE-2022-21911

Denial of

Service

Important

No

No

5009720 | &if& | Security
and Quality
Rollup

for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8

for Windows

CVE-2022-21911

Denial of

Service

Important

No

No
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http://support.microsoft.com/kb/5009722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009721
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009720
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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Server 2012
(KB5009720)

5009719

Security
and Quality
Rollup

for .NET
Framework
3.5.1,
4.5.2, 4.6,
4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5009719)

CVE-2022-21911

Denial of

Service

Important

No

No

5009714

Security
Only Update
for .NET
Framework
2.0, 3.0,
4.5.2, 4.6
and 4. 6. 2
for Windows
Server 2008
SP2
(KB5009714)

CVE-2022-21911

Denial of

Service

Important

No

No

5008891

Security
Only Update
for .NET
Framework
3.5 for
Windows 8.1
and Windows
Server 2012
R2
(KB5008891)

CVE-2022-21911

Denial of

Service

Important

No

No

5008888

@

el

Security
Only Update

CVE-2022-21911

Denial of

Service

Important

No

No

N



http://support.microsoft.com/kb/5009719
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009714
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008891
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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for .NET
Framework
3.5 for
Windows
Server 2012
(KB5008888)

5009713 | =& | Security CVE-2022-21911 | Denial of Important | No
Only Update Service
for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
8.1 and
Windows
Server 2012
R2
(KB5009713)

5009712 | &f& | Security CVE-2022-21911 | Denial of Important | No
Only Update Service
for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
Server 2012
(KB5009712)

5009711 | &if& | Security CVE-2022-21911 | Denial of | Important | No
Only Update Service
for .NET
Framework
3.5.1,
4.5.2, 4.6,
4.6.1,
4.6.2, 4.7,
4.7.1,
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http://support.microsoft.com/kb/5009713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009712
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5009711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5009711)

5008893 | &= f& | Security CVE-2022-21911 | Denial of Important | No
Only Update Service
for .NET
Framework
4.5.2 for
Windows 8.1
and Windows
Server 2012
R2
(KB5008893)

No

5008892 | Eif& | Security CVE-2022-21911 | Denial of Important | No
Only Update Service
for .NET
Framework
4.5.2 for
Windows
Server 2012
(KB5008892)

No

5008895 | Eif& | Security CVE-2022-21911 | Denial of Important | No
Only Update Service
for .NET
Framework
4.6, 4.6.1,
4.6.2, 4.7,
4.7.1,
4.7.2 for
Windows 8.1
and Windows
Server 2012
R2
(KB5008895)

No

5008894 Security CVE-2022-21911 | Denial of | Important | No
Only Update Service
for .NET

Framework

il
=R

No

063 T



http://support.microsoft.com/kb/5008893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
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4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2 for
Windows
Server 2012
(KB5008894)

5008897 | &= f& | Security CVE-2022-21911 | Denial of Important | No No
Only Update Service
for .NET
Framework
4.8 for
Windows 8.1
and Windows
Server 2012
R2
(KB5008897)

5008896 | =i f& | Security CVE-2022-21911 | Denial of Important | No No
Only Update Service
for .NET
Framework
4.8 for
Windows
Server 2012
(KB5008896)

A HRATARHIEESE 1A—REEHAT

KBID HREERALZH FHARRE

4504713 | HABThREMEAN T | Office 2016 BEFITESF

TE:

Lo BIREMS Ui A TR G5 PEAH 10 B G T
0 — S FIF (Bxploitation Detected)
1 - HAAEEMHFIH (Exploitation More Likely)
2 — RAKATREFI (Bxploitation Less Likely)
3 — ANATREFIA (Bxploitation Unlikely)

4 - AR (N/A)


http://support.microsoft.com/kb/5008897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
http://support.microsoft.com/kb/5008896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
https://support.microsoft.com/help/4504713
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

