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INIAZEY, (Severity) =/® (Critical) ,
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5017315 CVE-2022-3472
5017328 S
5017305

2017367 Privilege
5017377
5017365
5017308
5017370
5017327
5017315 CVE-2022-3795
5017328 7
5017305

5017308 Privilege

Elevation Important No No Exploitation

of More Likely

Elevation Important No No Exploitation

of More Likely

5017315 CVE-2022-3471
5017328 8

5017305 Execution More Likely

Remote Code | Critical No No Exploitation

5017367
5017377
5017365
5017308
5017358
5017370
5017371
5017327
5017361
5017373



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34725
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34725
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37957
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37957
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34718
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5017315

CVE-2022-3796

5017328

5017305

5017367

5017377

5017365

5017308

5017358

5017370

5017371

5017327

5017361

5017373

9

Elevation
of

Privilege

Important

Yes

Yes

Exploitation

Detected

5017315

CVE-2022-3580

5017328

5017305

5017367

5017377

5017365

5017308

5017358

5017370

5017371

5017327

5017361

5017373

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5017315

CVE-2022-3795

5017328

5017308

4

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5017315

CVE-2022-3472

5017328

5017305

5017367

5017377

5017365

5017308

5017358

5017370

5017371

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely
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5017327
5017361
5017373
5017328 CVE-2022-2396 Informatio | Important Yes No Exploitation
0
n Less Likely
Disclosure
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5017315

Septembe
r 13,
2022—
KB501731
5 (0S
Build
17763. 34
06) for
Windows
10
Enterpri
se 2019
LTSC, Win
dows 10
ToT
Enterpri
se 2019
LTSC, Win
dows 10
ToT Core
2019
LTSC, Win
dows
Server
2019

FAT RN T IFHY5R

ARAMPOATI R G2 a AN T35 134, PEHSIR AT

CVE-2022-26 | Remote Code Important | No No
929 Execution

CVE-2022-35 | Remote Code Important | No | No
836 Execution

CVE-2022-34 | Remote Code Important | No | No
733 Execution

CVE-2022-34 | Remote Code Critical No | No
721 Execution

CVE-2022-35 | Denial of Important | No No
833 Service

CVE-2022-35 | Remote Code Important | No | No
830 Execution

CVE-2022-37 | Elevation of Important | No No
956 Privilege

CVE-2022-34 | Denial of Important | No | No
724 Service

CVE-2022-34 | Remote Code Important | No No
731 Execution

CVE-2022-33 | Elevation of Important | No | No
647 Privilege

CVE-2022-35 | Remote Code Important | No No
840 Execution

CVE-2022-26 | Elevation of Important | No | No
928 Privilege

CVE-2022-34 | Information Important | No | No
728 Disclosure

CVE-2022-30 | Remote Code Important | No | No
200 Execution

CVE-2022-35 | Information Important | No | No
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837 Disclosure

CVE-2022-34 | Elevation of Important | No | No
725 Privilege

CVE-2022-37 | Information Important | No | No
958 Disclosure

CVE-2022-34 | Remote Code Critical No | No
722 Execution

CVE-2022-35 | Remote Code Important | No No
841 Execution

CVE-2022-35 | Remote Code Important | No No
834 Execution

CVE-2022-34 | Elevation of Important | No | No
719 Privilege

CVE-2022-38 | Elevation of Important | No | No
005 Privilege

CVE-2022-34 | Remote Code Important | No | No
726 Execution

CVE-2022-30 | Denial of Important | No | No
196 Service

CVE-2022-34 | Remote Code Important | No | No
730 Execution

CVE-2022-34 | Remote Code Important | No | No
734 Execution

CVE-2022-35 | Remote Code Important | No | No
835 Execution

CVE-2022-34 | Remote Code Important | No | No
727 Execution

CVE-2022-33 | Elevation of Important | No | No
679 Privilege

CVE-2022-34 | Remote Code Important | No | No
732 Execution

CVE-2022-38 | Information Important | No No
006 Disclosure

CVE-2022-37 | Elevation of Important | No | No
957 Privilege

CVE-2022-34 | Remote Code Critical No | No
718 Execution

CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege

CVE-2022-35 | Information Important | No No
831 Disclosure
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CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Security Important | No | No
959 Feature Bypass
CVE-2022-37 | Elevation of Important | No | No
954 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-38 | Remote Code Important | No | No
004 Execution
5017328 | &f& | Septembe | CVE-2022-35 | Remote Code Important | No | No
r 13, 836 Execution
2022— CVE-2022-34 | Remote Code Important | No | No
KB501732 | 733 Execution
8 (0S CVE-2022-34 | Remote Code Critical No | No
Build 721 Execution
22000. 97 | CVE-2022-35 | Denial of Important | No | No
8) for 833 Service
Windows | CVE-2022-34 | Information Important | No | No
11 723 Disclosure
CVE-2022-37 | Elevation of Important | No | No
956 Privilege
CVE-2022-38 | Remote Code Important | No | No
004 Execution
CVE-2022-34 | Remote Code Important | No | No
731 Execution
CVE-2022-35 | Remote Code Important | No No
840 Execution
CVE-2022-26 | Elevation of Important | No No
928 Privilege
CVE-2022-34 | Information Important | No No
728 Disclosure
CVE-2022-30 | Remote Code Important | No No
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200 Execution

CVE-2022-35 | Information Important | No | No
837 Disclosure

CVE-2022-34 | Remote Code Critical No | No
722 Execution

CVE-2022-37 | Information Important | No | No
958 Disclosure

CVE-2022-35 | Denial of Important | No | No
838 Service

CVE-2022-35 | Remote Code Important | No No
841 Execution

CVE-2022-35 | Remote Code Important | No No
834 Execution

CVE-2022-34 | Elevation of Important | No | No
719 Privilege

CVE-2022-38 | Elevation of Important | No | No
005 Privilege

CVE-2022-34 | Remote Code Important | No | No
726 Execution

CVE-2022-30 | Denial of Important | No | No
196 Service

CVE-2022-34 | Remote Code Important | No | No
730 Execution

CVE-2022-34 | Remote Code Important | No | No
734 Execution

CVE-2022-35 | Remote Code Important | No | No
835 Execution

CVE-2022-34 | Remote Code Important | No | No
727 Execution

CVE-2022-34 | Remote Code Important | No | No
732 Execution

CVE-2022-38 | Information Important | No No
006 Disclosure

CVE-2022-37 | Elevation of Important | No | No
957 Privilege

CVE-2022-34 | Remote Code Critical No | No
718 Execution

CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege

CVE-2022-35 | Information Important | No No
831 Disclosure
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CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
954 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-23 | Information Important | Yes | No
960 Disclosure
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017305 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501730 | 836 Execution
5 (0S CVE-2022-34 | Remote Code Important | No | No
Build 733 Execution
14393. 53 | CVE-2022-34 | Remote Code Critical No | No
56) for | 721 Execution
Windows | CVE-2022-35 | Denial of Important | No | No
10, 833 Service
version CVE-2022-35 | Remote Code Important | No | No
1607, 830 Execution
all CVE-2022-37 | Elevation of Important | No | No
editions 956 Privilege
, Windows | cyE-2022-34 | Denial of Important | No | No
Server 724 Service
2016, CVE-2022-34 | Remote Code Important | No No
all 731 Execution
editions CVE-2022-33 | Elevation of Important | No No
647 Privilege
CVE-2022-35 | Remote Code Important | No No
840 Execution
CVE-2022-26 | Elevation of Important | No No
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928 Privilege
CVE-2022-34 | Information Important | No | No
728 Disclosure
CVE-2022-30 | Remote Code Important | No | No
200 Execution
CVE-2022-35 | Information Important | No | No
837 Disclosure
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
CVE-2022-37 | Information Important | No No
958 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-35 | Remote Code Important | No | No
841 Execution
CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No | No
726 Execution
CVE-2022-34 | Remote Code Important | No | No
730 Execution
CVE-2022-34 | Remote Code Important | No | No
734 Execution
CVE-2022-35 | Remote Code Important | No | No
835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No | No
679 Privilege
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-37 | Elevation of Important | No No
957 Privilege
CVE-2022-34 | Remote Code Critical No | No
718 Execution
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CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-35 | Information Important | No | No
831 Disclosure
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Security Important | No | No
959 Feature Bypass
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-38 | Remote Code Important | No | No
004 Execution
5017367 | &if& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501736 | 836 Execution
7 CVE-2022-34 | Remote Code Important | No | No
(Monthly | 733 Execution
Rollup) CVE-2022-34 | Remote Code Critical No | No
for 721 Execution
Windows | CVE-2022-35 | Denial of Important | No | No
8.1,Wind | 833 Service
ows RT CVE-2022-35 | Remote Code Important | No | No
8.1, Wind 830 Execution
Ows CVE-2022-37 | Elevation of Important | No | No
Server 956 Privilege
2012 CVE-2022-34 | Denial of Important | No | No
R2, Windo 724 Service
WS CVE-2022-38 | Remote Code Important |[No | No
Embedded 004 Execution
8.1 CVE-2022-34 | Remote Code Important | No No
Industry 731 Execution
Enterpri CVE-2022-33 | Elevation of Important | No No
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se, Windo | 647 Privilege

WS CVE-2022-35 | Remote Code Important | No | No

Embedded | 840 Execution

8.1 CVE-2022-34 | Information Important | No | No

Industry | 728 Disclosure

Pro CVE-2022-30 | Remote Code Important | No | No
200 Execution
CVE-2022-35 | Information Important | No No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-37 | Information Important | No No
958 Disclosure
CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No | No
726 Execution
CVE-2022-34 | Remote Code Important | No | No
730 Execution
CVE-2022-34 | Remote Code Important | No | No
734 Execution
CVE-2022-35 | Remote Code Important | No | No
835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No | No
679 Privilege
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-35 | Information Important | No No
831 Disclosure
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CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Security Important | No | No
959 Feature Bypass
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017377 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501737 | 836 Execution
7 CVE-2022-34 | Remote Code Important | No | No
(Securit | 733 Execution
y-only CVE-2022-34 | Remote Code Critical No | No
update) 721 Execution
for CVE-2022-35 | Denial of Important | No | No
Windows | 833 Service
Server CVE-2022-35 | Remote Code Important | No | No
2012, Win 830 Execution
dows CVE-2022-37 | Elevation of Important | No | No
Embedded 956 Privilege
8 CVE-2022-34 | Denial of Important | No | No
Standard 724 Service
CVE-2022-38 | Remote Code Important | No | No
004 Execution
CVE-2022-34 | Remote Code Important | No No
731 Execution
CVE-2022-33 | Elevation of Important | No No
647 Privilege
CVE-2022-35 | Remote Code Important | No No
840 Execution
CVE-2022-34 | Information Important | No No
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728 Disclosure

CVE-2022-30 | Remote Code Important | No | No
200 Execution

CVE-2022-35 | Information Important | No | No
837 Disclosure

CVE-2022-34 | Remote Code Critical No | No
722 Execution

CVE-2022-37 | Information Important | No No
958 Disclosure

CVE-2022-35 | Remote Code Important | No No
834 Execution

CVE-2022-34 | Elevation of Important | No | No
719 Privilege

CVE-2022-38 | Elevation of Important | No | No
005 Privilege

CVE-2022-34 | Remote Code Important | No | No
726 Execution

CVE-2022-34 | Remote Code Important | No | No
730 Execution

CVE-2022-34 | Remote Code Important | No | No
734 Execution

CVE-2022-35 | Remote Code Important | No | No
835 Execution

CVE-2022-34 | Remote Code Important | No | No
727 Execution

CVE-2022-33 | Elevation of Important | No | No
679 Privilege

CVE-2022-34 | Remote Code Important | No | No
732 Execution

CVE-2022-38 | Information Important | No | No
006 Disclosure

CVE-2022-34 | Remote Code Critical No | No
718 Execution

CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege

CVE-2022-34 | Denial of Important | No | No
720 Service

CVE-2022-35 | Elevation of Important | No No
803 Privilege

CVE-2022-30 | Elevation of Important | No No
170 Privilege
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CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017365 | /& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501736 | 836 Execution
5 CVE-2022-34 | Remote Code Important | No No
(Securit | 733 Execution
y-only CVE-2022-34 | Remote Code Critical No | No
update) | 721 Execution
for CVE-2022-35 | Denial of Important | No | No
Windows | 833 Service
8.1, Wind | cVE-2022-35 | Remote Code Important | No No
ows RT 830 Execution
8.1,Wind | cyE-2022-37 | Elevation of Important | No No
ows 956 Privilege
Server CVE-2022-34 | Denial of Important | No | No
2012 724 Service
RZ, Windo | cyvp-2022-38 | Remote Code Important | No | No
ws 004 Execution
Embedded CVE-2022-34 | Remote Code Important | No | No
8.1 731 Execution
Industry CVE-2022-33 | Elevation of Important | No No
Enterpri 647 Privilege
se, Windo CVE-2022-35 | Remote Code Important | No | No
ws 840 Execution
Embedded CVE-2022-34 | Information Important | No No
8.1 728 Disclosure
Industry CVE-2022-30 | Remote Code Important | No No
Pro 200 Execution
CVE-2022-35 | Information Important | No No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-37 | Information Important | No No
958 Disclosure
CVE-2022-35 | Remote Code Important | No No
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834 Execution

CVE-2022-34 | Elevation of Important | No | No
719 Privilege

CVE-2022-38 | Elevation of Important | No | No
005 Privilege

CVE-2022-34 | Remote Code Important | No | No
726 Execution

CVE-2022-34 | Remote Code Important | No No
730 Execution

CVE-2022-34 | Remote Code Important | No No
734 Execution

CVE-2022-35 | Remote Code Important | No No
835 Execution

CVE-2022-34 | Remote Code Important | No | No
727 Execution

CVE-2022-33 | Elevation of Important | No | No
679 Privilege

CVE-2022-34 | Remote Code Important | No | No
732 Execution

CVE-2022-38 | Information Important | No | No
006 Disclosure

CVE-2022-34 | Remote Code Critical No | No
718 Execution

CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege

CVE-2022-35 | Information Important | No | No
831 Disclosure

CVE-2022-34 | Denial of Important | No | No
720 Service

CVE-2022-35 | Denial of Important | No | No
832 Service

CVE-2022-35 | Elevation of Important | No | No
803 Privilege

CVE-2022-37 | Security Important | No | No
959 Feature Bypass

CVE-2022-30 | Elevation of Important | No No
170 Privilege

CVE-2022-37 | Elevation of Important | No No
955 Privilege

CVE-2022-34 | Elevation of Important | No No
729 Privilege
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CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017308 | &if& | Septembe | CVE-2022-35 | Remote Code Important | No | No
r 13, 836 Execution
2022— CVE-2022-34 | Remote Code Important | No | No
KB501730 | 733 Execution
8 (0S CVE-2022-34 | Remote Code Critical |No |No
Builds 721 Execution
19042. 20 | CVE-2022-35 | Denial of Important | No | No
06, 833 Service
19043. 20 | cVE-2022-37 | Elevation of Important |No | No
06, and 956 Privilege
19044. 20 | cVE-2022-38 | Remote Code Important | No | No
06) for 004 Execution
Windows CVE-2022-34 | Remote Code Important | No | No
10 731 Execution
Enterpri | cvp-2022-35 | Remote Code Important | No | No
se 840 Execution
Multi=Se | cyg-2022-26 | Elevation of Important | No | No
ssiom, 928 Privilege
version CVE-2022-34 | Information Important | No No
2002, Win | 798 Disclosure
dows 10 CVE-2022-30 | Remote Code Important | No No
Enterpri 200 Execution
se and ;
. CVE-2022-35 | Information Important | No | No
Educatio 837 Disclosure
o ‘ CVE-2022-34 | Remote Code Critical No | No
ver51o? 722 Execution
20H2, Win v 9092-37 | Information Important |No | No
dows 10 958 Disclosure
EOT | CVE=2022-35 | Remote Code Important | No | No
nterpri 841 Execution
56 ) CVE-2022-35 | Remote Code Important | No | No
version .
834 Execution
20H2, Win -
CVE-2022-34 | Elevation of Important | No No
dows 10 .y
719 Privilege
on
CVE-2022-38 | Elevation of Important | No No
Surface .y
. 005 Privilege
Hub, Wind
CVE-2022-34 | Remote Code Important | No No
ows 10,
. 726 Execution
version
CVE-2022-30 | Denial of Important | No No
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21H1, 196 Service
all CVE-2022-34 | Remote Code Important | No | No
editions | 730 Execution
, Windows | CVE-2022-34 | Remote Code Important | No | No
10, 734 Execution
version CVE-2022-35 | Remote Code Important | No | No
21Hz, 835 Execution
all CVE-2022-34 | Remote Code Important | No | No
editions | 727 Execution
CVE-2022-34 | Remote Code Important | No No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-37 | Elevation of Important | No | No
957 Privilege
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-35 | Information Important | No | No
831 Disclosure
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
954 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-34 | Elevation of Important | No No
725 Privilege
5017358 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No No
KB501735 | 836 Execution
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8 CVE-2022-34 | Remote Code Important | No | No
(Monthly | 733 Execution
Rollup) CVE-2022-34 | Remote Code Critical No | No
for 721 Execution
Windows CVE-2022-35 | Remote Code Important | No | No
Server 830 Execution
2008 CVE-2022-37 | Elevation of Important | No | No
Datacent | 956 Privilege
er CVE-2022-34 | Denial of Important | No | No
ESU, Wind | 724 Service
ows CVE-2022-34 | Remote Code Important | No No
Server 731 Execution
2008 CVE-2022-33 | Elevation of Important | No | No
Standard 647 Privilege
ESU, Wind | cvE-2022-35 | Remote Code Important | No | No
OwS 840 Execution
Server CVE-2022-34 | Information Important | No | No
2008 728 Disclosure
Enterpri CVE-2022-30 | Remote Code Important | No | No
se ESU 200 Execution
CVE-2022-35 | Information Important | No | No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No | No
726 Execution
CVE-2022-34 | Remote Code Important | No | No
730 Execution
CVE-2022-34 | Remote Code Important | No No
734 Execution
CVE-2022-35 | Remote Code Important | No No
835 Execution
CVE-2022-34 | Remote Code Important | No No
727 Execution
CVE-2022-33 | Elevation of Important | No No
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679 Privilege
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No | No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
964 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-38 | Remote Code Important | No | No
004 Execution
5017370 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501737 | 836 Execution
0 CVE-2022-34 | Remote Code Important | No | No
(Monthly | 733 Execution
Rollup) CVE-2022-34 | Remote Code Critical No | No
for 721 Execution
Windows CVE-2022-35 | Denial of Important | No | No
Server 833 Service
2012, Win | cvE-2022-35 | Remote Code Important | No | No
dows 830 Execution
Embedded | cvp-2022-37 | Elevation of Important | No | No
8 956 Privilege
Standard | cyg-2022-34 | Denial of Important | No | No
724 Service
CVE-2022-38 | Remote Code Important | No No
004 Execution
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CVE-2022-34 | Remote Code Important | No | No
731 Execution
CVE-2022-33 | Elevation of Important | No | No
647 Privilege
CVE-2022-35 | Remote Code Important | No | No
840 Execution
CVE-2022-34 | Information Important | No No
728 Disclosure
CVE-2022-30 | Remote Code Important | No No
200 Execution
CVE-2022-35 | Information Important | No No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-37 | Information Important | No No
958 Disclosure
CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No | No
726 Execution
CVE-2022-34 | Remote Code Important | No | No
730 Execution
CVE-2022-34 | Remote Code Important | No | No
734 Execution
CVE-2022-35 | Remote Code Important | No | No
835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No | No
679 Privilege
CVE-2022-34 | Remote Code Important | No No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
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969 Privilege
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017371 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501737 | 836 Execution
1 CVE-2022-34 | Remote Code Important | No | No
(Securit | 733 Execution
y-only CVE-2022-34 | Remote Code Critical No | No
update) 721 Execution
for CVE-2022-35 | Remote Code Important | No | No
Windows | 830 Execution
Server CVE-2022-37 | Elevation of Important | No | No
2008 956 Privilege
Datacent | cvE-2022-34 | Denial of Important | No | No
er 724 Service
ESU, Wind | cvg-2022-34 | Remote Code Important | No | No
OWS 731 Execution
Server CVE-2022-33 | Elevation of Important | No | No
2008 647 Privilege
Standard CVE-2022-35 | Remote Code Important | No | No
ESU, Wind 840 Execution
ows CVE-2022-34 | Information Important | No No
Server 728 Disclosure
2008 ' CVE-2022-30 | Remote Code Important | No No
Enterpri 200 Execution
se ESU CVE-2022-35 | Information Important | No No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
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CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No No
726 Execution
CVE-2022-34 | Remote Code Important | No No
730 Execution
CVE-2022-34 | Remote Code Important | No No
734 Execution
CVE-2022-35 | Remote Code Important | No | No
835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No | No
679 Privilege
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No | No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
964 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No No
955 Privilege
CVE-2022-34 | Elevation of Important | No No
729 Privilege
CVE-2022-38 | Remote Code Important | No No
004 Execution

5017327 | & f& | Septembe | CVE-2022-35 | Remote Code Important | No | No
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r 13, 836 Execution
2022— CVE-2022-34 | Remote Code Important | No | No
KB501732 | 733 Execution
7 (0S CVE-2022-34 | Remote Code Critical No | No
Build 721 Execution
10240. 19 | cVE-2022-35 | Denial of Important | No | No
444) for | 833 Service
Windows | CVE-2022-37 | Elevation of Important | No | No
10 956 Privilege
CVE-2022-38 | Remote Code Important | No No
004 Execution
CVE-2022-34 | Remote Code Important | No No
731 Execution
CVE-2022-35 | Remote Code Important | No | No
840 Execution
CVE-2022-26 | Elevation of Important | No | No
928 Privilege
CVE-2022-34 | Information Important | No No
728 Disclosure
CVE-2022-30 | Remote Code Important | No | No
200 Execution
CVE-2022-35 | Information Important | No | No
837 Disclosure
CVE-2022-34 | Remote Code Critical No | No
722 Execution
CVE-2022-37 | Information Important | No | No
958 Disclosure
CVE-2022-35 | Remote Code Important | No | No
841 Execution
CVE-2022-35 | Remote Code Important | No | No
834 Execution
CVE-2022-34 | Elevation of Important | No | No
719 Privilege
CVE-2022-38 | Elevation of Important | No | No
005 Privilege
CVE-2022-34 | Remote Code Important | No No
726 Execution
CVE-2022-34 | Remote Code Important | No No
730 Execution
CVE-2022-34 | Remote Code Important | No No
734 Execution
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CVE-2022-35 | Remote Code Important | No | No
835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-35 | Information Important | No No
831 Disclosure
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-34 | Elevation of Important | No | No
725 Privilege
5017361 | & f& | Septembe | CVE-2022-26 | Remote Code Important | No No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501736 | 836 Execution
1 CVE-2022-34 | Remote Code Important | No | No
(Monthly | 733 Execution
Rollup) CVE-2022-34 | Remote Code Critical No | No
for 721 Execution
Windows CVE-2022-35 | Denial of Important | No | No
7 833 Service
Enterpri | cVE-2022-35 | Remote Code Important | No No
se 830 Execution
ESU, Wind | cvE-2022-37 | Elevation of Important | No No
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ows 7 956 Privilege
Professi | CVE-2022-34 | Denial of Important | No | No
onal 724 Service
ESU, Wind | CVE-2022-34 | Remote Code Important | No | No
ows 7 731 Execution
Ultimate | CVE-2022-33 | Elevation of Important | No | No
ESU, Wind | 647 Privilege
ows CVE-2022-35 | Remote Code Important | No | No
Server 840 Execution
2008 R2 | cVE-2022-34 | Information Important | No | No
Enterpri | 728 Disclosure
se CVE-2022-30 | Remote Code Important | No | No
ESU, Wind 200 Execution
ows CVE-2022-35 | Information Important | No | No
Server 837 Disclosure
2008 R2 | cyE-2022-34 | Remote Code Critical No | No
Standard 722 Execution
ESU, Wind CVE-2022-37 | Information Important | No No
ows 958 Disclosure
Server CVE-2022-35 | Remote Code Important | No No
2008 Rz 834 Execution
Datacent CVE-2022-34 | Elevation of Important | No No
er ‘ 719 Privilege
ESU, Wind CVE-2022-38 | Elevation of Important | No | No
ows 005 Privilege
Embedded CVE-2022-34 | Remote Code Important | No | No
Standard 726 Execution
! CVE-2022-34 | Remote Code Important | No | No
ESU, Wind .
730 Execution
ows CVE-2022-34 | Remote Code Important | No | No
Embedded .
734 Execution
POSReady
CVE-2022-35 | Remote Code Important | No | No
7 ESU 835 Execution
CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No No
679 Privilege
CVE-2022-34 | Remote Code Important | No No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
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CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
964 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-38 | Remote Code Important | No | No
004 Execution
5017373 | & /& | Septembe | CVE-2022-26 | Remote Code Important | No | No
r 13, 929 Execution
2022— CVE-2022-35 | Remote Code Important | No | No
KB501737 | 836 Execution
3 CVE-2022-34 | Remote Code Important | No | No
(Securit | 733 Execution
y-only CVE-2022-34 | Remote Code Critical No | No
update) 721 Execution
for CVE-2022-35 | Denial of Important | No | No
Windows | 833 Service
7 CVE-2022-35 | Remote Code Important | No | No
Enterpri | g3p Execution
se CVE-2022-37 | Elevation of Important | No | No
ESU, Wind 956 Privilege
ows 7 CVE-2022-34 | Denial of Important | No | No
Professi 724 Service
onal CVE-2022-34 | Remote Code Important |[No | No
ESU, Wind 731 Execution
ows 7 CVE-2022-33 | Elevation of Important | No No
Ultimate 647 Privilege
ESU, Wind CVE-2022-35 | Remote Code Important | No No
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ows 840 Execution
Server CVE-2022-34 | Information Important | No | No
2008 R2 | 728 Disclosure
Enterpri | CVE-2022-30 | Remote Code Important | No | No
se 200 Execution
ESU, Wind | CVE-2022-35 | Information Important | No | No
ows 837 Disclosure
Server | CVE-2022-34 | Remote Code Critical |No |No
2008 R2 | 722 Execution
Standard | (VE-2022-37 | Information Important | No | No
ESU, Wind | 958 Disclosure
Oows CVE-2022-35 | Remote Code Important | No | No
Server 834 Execution
2008 R2 CVE-2022-34 | Elevation of Important | No | No
Datacent 719 Privilege
er CVE-2022-38 | Elevation of Important | No | No
ESU, Wind | 005 Privilege
ows CVE-2022-34 | Remote Code Important | No | No
Embedded 726 Execution
Standard CVE-2022-34 | Remote Code Important | No | No
7 730 Execution
ESU, Wind CVE-2022-34 | Remote Code Important | No | No
ows 734 Execution
Embedded CVE-2022-35 | Remote Code Important | No | No
POSReady 835 Execution
7 ESU CVE-2022-34 | Remote Code Important | No | No
727 Execution
CVE-2022-33 | Elevation of Important | No | No
679 Privilege
CVE-2022-34 | Remote Code Important | No | No
732 Execution
CVE-2022-38 | Information Important | No No
006 Disclosure
CVE-2022-34 | Remote Code Critical No | No
718 Execution
CVE-2022-37 | Elevation of Important | Yes | Yes
969 Privilege
CVE-2022-34 | Denial of Important | No | No
720 Service
CVE-2022-35 | Denial of Important | No | No
832 Service
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CVE-2022-35 | Elevation of Important | No | No
803 Privilege
CVE-2022-37 | Elevation of Important | No | No
964 Privilege
CVE-2022-30 | Elevation of Important | No | No
170 Privilege
CVE-2022-37 | Elevation of Important | No | No
955 Privilege
CVE-2022-34 | Elevation of Important | No | No
729 Privilege
CVE-2022-38 | Remote Code Important | No No
004 Execution
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5002159 | /& | Descriptio | CVE-2022-38008 Remote Important | No | No 2
n of the Code

security Executio

update for n
SharePoint
Foundation
2013:
September
13, 2022
(KB5002159
)
5002016 | &if& | Descriptio | CVE-2022-38010 Remote Important | No No 2
n of the Code

security Executio

update for n
Visio 2016:
September
13, 2022
(KB5002016
)
5017497 | ®if& | September CVE-2022-26929 | Remote Important |No |No |2
13, Code
2022-KB501 Executio
7497 n
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
11

5002267 | ®if& | Descriptio | CVE-2022-38009 | Remote Important |No |No |2
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n of the Code
security Executio
update for n
SharePoint | CVE-2022-37961 Remote Important | No | No
Foundation Code
2013: Executio
September n
13, 2022 CVE-2022-35823 | Remote Important | No | No
(KB5002267 Code
) Executio
n
CVE-2022-38008 Remote Important | No No
Code
Executio
n
5002166 | &f& | Descriptio | CVE-2022-37962 | Remote Important | No | No
n of the Code
security Executio
update for n
Office
2013:
September
13, 2022
(KB5002166
)
5002017 | & f& | Descriptio | CVE-2022-38010 | Remote Important | No | No
n of the Code
security Executio
update for n
Visio 2013:
September
13, 2022
(KB5002017
)
5017500 | & f& | September CVE-2022-26929 | Remote Important | No | No
13, Code
2022-KB501 Executio
7500 n
Cumulative
Update
for . NET
Framework
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3.5, 4.8
and 4.8.1
for Windows
10 Version
21H2

5002269 | Eif& | Descriptio | CVE-2022-38009 Remote Important | No No
n of the Code
security Executio
update for n
SharePoint | CVE-2022-37961 Remote Important | No | No
Enterprise Code
Server Executio
2016: n
September CVE-2022-35823 | Remote Important | No | No
13, 2022 Code
(KB5002269 Executio
) n
CVE-2022-38008 Remote Important | No | No
Code
Executio
n
5002142 | & f& | Descriptio | CVE-2022-38008 | Remote Important | No | No
n of the Code
security Executio
update for n
SharePoint
Enterprise
Server 2016
Language
Pack:
September
13, 2022
(KB5002142
)
5017498 | & f& | September CVE-2022-26929 | Remote Important | No | No
13, Code
2022-KB501 Executio
7498 n
Cumulative
Update
for . NET
Framework
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3.5, 4.8
and 4.8.1
for Windows

10, version
20H2

5002178 | &if& | Descriptio | CVE-2022-37962 Remote Important | No
n of the Code

security Executio

update for n
Office
2016:
September
13, 2022
(KB5002178
)

5017499 | &if& | September CVE-2022-26929 | Remote Important | No
13, Code
2022-KB501 Executio
7499 n
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1

for Windows

10 Version
21H1
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5002251 | HAmTHEEMERNT | Office 2016 BEHFEF

5002252 | HAMTHEEMERNT | Office 2013 BEHFEF

5002268 | HATHEEMERNT | Office 2013 BEHFEF

TE:

Lo BIREM b Ui TR L S VAR U0 B T
0 — A (Exploitation Detected)
1 - BEH AR AI A (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = ARIFIEIFE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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