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IMIAZEZ (Severity) =/ H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIE AT R M (Exploitability Assessment) =" W% F
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”
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5008230 | CVE-2021-43207 | Elevation Important No No Exploitation
5008215 of More Likely
5008207 Privilege
5008277
5008212
5008263
5008206
5008218
5008271
5008244
5008285
5008282
5008274
5008255
5008230 | CVE-2021-43215 | Remote Code | Critical No No Exploitation
5008207 Execution More Likely
5008277
5008212
5008263
5008206
5008218
5008271
5008244
5008285
5008282
5008274



http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43207
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
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5008255

5008230

CVE-2021-43883

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008271

5008244

5008285

5008282

5008274

5008255

Elevation
of

Privilege

Important

Yes

No

Exploitation

More Likely

5008230

CVE-2021-41333

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008271

5008244

5008285

5008282

5008274

5008255

Elevation
of

Privilege

Important

Yes

No

Exploitation
More Likely

5008230

CVE-2021-43226

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008271

5008244

5008285

5008282

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43883
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41333
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43226
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
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5008274

5008255

5008230

CVE-2021-43217

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008271

5008244

5008285

5008282

5008274

5008255

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5008230

CVE-2021-43893

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008271

5008244

5008285

5008282

5008274

5008255

Elevation
of

Privilege

Important

Yes

No

Exploitation
Less Likely

5008230

CVE-2021-43233

5008215

5008207

5008277

5008212

5008263

5008206

5008218

5008244

5008285

5008282

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43217
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43893
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008271
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
http://support.microsoft.com/kb/5008274
http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43233
http://support.microsoft.com/kb/5008215
http://support.microsoft.com/kb/5008207
http://support.microsoft.com/kb/5008277
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008263
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008218
http://support.microsoft.com/kb/5008244
http://support.microsoft.com/kb/5008285
http://support.microsoft.com/kb/5008282
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5008255

5008215 | CVE-2021-43240 | Elevation Important Yes No Exploitation

5008212 of Less Likely

5008206 Privilege

5008215 | CVE-2021-43880 | Elevation Important Yes No Exploitation
of More Likely
Privilege



http://support.microsoft.com/kb/5008255
http://support.microsoft.com/kb/5008215
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43240
http://support.microsoft.com/kb/5008212
http://support.microsoft.com/kb/5008206
http://support.microsoft.com/kb/5008215
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43880
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5008230

#T AFR

December
14, 2021
KB500823
0 (0s
Build
10240. 19
145) for
Windows
10

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-41333

Elevation

Important

Yes

No

o8 i
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of

Privilege

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008215

December
14, 2021
KB500821
5 (0S
Build
22000. 37
6) for
Windows
11

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43246

Denial of

Service

Important

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43237

Elevation
of

Privilege

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

o9 i
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WL =

L EER 2021 4E 12 AN T EEHEE

CVE-2021-43240

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-43239

Elevation
of

Privilege

Important

No

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43247

Elevation
of

Privilege

Important

No

No

CVE-2021-43228

Denial of

Service

Important

No

No

CVE-2021-43219

Denial of

Service

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation

Important

No

No

s
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of

Privilege

CVE-2021-43880

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43231

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008207

December
14, 2021
KB500820
7 (0s
Build
14393. 48
25) for
Windows
10,
version
1607, all
editions
, Windows
Server
2016, all

editions

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-41333

Elevation

Important

Yes

No

s
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http://support.microsoft.com/kb/5008207
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of

Privilege

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43231

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008277

A3k
=

f&

December
14, 2021
KB500827
7
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-40441

Elevation
of

Privilege

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Important

No

No

s
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http://support.microsoft.com/kb/5008277
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Execution

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43245

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008212

el

@

December
14, 2021

KB500821

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43246

Denial of

Important

No

No

s

013 I



http://support.microsoft.com/kb/5008212
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2 (0S
Builds
19041. 14
15,
19042. 14
15,
19043. 14
15, and
19044. 14
15) for
Windows
10,
version
2004, all
editions
, Windows
Server
version
2004, Win
dows 10,
version
20H2, all
editions
, Windows
Server,
version
20H2, all
editions
, Windows
10,
version
21H1, all
editions
, Windows
10,
version
21H2, all

editions

Service

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43237

Elevation
of

Privilege

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43240

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-43239

Elevation
of

Privilege

Important

No

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-41333

Elevation
of

Important

Yes

No

14 I
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Privilege

CVE-2021-43247

Elevation
of

Privilege

Important

No

No

CVE-2021-43228

Denial of

Service

Important

No

No

CVE-2021-43219

Denial of

Service

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43244

Information

Disclosure

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43231

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008263

December
14, 2021
KB500826
3
(Monthly
Rollup)
for
Windows
8.1, Wind
ows
Server
2012

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-40441

Elevation
of

Privilege

Important

No

No

CVE-2021-43238

Elevation

Important

No

No

s
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R2, Windo
WS
Embedded
8.1
Industry
Enterpri
se, Windo
WS
Embedded
8.1
Industry

Pro

of

Privilege

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43245

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008206

el

@

December

CVE-2021-43207

Elevation

Important

No

No

s
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14, 2021
KB500820
6 (0S
Build
18363. 19
77) for
Windows
10
Enterpri
se,
version
1909, Win
dows 10
Enterpri
se and
Educatio
n,
version
1909, Win
dows 10
ToT
Enterpri
se,
version

1909

of

Privilege

CVE-2021-43246

Denial of

Service

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43237

Elevation
of

Privilege

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43240

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Important

No

No
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Privilege

CVE-2021-43247

Elevation
of

Privilege

Important

No

No

CVE-2021-43228

Denial of

Service

Important

No

No

CVE-2021-43219

Denial of

Service

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43244

Information

Disclosure

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43231

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008218

December
14, 2021
KB500821
8 (0s
Build
17763. 23
66) for
Windows
10
Enterpri
se 2019
LTSC, Win

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43246

Denial of

Service

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43238

Elevation
of

Important

No

No

s
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dows 10
ToT
Enterpri
se 2019
LTSC, Win
dows 10
ToT Core
2019 LTSC

Privilege

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43227

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43235

Information

Disclosure

Important

No

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43247

Elevation
of

Privilege

Important

No

No

CVE-2021-43228

Denial of

Service

Important

No

No

CVE-2021-43219

Denial of

Service

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43244

Information

Disclosure

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No
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CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43231

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008271

December
14, 2021
KB500827
1
(Securit
y—only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43230

Elevation

Important

No

No

s
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of
Privilege
CVE-2021-43229 Elevation Important | No No
of
Privilege
CVE-2021-43236 Information | Important | No No
Disclosure
5008244 | & f& | December | CVE-2021-43207 | Elevation Important | No | No
14, 2021 of
— Privilege
KB500824 | CVE-2021-43215 Remote Code | Critical No | No
4 Execution
(Monthly | CVE-2021-43236 | Information | Important |No | No
Rollup) Disclosure
for CVE-2021-43234 Remote Code | Important | No No
Windows 7 Execution
Enterpri | CVE-2021-40441 Elevation Important | No No
se of
ESU, Wind Privilege
ows 7 CVE-2021-43238 Elevation Important | No No
Professi of
onal Privilege
ESU, Wind | cVE-2021-43222 | Information | Important |No | No
ows 7 Disclosure
Ultimate | cVE-2021-43230 |Elevation | Important |No | No
ESU, Wind of
ows Privilege
Server CVE-2021-43216 | Information | Important |No | No
2008 R2 Disclosure
Enterpri | cyp-9021-43883 | Elevation | Important | Yes | No
se of
ESU, Wind Privilege
ows CVE-2021-41333 Elevation Important Yes | No
Server of
2008 R2 Privilege
Standard CVE-2021-43224 Information | Important | No No
ESU, Wind Disclosure
ows CVE-2021-43223 Elevation Important | No | No
Server of
2008 R2 Privilege
Datacent CVE-2021-43245 Elevation Important | No No
er of

21 W
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ESU, Wind Privilege
ows CVE-2021-43226 Elevation Important | No No
Embedded of
Standard Privilege
7 CVE-2021-43217 Remote Code | Critical No | No
ESU, Wind Execution
QU CVE-2021-43893 Elevation Important Yes | No
Embedded of
POSReady Privilege
7 ESU CVE-2021-43229 | Elevation Important |No | No
of
Privilege
CVE-2021-43233 Remote Code | Critical No | No
Execution
5008285 | =& | December | CVE-2021-43207 Elevation Important | No No
14, 2021 of
— Privilege
KB500828 | CVE-2021-43215 Remote Code | Critical No | No
5 Execution
(Securit | CVE-2021-43236 Information | Important |No | No
y-only Disclosure
update) CVE-2021-43234 Remote Code | Important | No No
for Execution
Windows | CVE-2021-40441 | Elevation Important | No | No
8.1, Wind of
ows Privilege
Server CVE-2021-43238 Elevation Important | No No
2012 of
RZ, Windo Privilege
ws CVE-2021-43232 Remote Code | Important | No No
Embedded Execution
8.1 CVE-2021-43222 Information | Important | No No
Industry Disclosure
Enterpri CVE-2021-43230 Elevation Important | No No
se, Windo of
ws Privilege
Embedded CVE-2021-43216 Information | Important | No No
8.1 Disclosure
Industry CVE-2021-43883 Elevation Important Yes | No
Pro of
Privilege
CVE-2021-41333 Elevation Important | Yes | No

s
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of

Privilege

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43245

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

5008282

December
14, 2021
KB500828
2
(Securit
y-only
update)
for
Windows 7
Enterpri
se

ESU, Wind
ows 7
Professi

onal

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-40441

Elevation
of

Privilege

Important

No

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43222

Information

Important

No

No

2 23
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ESU, Wind Disclosure
ows 7 CVE-2021-43230 Elevation Important | No No
Ultimate of
ESU, Wind Privilege
OWs CVE-2021-43216 Information | Important | No No
Server Disclosure
2008 R2 CVE-2021-43883 | Elevation Important | Yes | No
Enterpri of
se Privilege
ESU, Wind | CVE-2021-41333 | Elevation Important | Yes | No
ows of
Server Privilege
2008 R2 | cVE-2021-43224 | Information | Important |No | No
Standard Disclosure
ESU, Wind | cvE-2021-43223 | Elevation | Important |No |No
ows of
Server Privilege
2008 R2 | CVE-2021-43245 | Elevation | Important |No |No
Datacent of
er Privilege
ESU, Wind | cvE-2021-43226 | Elevation | Important |No |No
ows of
Embedded Privilege
Standard | cyp-9021-43217 | Remote Code | Critical |No |No
7 Execution
ESU, Wind | ovp9021-43893 | Blevation | Important | Yes | No
ows of
Embedded Privilege
POSReady | oyp 9021-43229 | Elevation | Important |No | No
7 ESU of
Privilege
CVE-2021-43233 Remote Code | Critical No | No
Execution
5008274 | & f& | December | CVE-2021-43216 Information | Important | No | No
14, 2021 Disclosure
— CVE-2021-43883 Elevation Important | Yes | No
KB500827 of
4 Privilege
(Monthly | CVE-2021-43226 | Elevation Important | No | No
Rollup) of
for Privilege
Windows CVE-2021-43207 | Elevation Important |No | No
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Server
2008

Service
Pack 2

of

Privilege

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43238

Elevation
of

Privilege

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

5008255

December
14, 2021
KB500825
5
(Securit
y-only
update)
for
Windows
Server
2012, Win

dows

CVE-2021-43207

Elevation
of

Privilege

Important

No

No

CVE-2021-43215

Remote Code

Execution

Critical

No

No

CVE-2021-43236

Information

Disclosure

Important

No

No

CVE-2021-43234

Remote Code

Execution

Important

No

No

CVE-2021-40441

Elevation
of

Privilege

Important

No

No

CVE-2021-43238

Elevation

Important

No

No

025 T
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Embedded
8
Standard

of

Privilege

CVE-2021-43232

Remote Code

Execution

Important

No

No

CVE-2021-43222

Information

Disclosure

Important

No

No

CVE-2021-43230

Elevation
of

Privilege

Important

No

No

CVE-2021-43216

Information

Disclosure

Important

No

No

CVE-2021-43883

Elevation
of

Privilege

Important

Yes

No

CVE-2021-41333

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43224

Information

Disclosure

Important

No

No

CVE-2021-43223

Elevation
of

Privilege

Important

No

No

CVE-2021-43245

Elevation
of

Privilege

Important

No

No

CVE-2021-43226

Elevation
of

Privilege

Important

No

No

CVE-2021-43217

Remote Code

Execution

Critical

No

No

CVE-2021-43893

Elevation
of

Privilege

Important

Yes

No

CVE-2021-43248

Elevation
of

Privilege

Important

No

No

CVE-2021-43229

Elevation
of

Privilege

Important

No

No

CVE-2021-43233

Remote Code

Execution

Critical

No

No

s
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5002033 | #=ifG | Office 2016 | CVE-2021-43255 | Spoofing Important |No |No |2
5002104 | #=f& | Office 2013 | CVE-2021-42293 | Elevation | Important |[No |No |2
of
Privilege
5002008 | =& | SharePoint CVE-2021-42294 | Remote Important No No 2
Enterprise Code
Server 2013 Execution
5002103 | & f& | Office Web CVE-2021-43256 | Remote Important No No 2
Apps Server Code
2013 Execution
5002015 | =& | SharePoint CVE-2021-42294 | Remote Important No No 2
Foundation Code
2013 Execution
4504745 | EifG | Office 2016 | CVE-2021-43255 | Spoofing Important No No 2
5002105 | & f& | Excel 2013 CVE-2021-43256 | Remote Important No No 2
Code
Execution
5002099 | &f& | Office 2016 | CVE-2021-42293 | Elevation Important No No 2
of
Privilege
5002055 | % f& | SharePoint CVE-2021-42320 | Spoofing Important | No | No 2
Enterprise CVE-2021-42309 | Remote Important | No No 2
Server 2016 Code
Execution
CVE-2021-43242 | Spoofing Important | No No 2
CVE-2021-42294 | Remote Important | No No 2
Code
Execution
5002059 | &if& | SharePoint | CVE-2021-42294 | Remote Important |[No |[No |2
Enterprise Code
Server 2016 Execution
4486726 | mfE | Office 2013 | CVE—-2021-42295 | Informatio | Important |No |No |2

027 W


http://support.microsoft.com/kb/5002033
http://support.microsoft.com/kb/5002104
http://support.microsoft.com/kb/5002008
http://support.microsoft.com/kb/5002103
http://support.microsoft.com/kb/5002015
http://support.microsoft.com/kb/4504745
http://support.microsoft.com/kb/5002105
http://support.microsoft.com/kb/5002099
http://support.microsoft.com/kb/5002055
http://support.microsoft.com/kb/5002059
http://support.microsoft.com/kb/4486726
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n

Disclosure

5002101 | f=f& | Office 2013 | CVE-2021-43255 | Spoofing

Important

No

No

5002098 | & f& | Excel 2016 CVE-2021-43256 | Remote
Code

Execution

Important

No

No

4504710 | @=if& | Office 2016 | CVE-2021-42295 | Informatio

n

Disclosure

Important

No

No

5002071 | & f& | SharePoint CVE-2021-42309 | Remote
Foundation Code
2013 Execution

Important

No

No

CVE-2021-43242 | Spoofing

Important

No

No

CVE-2021-42294 | Remote
Code

Execution

Important

No

No

TE:

Lo BIREMS Ui A TR G S VEAR 10 B G T
0 — T A (Bxploitation Detected)
1 - BEAAREW A Exploitation More Likely)
2 — ANKAREFI A (Exploitation Less Likely)
3 - AAREFIFH (Exploitation Unlikely)

4 = ARIEFRIRZE (N/A)
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http://support.microsoft.com/kb/5002101
http://support.microsoft.com/kb/5002098
http://support.microsoft.com/kb/4504710
http://support.microsoft.com/kb/5002071
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

#5029 W


https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

