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CUR A, ARRKEHHERL T 46 Ml T, BET 68 Meaiwil, Hd 6
ANMUEE B EGON “TPE (Critical) ” , 61 MEGON “E 3 (Tmportant) ” , iX
SEIRIR S 7 i Windows. Internet Explorer. Al Microsoft Office. [AJHHE
KT 1IAEER A Office #MT o

2019 ££ 4 H 10 HRATHIREE 6.6. 0. 2000 F LA_EJRASSZH: Windows 10 224
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E2E ERREHNT

AKHA 14 N2 AIRE T 2AE PR R DL E— 2% 4F, 77 EE SO0,
TIAZEZR (Severity) =& (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

Oz it (Exploited) =4 (Yes) ,

JRIF BT R M (Exploitability Assessment) =" g% FH
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”

FERE TR :

W

KBID BRRIIRH RN SR . IR BRI P

5013942 | CVE-2022-22713 | Denial of Important Yes No Exploitation
Service Less Likely

5013963 | CVE-2022-29132 | Elevation Important No No Exploitation
5013999 of Less Likely

5014017 Privilege
5014001
5013941
5014011
5014012
5013952
5014006
5013945
5014010
5013943
5014025
5013942
5014018

5013963 | CVE-2022-23270 | Remote Code | Critical No No Exploitation
5013999 Execution More Likely

5014017
5014001
5013941
5014011
5014012
5013952



http://support.microsoft.com/kb/5013942
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22713
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29132
http://support.microsoft.com/kb/5013999
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5014012
http://support.microsoft.com/kb/5013952
http://support.microsoft.com/kb/5014006
http://support.microsoft.com/kb/5014010
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23270
http://support.microsoft.com/kb/5013999
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5014012
http://support.microsoft.com/kb/5013952
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5014006

5013945

5014010

5013943

5014025

5013942

5014018

5013963

CVE-2022-26925

5013999

5014017

5014001

5013941

5014011

5014012

5013952

5014006

5013945

5014010

5013943

5014025

5013942

5014018

Spoofing

Important

Yes

Yes

Exploitation
Detected

5013963

CVE-2022-29104

5014017

5014001

5013941

5014011

5013952

5013945

5013943

5014025

5013942

5014018

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5013963

CVE-2022-21972

5013999

5014017

5014001

5013941

5014011

5014012

5013952

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5014006
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5014010
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26925
http://support.microsoft.com/kb/5013999
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5014012
http://support.microsoft.com/kb/5013952
http://support.microsoft.com/kb/5014006
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5014010
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29104
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5013952
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21972
http://support.microsoft.com/kb/5013999
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5014012
http://support.microsoft.com/kb/5013952
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5014006

5013945

5014010

5013943

5014025

5013942

5014018

5013963

CVE-2022-26923

5014001

5013941

5014011

5013952

5013945

5013943

5014025

5013942

Elevation
of

Privilege

Critical

No

No

Exploitation

More Likely

5013963

CVE-2022-29114

5014017

5014001

5013941

5014011

5013952

5013945

5013943

5014025

5013942

5014018

Informatio
n

Disclosure

Important

No

No

Exploitation
More Likely

5013963

CVE-2022-26931

5013999

5014017

5014001

5013941

5014011

5014012

5013952

5014006

5013945

5014010

5013943

5014025

5013942

Elevation
of

Privilege

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5014006
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5014010
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26923
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5013952
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29114
http://support.microsoft.com/kb/5014017
http://support.microsoft.com/kb/5014001
http://support.microsoft.com/kb/5013941
http://support.microsoft.com/kb/5014011
http://support.microsoft.com/kb/5013952
http://support.microsoft.com/kb/5013945
http://support.microsoft.com/kb/5013943
http://support.microsoft.com/kb/5014025
http://support.microsoft.com/kb/5013942
http://support.microsoft.com/kb/5014018
http://support.microsoft.com/kb/5013963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26931
http://support.microsoft.com/kb/5013999
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5014018

5002195 | CVE-2022-29108 | Remote Code | Important No No Exploitation

5002203 Execution More Likely

5013999 | CVE-2022-26937 | Remote Code | Critical No No Exploitation

5014017 Execution More Likely

5014001

5013941

5014011

5014012

5013952

5014006

5014010

5013942

5014018

5013941 | CVE-2022-29142 | Elevation Important No No Exploitation

5013945 of More Likely

5013942 Privilege

5013943 | CVE-2022-22017 | Remote Code | Critical No No Exploitation
Execution More Likely

5013942 | CVE-2022-22713 | Denial of Important Yes No Exploitation
Service Less Likely
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5013963

T AR

May 10,
2022—
KB501396
3 (0S
Build
10240. 19
297) for
Windows
10

CVE-2022-22016

eI IR

Elevation
of
Privilege

Important

No

No

CVE-2022-29103

Elevation
of
Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-29105

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

o8
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CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Important

No

No

o
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Execution
CVE-2022-26923 Elevation Critical No | No
of
Privilege
CVE-2022-22012 Remote Code | Important | No No
Execution
CVE-2022-29114 Informatio | Important | No | No
n
Disclosure
CVE-2022-26926 Remote Code | Important | No | No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5013999 | &G | May 10, CVE-2022-29103 Elevation Important | No | No
2022— of
KB501399 Privilege
9 CVE-2022-22013 Remote Code | Important | No | No
(Securit Execution
y-only CVE-2022-29105 Remote Code | Important | No | No
update) Execution
for CVE-2022-26934 Informatio | Important | No No
Windows n
7 Disclosure
Enterpri | CVE-2022-29129 | Remote Code | Important |No | No
se Execution
ESU, Wind | cVE-2022-29139 | Remote Code | Important | No | No
ows 7 Execution
Professi | cVE-2022-26936 | Informatio | Important |No |No
onal n
ESU, Wind Disclosure
ows 7 CVE-2022-26935 | Informatio | Important |No |No
Ultimate n
ESU, Wind Disclosure
ows CVE-2022-29132 | Elevation Important | No | No
Server of
2008 R2 Privilege
Enterpri CVE-2022-29115 Remote Code | Important | No No
se€ Execution
ESU, Wind CVE-2022-29112 Informatio | Important | No No

%10 W
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Server Disclosure
2008 R2 | CVE-2022-23270 | Remote Code | Critical No | No
Standard Execution
ESU, Wind | CVE-2022-29141 Remote Code | Important | No | No
ows Execution
Server CVE-2022-26925 Spoofing Important | Yes | Yes
2008 R2 CVE-2022-22014 Remote Code | Important | No | No
Datacent Execution
er CVE-2022-26788 Elevation Important | No | No
ESU, Wind of
Oows Privilege
Embedded | cyp-2022-22011 Informatio | Important | No | No
Standard n
7 Disclosure
ESU, Wind | cvE-2022-29137 Remote Code | Important | No | No
Ows Execution
Embedded | cyp-2022-29130 | Remote Code Important | No | No
POSReady Execution
7 ESU CVE-2022-26937 Remote Code | Critical No | No
Execution
CVE-2022-22019 Remote Code | Important | No | No
Execution
CVE-2022-22015 Informatio | Important | No No
n
Disclosure
CVE-2022-29127 Security Important | No No
Feature
Bypass
CVE-2022-21972 Remote Code | Critical No | No
Execution
CVE-2022-29128 Remote Code | Important | No | No
Execution
CVE-2022-22012 Remote Code | Important | No No
Execution
CVE-2022-26926 Remote Code | Important | No No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service

11 W
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5014017

May 10,
2022—
KB501401
7
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-29103

Elevation
of

Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-29105

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29122

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

12 W
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CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security

Feature

Important

No

No

%13 W
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Bypass
CVE-2022-29104 Elevation Important | No No
of
Privilege
CVE-2022-21972 Remote Code | Critical No | No
Execution
CVE-2022-29128 Remote Code | Important | No | No
Execution
CVE-2022-29123 Informatio | Important | No | No
n
Disclosure
CVE-2022-22012 Remote Code | Important | No | No
Execution
CVE-2022-29114 Informatio | Important | No | No
n
Disclosure
CVE-2022-26926 Remote Code | Important | No | No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5014001 | & fG | May 10, CVE-2022-29103 | Elevation Important | No | No
2022— of
KB501400 Privilege
1 CVE-2022-22013 Remote Code | Important | No | No
(Securit Execution
y-only CVE-2022-29105 | Remote Code | Important | No | No
update) Execution
for CVE-2022-26934 | Informatio | Important | No | No
Windows n
8.1, Wind Disclosure
ows RT | CVE-2022-29129 | Remote Code | Important |No | No
8.1, Wind Execution
Ows CVE-2022-26930 Informatio | Important | No | No
Server n
2012 Disclosure
R2, Windo | cvp-2022-29139 Remote Code | Important | No | No
ws Execution
Embedded | cvp-2022-29122 Informatio | Important | No | No
8.1 n

%14 1T
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Industry
Enterpri
se, Windo
ws

Embedded
8.1

Industry

Pro

Disclosure

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio

n

Important

No

No

%15 W
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Disclosure

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No

CVE-2022-26923

Elevation
of

Privilege

Critical

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio

Important

No

No

%16 W
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n
Disclosure
CVE-2022-29134 Informatio | Important | No No
n
Disclosure
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5013941 | &fG | May 10, CVE-2022-22016 | Elevation Important | No | No
2022— of
KB501394 Privilege
1 (0S CVE-2022-29103 Elevation Important | No | No
Build of
17763. 29 Privilege
28) for CVE-2022-22013 Remote Code | Important | No | No
Windows Execution
10 CVE-2022-24466 | Security Important | No | No
Enterpri Feature
se 2019 Bypass
LTSC, Win | CVE-2022-29105 Remote Code | Important | No | No
dows 10 Execution
ToT CVE-2022-26934 Informatio | Important | No No
Enterpri n
se 2019 Disclosure
LTSC, Win | cvE-2022-29129 | Remote Code | Important |No |No
dows 10 Execution
LoT Core | cvE-2022-26930 | Informatio | Important |No | No
2019 n
LTSC Disclosure
CVE-2022-29139 Remote Code | Important | No | No
Execution
CVE-2022-29140 Informatio | Important | No | No
n
Disclosure
CVE-2022-29131 Remote Code | Important | No No
Execution
CVE-2022-29132 Elevation Important | No | No
of
Privilege
CVE-2022-29122 Informatio | Important | No No
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n

Disclosure

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-26927

Remote Code

Execution

Important

No

No

CVE-2022-26939

Elevation
of

Privilege

Important

No

No

CVE-2022-29142

Elevation
of

Privilege

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-26938

Elevation
of

Privilege

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-26913

Security
Feature

Bypass

Important

No

No

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Important

No

No

%18 W




Wi T = s

5 —

KRB R 2

z X

TRIE5ME 2022 4 05 HAN T EEH B

Execution

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-29113

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-29106

Elevation
of

Privilege

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No
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CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No

CVE-2022-26923

Elevation
of

Privilege

Critical

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio
n

Disclosure

Important

No

No

CVE-2022-29134

Informatio
n

Disclosure

Important

No

No

CVE-2022-26932

Elevation
of

Privilege

Important

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

2014011

May 10,
2022—
KB501401
1
(Monthly
Rollup)
for
Windows
8.1, Wind
ows RT
8.1, Wind

CVE-2022-29103

Elevation
of

Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-29105

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Important

No

No
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ows
Server
2012

R2, Windo
ws
Embedded
8.1
Industry
Enterpri
se, Windo
ws
Embedded
8.1
Industry
Pro

Execution

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29122

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No
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CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No
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CVE-2022-26923 | Elevation Critical No | No
of
Privilege
CVE-2022-22012 Remote Code | Important | No No
Execution
CVE-2022-26926 Remote Code | Important | No | No
Execution
CVE-2022-29114 Informatio | Important | No | No
n
Disclosure
CVE-2022-29134 Informatio | Important | No | No
n
Disclosure
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5014012 | &G | May 10, CVE-2022-29103 Elevation Important | No | No
2022— of
KB501401 Privilege
2 CVE-2022-22013 Remote Code | Important | No | No
(Monthly Execution
Rollup) CVE-2022-29105 | Remote Code | Important | No | No
for Execution
Windows | CVE-2022-26934 | Informatio | Important |No | No
7 n
Enterpri Disclosure
se CVE-2022-29129 Remote Code | Important | No | No
ESU, Wind Execution
ows 7 CVE-2022-29139 | Remote Code | Important | No | No
Professi Execution
onal CVE-2022-26936 | Informatio | Important |No |No
ESU, Wind n
ows 7 Disclosure
Ultimate | cvE-2022-26935 Informatio | Important | No | No
ESU, Wind n
ows Disclosure
Server CVE-2022-29132 | Elevation Important | No | No
2008 R2 of
Enterpri Privilege
S€ CVE-2022-29115 Remote Code | Important | No No
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ESU, Wind Execution
ows CVE-2022-29112 Informatio | Important | No No
Server n
2008 R2 Disclosure
Standard | CVE-2022-23270 | Remote Code | Critical | No | No
ESU, Wind Execution
QS CVE-2022-29141 Remote Code | Important | No | No
Server Execution
2008 R2 CVE-2022-26925 Spoofing Important | Yes | Yes
Datacent | cVE-2022-22014 | Remote Code | Important |No | No
er Execution
ESU, Wind | cvp-2022-26788 | Elevation Important | No | No
ows of
Embedded Privilege
Standard | cyp-2022-22011 Informatio | Important |No | No
7 n
ESU, Wind Disclosure
ows CVE-2022-29137 | Remote Code | Important | No | No
Embedded Execution
POSReady CVE-2022-29130 Remote Code | Important | No | No
7 ESU Execution
CVE-2022-26937 Remote Code | Critical No | No
Execution
CVE-2022-22019 Remote Code | Important | No | No
Execution
CVE-2022-22015 Informatio | Important | No No
n
Disclosure
CVE-2022-29127 Security Important | No | No
Feature
Bypass
CVE-2022-21972 Remote Code | Critical No | No
Execution
CVE-2022-29128 Remote Code | Important | No No
Execution
CVE-2022-22012 Remote Code | Important | No No
Execution
CVE-2022-26926 Remote Code | Important | No No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege

24 W




Wi T = s

wm-ARE R 2OEE

TRIE5ME 2022 4 05 HAN T EEH B

CVE-2022-29121

Denial of

Service

Important

No

No

5013952

May 10,
2022—
KB501395
2 (0S
Build
14393. 51
25) for
Windows
10,
version
1607,
all
editions
, Windows
Server
2016,
all

editions

CVE-2022-22016

Elevation
of

Privilege

Important

No

No

CVE-2022-29103

Elevation
of

Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-24466

Security
Feature

Bypass

Important

No

No

CVE-2022-29105

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29140

Informatio
n

Disclosure

Important

No

No

CVE-2022-29122

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No
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CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-26939

Elevation
of

Privilege

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26938

Elevation
of

Privilege

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-30130

Denial of

Service

Low

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No
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CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-29106

Elevation
of

Privilege

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No

CVE-2022-26923

Elevation
of

Privilege

Critical

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio

n

Important

No

No
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Disclosure

CVE-2022-29134

Informatio
n

Disclosure

Important

No

No

CVE-2022-26932

Elevation
of

Privilege

Important

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

May 10,
2022—
KB501400
6
(Securit
y-only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-29103

Elevation
of

Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No
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CVE-2022-26925 Spoofing Important | Yes | Yes
CVE-2022-22014 Remote Code | Important | No No
Execution
CVE-2022-22011 Informatio | Important | No No
n
Disclosure
CVE-2022-29130 Remote Code | Important | No | No
Execution
CVE-2022-29137 Remote Code | Important | No | No
Execution
CVE-2022-26937 Remote Code | Critical No | No
Execution
CVE-2022-22019 Remote Code | Important | No | No
Execution
CVE-2022-29127 Security Important | No | No
Feature
Bypass
CVE-2022-21972 Remote Code | Critical No | No
Execution
CVE-2022-29128 Remote Code | Important | No | No
Execution
CVE-2022-22012 Remote Code | Important | No | No
Execution
CVE-2022-26926 Remote Code | Important | No | No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5013945 | & fa | May 10, CVE-2022-22016 | Elevation Important | No | No
2022— of
KB501394 Privilege
5 (0S CVE-2022-29103 | Elevation | Important |No | No
Build of
18363. 22 Privilege
74) for | CVE-2022-22013 | Remote Code | Important |No | No
Windows Execution
10 CVE-2022-24466 | Security Important | No | No
Enterpri Feature
se, Bypass
version CVE-2022-29105 Remote Code | Important | No No
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1909, Win
dows 10
Enterpri
se and
Educatio
n,
version

1909

Execution

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29140

Informatio
n

Disclosure

Important

No

No

CVE-2022-29131

Remote Code

Execution

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-26927

Remote Code

Execution

Important

No

No

CVE-2022-29142

Elevation
of
Privilege

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No
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CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-26913

Security
Feature

Bypass

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29113

Elevation
of

Privilege

Important

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-26923

Elevation
of

Privilege

Critical

No

No

CVE-2022-23279

Elevation
of

Important

No

No
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Privilege

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio
n

Disclosure

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

5014010

May 10,
2022—
KB501401
0
(Monthly
Rollup)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-29103

Elevation
of

Privilege

Important

No

No

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Important

No

No
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Execution

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

5013943

11

May 10,

CVE-2022-22016

2022—
KB501394

Elevation
of

Privilege

Important

No

No

3 (0S

CVE-2022-29103

Build
22000. 67

Elevation
of

Privilege

Important

No

No

5) for

CVE-2022-22013

Windows

Remote Code

Execution

Important

No

No

CVE-2022-24466

Security
Feature

Bypass

Important

No

No
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CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29140

Informatio
n

Disclosure

Important

No

No

CVE-2022-29131

Remote Code

Execution

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-26927

Remote Code

Execution

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-22017

Remote Code

Execution

Critical

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-26913

Security

Important

No

No
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Feature

Bypass

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-26940

Informatio
n

Disclosure

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29113

Elevation
of

Privilege

Important

No

No

CVE-2022-29116

Informatio
n

Disclosure

Important

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29133

Elevation
of

Privilege

Important

No

No

CVE-2022-26923

Elevation

Critical

No

No
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of

Privilege

CVE-2022-23279

Elevation
of

Privilege

Important

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio
n

Disclosure

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

5014025 | &f&

5:

for

8.1,
8.1,

2022

KB501402

CVE-2022-29103

Servicin

Elevation
of

Privilege

Important

No

No

g stack

CVE-2022-22013

update

Remote Code

Execution

Important

No

No

CVE-2022-29105

Windows

Remote Code

Execution

Important

No

No

CVE-2022-26934

Server

Informatio
n

Disclosure

Important

No

No

2012 R2:

CVE-2022-29129

May 10,

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Important

No

No
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Privilege

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of
Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-26923

Elevation

Critical

No

No
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of
Privilege
CVE-2022-22012 Remote Code | Important | No No
Execution
CVE-2022-29114 Informatio | Important | No No
n
Disclosure
CVE-2022-26926 Remote Code | Important | No | No
Execution
CVE-2022-26931 Elevation Critical No | No
of
Privilege
CVE-2022-29121 Denial of Important | No | No
Service
5013942 | &f& | May 10, CVE-2022-22016 | Elevation Important | No | No
2022— of
KB501394 Privilege
2 (0S CVE-2022-29103 | Elevation Important | No | No
Builds of
19042. 17 Privilege
06, CVE-2022-22013 Remote Code | Important | No | No
19043. 17 Execution
06, and | CVE-2022-24466 | Security Important | No | No
19044. 17 Feature
06) for Bypass
Windows | CVE-2022-29105 | Remote Code | Important |No | No
10, Execution
version | (VE-2022-26934 | Informatio | Important |No | No
20H2, n
all Disclosure
editions | cVE-2022-29129 | Remote Code | Important | No | No
, Windows Execution
Server, | (VE-2022-26930 | Informatio | Important |No |No
version n
20H2, Disclosure
all CVE-2022-29139 Remote Code | Important | No | No
editions Execution
» Windows CVE-2022-29140 Informatio | Important | No No
10, n
version Disclosure
ZiTl’ CVE-2022-29131 Remote Code | Important | No No
a

Execution
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editions
, Windows
10,
version
21H2,
all

editions

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29122

Informatio
n

Disclosure

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-26927

Remote Code

Execution

Important

No

No

CVE-2022-26939

Elevation
of

Privilege

Important

No

No

CVE-2022-29142

Elevation
of

Privilege

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-26938

Elevation
of

Privilege

Important

No

No

CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-26913

Security
Feature

Bypass

Important

No

No
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CVE-2022-22713

Denial of

Service

Important

Yes

No

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-29113

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-29106

Elevation
of

Privilege

Important

No

No
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CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation
of

Privilege

Important

No

No

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No

CVE-2022-26923

Elevation
of

Privilege

Critical

No

No

CVE-2022-23279

Elevation
of

Privilege

Important

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio
n

Disclosure

Important

No

No

CVE-2022-29134

Informatio
n

Disclosure

Important

No

No

CVE-2022-26932

Elevation
of

Privilege

Important

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

5014018

May 10,
2022—

CVE-2022-29103

Elevation
of

Important

No

No
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KB501401
8
(Securit
y—only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

Privilege

CVE-2022-22013

Remote Code

Execution

Important

No

No

CVE-2022-29105

Remote Code

Execution

Important

No

No

CVE-2022-26934

Informatio
n

Disclosure

Important

No

No

CVE-2022-29129

Remote Code

Execution

Important

No

No

CVE-2022-26930

Informatio
n

Disclosure

Important

No

No

CVE-2022-29139

Remote Code

Execution

Important

No

No

CVE-2022-29122

Informatio
n

Disclosure

Important

No

No

CVE-2022-26936

Informatio
n

Disclosure

Important

No

No

CVE-2022-29132

Elevation
of

Privilege

Important

No

No

CVE-2022-29115

Remote Code

Execution

Important

No

No

CVE-2022-29112

Informatio
n

Disclosure

Important

No

No

CVE-2022-26935

Informatio
n

Disclosure

Important

No

No

CVE-2022-29120

Informatio
n

Disclosure

Important

No

No

CVE-2022-29126

Elevation
of

Privilege

Important

No

No

CVE-2022-23270

Remote Code

Execution

Critical

No

No

CVE-2022-29141

Remote Code

Execution

Important

No

No
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CVE-2022-26925

Spoofing

Important

Yes

Yes

CVE-2022-29138

Elevation
of

Privilege

Important

No

No

CVE-2022-22014

Remote Code

Execution

Important

No

No

CVE-2022-29125

Elevation
of

Privilege

Important

No

No

CVE-2022-26933

Informatio
n

Disclosure

Important

No

No

CVE-2022-29151

Elevation
of

Privilege

Important

No

No

CVE-2022-22011

Informatio
n

Disclosure

Important

No

No

CVE-2022-29135

Elevation
of

Privilege

Important

No

No

CVE-2022-29130

Remote Code

Execution

Important

No

No

CVE-2022-29137

Remote Code

Execution

Important

No

No

CVE-2022-29150

Elevation
of

Privilege

Important

No

No

CVE-2022-26937

Remote Code

Execution

Critical

No

No

CVE-2022-22019

Remote Code

Execution

Important

No

No

CVE-2022-29102

Informatio
n

Disclosure

Important

No

No

CVE-2022-22015

Informatio
n

Disclosure

Important

No

No

CVE-2022-29127

Security
Feature

Bypass

Important

No

No

CVE-2022-29104

Elevation

Important

No

No
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of

Privilege

CVE-2022-21972

Remote Code

Execution

Critical

No

No

CVE-2022-29128

Remote Code

Execution

Important

No

No

CVE-2022-29123

Informatio
n

Disclosure

Important

No

No

CVE-2022-22012

Remote Code

Execution

Important

No

No

CVE-2022-29114

Informatio
n

Disclosure

Important

No

No

CVE-2022-26926

Remote Code

Execution

Important

No

No

CVE-2022-26931

Elevation
of

Privilege

Critical

No

No

CVE-2022-29121

Denial of

Service

Important

No

No

5014027

KB501402
7
Servicin
g stack
update
for
Windows
Server
2012:
May 10,
2022
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5013615 | &fa | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
4.8 for
Windows
Server 2012
(KB5013615
)
5013618 | &ifa | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
3.5 for
Windows
Server 2012
(KB5013618
)
5013621 | &G | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
3.5 for
Windows 8.1
and Windows
Server 2012
R2
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(KB5013621
)

5013623 | & fG | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
4.6.2, 4.7,
4.7.1,
4.7.2 for
Windows 8.1
and Windows
Server 2012
R2
(KB5013623
)

5013616 | mifa | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
4.8 for
Windows 8.1
and Windows
Server 2012
R2
(KB5013616
)

5013622 | &G | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
4.6.2, 4.7,
4.7.1,
4.7.2 for
Windows
Server 2012
(KB5013622

% 46 T




Wi T = s

m-oARE R 2

z X

TRIE5ME 2022 4 05 HAN T EEH B

)

5002195

e

Descriptio
n of the
security
update for
SharePoint
Enterprise
Server
2016: May
10, 2022
(KB5002195
)

CVE-2022-29108

Remote
Code

Execution

Important

No

No

5013837

May 10,
2022-Secur
ity Only
Update

for .NET
Framework
3.5.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5013837
)

CVE-2022-30130

Denial of

Service

Low

No

No

5013627

May 10,
2022-KB501
3627
Cumulative
Update

for . NET
Framework
3.5 and 4.8
for Windows
10, version
1909

CVE-2022-30130

Denial of

Service

Low

No

No

5013871

May 10,
2022-Secur

CVE-2022-30130

Denial of

Service

Low

No

No
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ity and
Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
(KB5013871
)

5013839 | &f& | May 10, CVE-2022-30130 | Denial of | Low No
2022-Secur Service

ity Only
Update

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
8.1 and
Windows
Server 2012
R2
(KB5013839
)

5013840 | &fG | May 10, CVE-2022-30130 | Denial of | Low No

2022-Secur Service

ity Only
Update

for . NET
Framework
2.0, 3.0,
4.6.2 for
Windows
Server 2008
SP2
(KB5013840
)

5013628 | /G | May 10, CVE-2022-30130 | Denial of | Low No
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2022-KB501
3628
Cumulative
Update

for .NET
Framework
3.5 and 4.8
for Windows
11

Service

5002187 | & fG | Descriptio
n of the
security
update for
Word 2013:
May 10,
2022
(KB5002187

)

CVE-2022-29107

Security
Feature

Bypass

Important

No

No

5013868 | =ifa | May 10,
2022-KB501
3868
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version
1809 and
Windows
Server,

version

2019

CVE-2022-30130

Denial of

Service

Low

No

No

5014260 | &fG | Descriptio
n of the
security
update for
Microsoft
Exchange
Server

2013: May

CVE-2022-21978

Elevation
of

Privilege

Important

No

No
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(KB5014260
)

5013873 | &f& | May 10, CVE-2022-30130 | Denial of | Low No

2022-Secur Service

ity and
Quality
Rollup

for .NET
Framework
2.0, 3.0,
4.6.2 for
Windows
Server 2008
SP2
(KB5013873
)

5013872 | &f& | May 10, CVE-2022-30130 | Denial of | Low No

2022-Secur Service

ity and
Quality
Rollup

for . NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
8.1, RT
8.1, and
Windows
Server 2012
R2
(KB5013872
)

5002199 | & f& | Descriptio | CVE-2022-29110 | Remote Important | No
n of the Code

security Execution

update for
Office Web
Apps Server
2013: May
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10, 2022
(KB5002199
)

5013624 | & fG | May 10,
2022-KB501
3624
Cumulative
Update

for .NET
Framework
3.5 and 4.8
for Windows
10, version
20H2,
Windows
Server,
version
20H2,
Windows 10
Version
21H1,
Windows 10
Version
21H2

and

CVE-2022-30130

Denial of

Service

Low

No

No

4493152 | &f& | Descriptio
n of the
security
update for
Publisher
2016: May
10, 2022
(KB4493152

)

CVE-2022-29107

Security
Feature

Bypass

Important

No

No

5013625 | &f& | May 10,
2022-KB501
3625
Cumulative
Update

for .NET
Framework
4.8 for

Windows 10,

CVE-2022-30130

Denial of

Service

Low

No

No
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version
1607 and
Windows
Server,

version

2016

Descriptio
n of the
security

update for

Excel 2013:

May 10,
2022
(KB5002204
)

CVE-2022-29110

Remote
Code

Execution

Important

No

No

Descriptio
n of the
security

update for

Excel 2016:

May 10,
2022

(KB5002196
)

CVE-2022-29110

Remote
Code

Execution

Important

No

No

Descriptio
n of the
security
update for
Publisher
2013: May
10, 2022
(KB4484347
)

CVE-2022-29107

Security
Feature

Bypass

Important

No

No

May 10,
2022-Secur
ity and
Quality
Rollup

for .NET
Framework
3.5.1,

CVE-2022-30130

Denial of

Service

Low

No

No
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4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5013870
)

5013838 | & f& | May 10,
2022-Secur
ity Only
Update

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
(KB5013838
)

CVE-2022-30130

Denial of

Service

Low

No

No

5002184 | = f& | Descriptio
n of the
security
update for
Word 2016:
May 10,
2022
(KB5002184
)

CVE-2022-29107

Security
Feature

Bypass

Important

No

No

5014261 | & fG | Descriptio
n of the
security
update for
Microsoft
Exchange
Server 2016
and 2019:
May 10,
2022

CVE-2022-21978

Elevation
of

Privilege

Important

No

No

%53 W
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(KB5014261
)

5002203

Descriptio
n of the
security
update for
SharePoint
Foundation
2013: May
10, 2022
(KB5002203
)

CVE-2022-29108

Remote
Code

Execution

Important

No

No

A HRATABHIEOLE 1A E T
KBID

HREEARH  EHEE

5002048 | HAhIHEEEAN T | Office 2016 B H LR

T

1o EREAS R iR FIRITE” g5 R4 R -

0 - B8 FIH (Exploitation Detected)

1 - BEAHEARe A (Exploitation More Likely)

2 — ANKATEEFIF (Exploitation Less Likely)

3 - AATEEFIH (Exploitation Unlikely)

4 = AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Llatest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

% 55 W


https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

