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*  Assume nothing AMEERE
* Believe nobody RNMEEREIAR
e Check everything all the time PERTIEEE—1])

e Defeat Dynamic threats/risks sNERIEN )

» Expect and prepare for the worst HIFERITE

Zero Trust Security is the NextGen Security model to protect against the A A LY
growing sophistication of cyber threats. I this era of speed, 24 x 7 work 1

‘on-the-go! and an equally sudden and jolting hatt to global mobility I E x
amid the global COVID-19 pandemic, IT security models must be able

to quickly adapt to the demands of h |
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NIST SP 800-207 Zero Trust Architecture
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“Strong identity + device health + least privilege user access verified with telemetry”
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v' Assets are moved from the internal network to the USAGE
internet... except for the most critical assets @ TELEMETRY
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v Enhanced user experience with Internet First
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v Reduced attack surface of the environment
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Scenarios-> Requirements—>Workstreams owned by various sub-organizations
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Resulted in 15 sub programs reporting under ZT Z(E{F FE D15 MFIRE
Yes, Zero Trust is a Super Epic © ES{EREKMEMANHE A
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skd «  Eliminate passwords and migrate to Windows Hello
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«  Set Multifactor Authentication as the default
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il Require all devices to be Modern Managed
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Ensure all devices meet health requirements
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DEVICE

il Move devices and users to respective network segments
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Grant bare minimum access and permissions
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All the applications and services apply Zero Trust principles
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IRSS/NFREE 2K+ (e.g., Microsoft Office apps, line-of-business apps)

FFP#E: 150K+ (e.g. employees, vendor contractors, partner users)
IREHE: 600K+ (e.g. iPhone, Android, Mac, and Windows (Linux is an eventual goal))
AEE: 175 million partners, 3.5 billion customers
. As an employee, | can enroll my device into management to get access to
Scenario 1 proy y g 9
RISk LT company resources.
: As an employee or a business guest, | have a method to access corporate
Scenario 2 h . d devi
) resources when not using a managed device.
: As an employee, | have user interface options (portal, desktop apps) that provides
Scenario 3 . ; . F
B3 the ability to discover and launch applications and resources that | need.
I1E%
: As an application or security stakeholder, my application validates the health of
Scenario 4 devi : lowi h
RS e evices prior to allowing them to connect.
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v All user accounts
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identity
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Strong identity
enforced for 0365

Least privilege user
rights

Eliminate
passwords —
biometric based
model

Verify Device
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Unmanaged
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- BYOD
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sponsorship

Employees can self-sponsor

Internet Get Connected
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