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A A 16 A a2 A A5 Pt AL LUME 460, HREE R,

1. J§HZEZ% (Severity) =™ (Critical) ,

2. NITFPEEE (Publicly Disclosed) =4 (Yes) ,

3. %%l (Exploited) =4 (Yes) ,

4. JRIEFI AR M (Exploitability Assessment) =" W 4% F

(Exploitation Detected) ” Bt "1RuHE#FIH (Exploitation More
Likely) ”
BRE IR RARKET  RAEHX = IR B AT R A

5006669 | CVE-2021-41338 | Security Important Yes No Exploitation
5006670 Feature Less Likely
5006667 Bypass
5006672
5006675
5006669 | CVE-2021-40443 | Elevation Important No No Exploitation
5006743 of More Likely
5006670 Privilege
5006732
5006739
5006714
5006736
5006729
5006728
5006715
5006667
5006672
5006675
5006669 | CVE-2021-40466 | Elevation Important No No Exploitation
5006743 of More Likely
5006670 Privilege
5006732
5006739
5006714
5006736
5006729



http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41338
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40443
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40466
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
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5006728

5006715

5006667

5006672

5006675

5006669

CVE-2021-40467

5006743

5006670

5006732

5006739

5006714

5006736

5006729

5006728

5006715

5006667

5006672

5006675

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5006669

CVE-2021-40449

5006743

5006670

5006732

5006739

5006714

5006736

5006729

5006728

5006715

5006667

5006672

5006675

Elevation
of

Privilege

Important

No

Yes

Exploitation
Detected

5006669

CVE-2021-40470

5006670

5006667

5006672

5006675

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5006669

CVE-2021-40469

5006743

5006670

5006732

5006739

Remote Code

Execution

Important

Yes

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40467
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40449
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40470
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40469
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
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5006714

5006736

5006729

5006728

5006715

5006672

5006669

CVE-2021-41335

5006743

5006670

5006732

5006739

5006714

5006729

5006728

5006667

5006672

5006675

Elevation
of

Privilege

Important

Yes

No

Exploitation
Less Likely

5006669

CVE-2021-36970

5006743

5006670

5006732

5006739

5006714

5006736

5006729

5006728

5006715

5006667

5006672

5006675

Spoofing

Important

No

No

Exploitation
More Likely

5006670

CVE-2021-40461

5006667

5006672

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5006670

CVE-2021-41357

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5006670

CVE-2021-40450

5006667

5006672

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5001924

CVE-2021-40486

5002004

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41335
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36970
http://support.microsoft.com/kb/5006743
http://support.microsoft.com/kb/5006670
http://support.microsoft.com/kb/5006732
http://support.microsoft.com/kb/5006739
http://support.microsoft.com/kb/5006714
http://support.microsoft.com/kb/5006736
http://support.microsoft.com/kb/5006729
http://support.microsoft.com/kb/5006728
http://support.microsoft.com/kb/5006715
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006675
http://support.microsoft.com/kb/5006670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40461
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5006670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41357
http://support.microsoft.com/kb/5006670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40450
http://support.microsoft.com/kb/5006667
http://support.microsoft.com/kb/5006672
http://support.microsoft.com/kb/5001924
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40486
http://support.microsoft.com/kb/5002004
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5002036
5002006
5002029
5001960
5002042 | CVE-2021-41344 | Remote Code | Important No No Exploitation
5002029 Execution More Likely
5002042 | CVE-2021-40487 | Remote Code | Important No No Exploitation
5002029 Execution More Likely



http://support.microsoft.com/kb/5002036
http://support.microsoft.com/kb/5002006
http://support.microsoft.com/kb/5002029
http://support.microsoft.com/kb/5001960
http://support.microsoft.com/kb/5002042
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41344
http://support.microsoft.com/kb/5002029
http://support.microsoft.com/kb/5002042
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40487
http://support.microsoft.com/kb/5002029
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5006669 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-41345 Elevation Important | No No
KB500666 of
9 (0S Privilege
Build CVE-2021-41331 Remote Code | Important | No | No
14393. 47 Execution
04) for CVE-2021-41338 Security Important | Yes | No
Windows Feature
10, Bypass
version CVE-2021-41332 Information | Important | No | No
1607, all Disclosure
editions | CVE-2021-40476 | Elevation Important | No | No
, Windows of
Server Privilege
2016, all | cVE-2021-40443 | Elevation | Important |No |No
editions of
Privilege
CVE-2021-40466 Elevation Important | No No
of
Privilege
CVE-2021-40454 Information | Important | No No
Disclosure
CVE-2021-40455 Spoofing Important | No No
CVE-2021-40460 Security Important | No No
Feature
Bypass
CVE-2021-40488 Elevation Important | No | No
of



http://support.microsoft.com/kb/5006669
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Privilege

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-40470

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-41347

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-41337

Security

Feature

Important

No

No

9
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Bypass
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-36970 Spoofing Important | No No
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-41361 Spoofing Important | No No
CVE-2021-41340 Remote Code | Important | No No
Execution
5006743 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-41331 Remote Code | Important | No No
KB500674 Execution
3 CVE-2021-41332 Information | Important | No No
(Monthly Disclosure
Rollup) CVE-2021-40443 Elevation Important | No No
for of
Windows Privilege
7,Window | CVE-2021-40466 | Elevation Important | No | No
s Server of
2008 Privilege
R2,Windo | cVE-2021-40455 | Spoofing TImportant |No | No
ws CVE-2021-40460 Security Important | No | No
Embedded Feature
Standard Bypass
7 CVE-2021-40465 Remote Code | Important | No | No
ESU, Wind Execution
ows CVE-2021-26442 | Elevation Important |No | No
Embedded of
POSReady Privilege
7 CVE-2021-40467 Elevation Important | No No
ESU, Wind of
ows Thin Privilege
PC CVE-2021-40449 Elevation Important | No Yes
of
Privilege
CVE-2021-38663 Information | Important | No No
Disclosure
CVE-2021-41342 Remote Code | Important | No No

Execution

s

10 I



http://support.microsoft.com/kb/5006743
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CVE-2021-40469 Remote Code | Important Yes | No
Execution
CVE-2021-41335 Elevation Important Yes | No
of
Privilege
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-36970 Spoofing Important | No No
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
5006670 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-41346 Security Important | No No
KB500667 Feature
0 (0S Bypass
Builds CVE-2021-41339 | Elevation Important | No | No
19041. 12 of
88, Privilege
19042. 12 | CVE-2021-40461 | Remote Code | Critical No | No
88, and Execution
19043. 12 | CVE-2021-41345 | Elevation Important | No | No
88) for of
Windows Privilege
10, CVE-2021-41331 | Remote Code | Important |No |No
version Execution
2004, all | cyp-2021-41338 Security Important Yes | No
editions Feature
, Windows Bypass
Server CVE-2021-41332 Information | Important | No | No
version Disclosure
2004, Win | cvp-2021-40476 Elevation Important | No | No
dows 10, of
version Privilege
2002, all CVE-2021-40443 Elevation Important | No | No
editions of
, Windows Privilege
Server, | (yE-9021-40466 | Elevation | Important |No | No

s

11 W



http://support.microsoft.com/kb/5006670
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version
20H2, all
editions
, Windows
10,
version
21H1, all

editions

of

Privilege

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-41334

Elevation
of

Privilege

Important

No

No

CVE-2021-40462

Remote Code

Execution

Important

No

No

CVE-2021-41357

Elevation
of

Privilege

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40475

Information

Disclosure

Important

No

No

CVE-2021-40468

Information

Disclosure

Important

No

No

CVE-2021-40450

Elevation
of

Privilege

Important

No

No

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40464

Elevation
of

Privilege

Important

No

No

CVE-2021-41330

Remote Code

Execution

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation

Important

No

Yes

12 I
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of

Privilege

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-40470

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-41347

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-41337

Security
Feature

Bypass

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-38662

Information

Disclosure

Important

No

No

CVE-2021-40456

Security
Feature

Bypass

Important

No

No

CVE-2021-41361

Spoofing

Important

No

No

CVE-2021-41340

Remote Code

Important

No

No

013 I
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Execution

5006732 | &1

October
12, 2021
KB500673
2
(Securit
y-only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2021-41343

Information

Disclosure

Important

No

No

CVE-2021-41345

Elevation
of

Privilege

Important

No

No

CVE-2021-41331

Remote Code

Execution

Important

No

No

CVE-2021-41332

Information

Disclosure

Important

No

No

CVE-2021-40476

Elevation
of

Privilege

Important

No

No

CVE-2021-40443

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-40466

Elevation
of

Privilege

Important

No

No

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Important

No

No

s
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http://support.microsoft.com/kb/5006732
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Privilege

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No

CVE-2021-38662

Information

Disclosure

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-41340

Remote Code

Execution

Important

No

No

5006739

A3k
=

f&

October
12, 2021
KB500673
9
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2021-41343

Information

Disclosure

Important

No

No

CVE-2021-41345

Elevation
of

Privilege

Important

No

No

CVE-2021-41331

Remote Code

Execution

Important

No

No

CVE-2021-41332

Information

Disclosure

Important

No

No

CVE-2021-40476

Elevation
of

Privilege

Important

No

No

CVE-2021-40443

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-40466

Elevation

Important

No

No

s

15 I



http://support.microsoft.com/kb/5006739
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of

Privilege

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No
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CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-40477 Elevation Important | No No
of
Privilege
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
5006714 | AT#E | October CVE-2021-41343 Information | Important | No No
HiE |12, 2021 Disclosure
f& — CVE-2021-41345 Elevation Important | No No
KB500671 of
4 Privilege
(Monthly | CVE-2021-41331 | Remote Code | Important |No | No
Rollup) Execution
for CVE-2021-41332 Information | Important | No No
Windows Disclosure
8.1,Wind | CVE-2021-40476 | Elevation Important | No | No
ows of
Server Privilege
2012 CVE-2021-40443 | Elevation | Important |No |No
R2, Windo of
ws Privilege
Embedded | cVE-2021-36970 | Spoofing Important |No |No
8.1 CVE-2021-40466 | Elevation | Important |No | No
Industry of
Enterpri Privilege
se, Windo | cyE-9021-40454 | Information | Important [No |No
ws Disclosure
Embedded CVE-2021-40455 Spoofing Important | No No
8.1 CVE-2021-40460 Security Important | No No
Industry Feature
Pro Bypass
CVE-2021-40488 Elevation Important | No No
of
Privilege
CVE-2021-40465 Remote Code | Important | No No
Execution
CVE-2021-26442 Elevation Important | No | No
of
Privilege

17 I
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CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No

CVE-2021-38662

Information

Disclosure

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-41340

Remote Code

Execution

Important

No

No

5006736

el

@

October
12, 2021
KB500673
6
(Monthly
Rollup)

CVE-2021-40466

Elevation
of

Privilege

Important

No

No

CVE-2021-41343

Information

Disclosure

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

s
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for CVE-2021-40449 Elevation Important | No Yes
Windows of
Server Privilege
2008 CVE-2021-26442 Elevation Important | No No
of
Privilege
CVE-2021-40455 Spoofing Important | No No
CVE-2021-41342 Remote Code | Important | No No
Execution
CVE-2021-40469 Remote Code | Important Yes | No
Execution
CVE-2021-41331 Remote Code | Important | No No
Execution
CVE-2021-41332 Information | Important | No No
Disclosure
CVE-2021-40467 Elevation Important | No No
of
Privilege
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-40443 Elevation Important | No No
of
Privilege
CVE-2021-36970 Spoofing Important | No No
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
CVE-2021-38663 Information | Important | No No
Disclosure
5006729 | & f& | October CVE-2021-41343 Information | Important | No | No
12, 2021 Disclosure
— CVE-2021-41345 Elevation Important | No | No
KB500672 of
9 Privilege
(Securit | CVE-2021-41331 Remote Code | Important | No | No
y-only Execution
update) CVE-2021-41332 Information | Important | No No
for Disclosure

019 I
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Windows
8.1, Wind
ows
Server
2012

R2, Windo
WS
Embedded
8.1
Industry
Enterpri
se, Windo
WS
Embedded
8.1
Industry

Pro

CVE-2021-40476

Elevation
of

Privilege

Important

No

No

CVE-2021-40443

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-40466

Elevation
of

Privilege

Important

No

No

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Important

Yes

No

2 20
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Privilege
CVE-2021-40463 Denial of Important | No | No
Service
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-40477 Elevation Important | No No
of
Privilege
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
5006728 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-41331 Remote Code | Important | No No
KB500672 Execution
8 CVE-2021-41332 Information | Important | No No
(Securit Disclosure
y-only CVE-2021-40443 Elevation Important | No No
update) of
for Privilege
Windows | CVE-2021-40466 | Elevation Important | No | No
7, Window of
s Server Privilege
2008 CVE-2021-40455 | Spoofing Important | No | No
R2,Windo | CVE-2021-40460 | Security Important | No | No
LE Feature
Embedded Bypass
Standard | cyE-2021-40465 | Remote Code | Important |No | No
7 Execution
ESU, Wind CVE-2021-26442 Elevation Important | No No
ows of
Embedded Privilege
POSReady CVE-2021-40467 Elevation Important | No | No
7, Window of
s Thin PC Privilege
CVE-2021-40449 Elevation Important | No Yes
of
Privilege

21 W
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CVE-2021-38663 Information | Important | No No
Disclosure
CVE-2021-40469 Remote Code | Important Yes | No
Execution
CVE-2021-41335 Elevation Important Yes | No
of
Privilege
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-36970 Spoofing Important | No No
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
5006715 | &= f& | October CVE-2021-40466 Elevation Important | No No
12, 2021 of
— Privilege
KB500671 | CVE-2021-41343 Information | Important | No | No
5 Disclosure
(Securit | CVE-2021-40465 Remote Code | Important |No | No
y-only Execution
update) CVE-2021-40449 Elevation Important | No Yes
for of
Windows Privilege
Server CVE-2021-26442 Elevation Important | No No
2008 of
Privilege
CVE-2021-40455 Spoofing Important | No No
CVE-2021-40469 Remote Code | Important Yes | No
Execution
CVE-2021-41331 Remote Code | Important | No No
Execution
CVE-2021-41332 Information | Important | No No
Disclosure
CVE-2021-40467 Elevation Important | No | No
of
Privilege
CVE-2021-40489 Elevation Important | No | No
of

22
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Privilege
CVE-2021-40443 Elevation Important | No No
of
Privilege
CVE-2021-36970 Spoofing Important | No No
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
CVE-2021-38663 Information | Important | No No
Disclosure
5006667 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-41339 Elevation Important | No No
KB500666 of
7 (0S Privilege
Build CVE-2021-40461 | Remote Code | Critical No | No
18363. 18 Execution
54) for CVE-2021-41345 Elevation Important | No | No
Windows of
10 Privilege
Enterpri | CVE-2021-41331 Remote Code | Important | No No
se, Execution
version CVE-2021-41338 Security Important Yes | No
1909, Win Feature
dows 10 Bypass
Enterpri | (VE-2021-41332 | Information | Important |No | No
se and Disclosure
Educatio | cvE-2021-40476 | Elevation Important | No | No
1, of
version Privilege
1909, Win CVE-2021-40443 Elevation Important | No No
dows 10 of
ToT Privilege
Enterpri CVE-2021-40466 Elevation Important | No | No
se, of
version Privilege
1909 CVE-2021-40454 Information | Important | No No
Disclosure
CVE-2021-40455 Spoofing Important | No No

2 23
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CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40462

Remote Code

Execution

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40475

Information

Disclosure

Important

No

No

CVE-2021-40450

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40464

Elevation
of

Privilege

Important

No

No

CVE-2021-41330

Remote Code

Execution

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-40470

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Disclosure

Important

No

No

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40477

Elevation
of

Important

No

No
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Privilege
CVE-2021-41347 Elevation Important | No No
of
Privilege
CVE-2021-41342 Remote Code | Important | No No
Execution
CVE-2021-41335 Elevation Important Yes | No
of
Privilege
CVE-2021-40463 Denial of Important | No No
Service
CVE-2021-40489 Elevation Important | No No
of
Privilege
CVE-2021-38662 Information | Important | No No
Disclosure
CVE-2021-36970 Spoofing Important | No No
CVE-2021-36953 Denial of Important | No No
Service
CVE-2021-41340 Remote Code | Important | No No
Execution
5006672 | =& | October CVE-2021-41343 Information | Important No No
12, 2021 Disclosure
— CVE-2021-40461 Remote Code | Critical No | No
KB500667 Execution
2 (0S CVE-2021-41345 Elevation Important | No | No
Build of
17763. 22 Privilege
37) for CVE-2021-41331 Remote Code | Important |No | No
Windows Execution
10 CVE-2021-41338 Security Important Yes | No
Enterpri Feature
se 2019 Bypass
LTSC, Win | CVE-2021-41332 Information | Important | No No
dows 10 Disclosure
LoT CVE-2021-40476 Elevation Important | No | No
Enterpri of
se 2019 Privilege
LTSC, Win | cvE-2021-40443 Elevation Important | No No
dows 10 of
LoT Core Privilege
2019 LTSC | cvE-2021-40466 | Elevation | Important |No | No

025 T
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of

Privilege

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40462

Remote Code

Execution

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40475

Information

Disclosure

Important

No

No

CVE-2021-40450

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40464

Elevation
of

Privilege

Important

No

No

CVE-2021-41361

Spoofing

Important

No

No

CVE-2021-41330

Remote Code

Execution

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-40470

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Important

No

No
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Disclosure

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-41347

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-40469

Remote Code

Execution

Important

Yes

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-41337

Security
Feature

Bypass

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-38662

Information

Disclosure

Important

No

No

CVE-2021-40456

Security
Feature

Bypass

Important

No

No

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-41340

Remote Code

Execution

Important

No

No

5006675

el

@

October
12, 2021
KB500667
5 (0S
Build
10240. 19

CVE-2021-41343

Information

Disclosure

Important

No

No

CVE-2021-41345

Elevation
of

Privilege

Important

No

No

CVE-2021-41331

Remote Code

Execution

Important

No

No

027 W
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086) for
Windows
10

CVE-2021-41338

Security
Feature

Bypass

Important

Yes

No

CVE-2021-41332

Information

Disclosure

Important

No

No

CVE-2021-40476

Elevation
of

Privilege

Important

No

No

CVE-2021-40443

Elevation
of

Privilege

Important

No

No

CVE-2021-36970

Spoofing

Important

No

No

CVE-2021-40466

Elevation
of

Privilege

Important

No

No

CVE-2021-40454

Information

Disclosure

Important

No

No

CVE-2021-40455

Spoofing

Important

No

No

CVE-2021-40460

Security
Feature

Bypass

Important

No

No

CVE-2021-40488

Elevation
of

Privilege

Important

No

No

CVE-2021-40465

Remote Code

Execution

Important

No

No

CVE-2021-26442

Elevation
of

Privilege

Important

No

No

CVE-2021-40467

Elevation
of

Privilege

Important

No

No

CVE-2021-40449

Elevation
of

Privilege

Important

No

Yes

CVE-2021-40478

Elevation
of

Privilege

Important

No

No

CVE-2021-40470

Elevation
of

Privilege

Important

No

No

CVE-2021-38663

Information

Important

No

No

s
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Disclosure

CVE-2021-26441

Elevation
of

Privilege

Important

No

No

CVE-2021-41347

Elevation
of

Privilege

Important

No

No

CVE-2021-41342

Remote Code

Execution

Important

No

No

CVE-2021-41335

Elevation
of

Privilege

Important

Yes

No

CVE-2021-40463

Denial of

Service

Important

No

No

CVE-2021-40489

Elevation
of

Privilege

Important

No

No

CVE-2021-38662

Information

Disclosure

Important

No

No

CVE-2021-40477

Elevation
of

Privilege

Important

No

No

CVE-2021-36953

Denial of

Service

Important

No

No

CVE-2021-41340

Remote Code

Execution

Important

No

No

A IR ATHI AT 22 B T 38 17 4>, FERPIRA T

BB

CVE %5

WA SR

5007011 | & f& | Exchange CVE-2021-26427 | Remote Important | No | No
Server 2013 Code
Execution
4018332 | mifG | Office 2013 | CVE-2021-40454 | Informatio | Important | No | No
n
Disclosure

029 T
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4461476 | EfE

Office 2016

CVE-2021-40454

Informatio
n

Disclosure

Important

No

No

4493202 | EifE

Enterprise
Server 2013

CVE-2021-40485

Remote
Code

Execution

Important

No

No

5002029 | =1

SharePoint

Enterprise
Server 2016

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

CVE-2021-40484

Spoofing

Important

No

No

CVE-2021-41344

Remote
Code

Execution

Important

No

No

CVE-2021-40487

Remote
Code

Execution

Important

No

No

5001985

Office 2013

CVE-2021-40471

Remote
Code

Execution

Important

No

No

CVE-2021-40473

Remote
Code

Execution

Important

No

No

CVE-2021-40472

Informatio
n

Disclosure

Important

No

No

CVE-2021-40479

Remote
Code

Execution

Important

No

No

5001960

Word 2013

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

5002006 | &ifE

SharePoint

Enterprise
Server 2016

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

5002030 | =ifE

Excel 2016

CVE-2021-40485

Remote
Code

Execution

Important

No

No

CVE-2021-40472

Informatio
n

Disclosure

Important

No

No

CVE-2021-40474

Remote
Code

Important

No

No

030 W
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http://support.microsoft.com/kb/5002029
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Execution

5002042 | & f& | SharePoint

Foundation
2013

CVE-2021-40484

Spoofing

Important

No

No

CVE-2021-41344

Remote
Code

Execution

Important

No

No

CVE-2021-40487

Remote
Code

Execution

Important

No

No

5001924 SharePoint
Enterprise

Server 2013

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

5002004 | =if& | Word 2016

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

5007012 | &if& | Exchange
Server 2019

and 2016

CVE-2021-26427

Remote
Code

Execution

Important

No

No

CVE-2021-41350

Spoofing

Important

No

No

CVE-2021-41348

Elevation
of

Privilege

Important

No

No

CVE-2021-34453

Denial of

Service

Important

No

No

Office Web
Apps Server
2013

5002036

CVE-2021-40486

Remote
Code

Execution

Critical

No

No

CVE-2021-40472

Informatio
n

Disclosure

Important

No

No

CVE-2021-40474

Remote
Code

Execution

Important

No

No

5001982 | =f& | Office 2016

CVE-2021-40471

Remote
Code

Execution

Important

No

No

CVE-2021-40473

Remote
Code

Execution

Important

No

No

CVE-2021-40472

Informatio
n

Disclosure

Important

No

No

CVE-2021-40479

Remote

Important

No

No
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http://support.microsoft.com/kb/5002042
http://support.microsoft.com/kb/5001924
http://support.microsoft.com/kb/5002004
http://support.microsoft.com/kb/5007012
http://support.microsoft.com/kb/5002036
http://support.microsoft.com/kb/5001982
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Code

Execution

5002043

Excel 2013

CVE-2021-40485

Remote
Code

Execution

Important

No

No

CVE-2021-40472

Informatio
n

Disclosure

Important

No

No

CVE-2021-40474

Remote
Code

Execution

Important

No

No

5006671

Internet

Explorer

CVE-2021-41342

Remote
Code

Execution

Important

No

No

A H R AT IR 5 A AT

KBID TFREEAFH HHER

Access 2016 HHFET

5001978

FAThRENERN T

3114524

HAhThRe:

—

AT

Office 2016 S FET

4462197

HAhThRe:

—

AT

Office 2016 S HET

4486711

HAhThRe:

—

AT

Office 2016 S FET

5001998

HAt D ag

PERN T

—

Outlook 2016 ¥ HifEfF

T
1o ERFEA& R IR R ar MAIE” g5 PEH U AT -

0 - W FIH Exploitation Detected)

1 - BHEAReW A (Exploitation More Likely)

2 — AKuAJEEFH (Exploitation Less Likely)

3 - AnReFIAH (Exploitation Unlikely)

4 - ARIEIFRIFE (N/A)
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http://support.microsoft.com/kb/5002043
http://support.microsoft.com/kb/5006671
https://support.microsoft.com/help/5001978
https://support.microsoft.com/help/3114524
https://support.microsoft.com/help/4462197
https://support.microsoft.com/help/4486711
https://support.microsoft.com/help/5001998
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

