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F2E ERREHNT

AAF 33 N LERINE T LG VAL 2 UL NME— %, 752 .
1. JEIAZEZL (Severity) =/ (Critical) ,
2. NI HEEE (Publicly Disclosed) =/ (Yes) ,
3. Wi (Exploited) =& (Yes) ,
4. JREFI R M (Exploitability Assessment) =" WA H
(Exploitation Detected) ” BY "IRWAEMEAIH (Exploitation More
Likely) ”
W

AT BR

5 IR BIE IR B J
(L =Ri0p R WRKEE WS BB TR AT A

5016618 CVE-2022-3469 | Elevation Critical No No Exploitation
5016679 1 of Less Likely
5016639 Privilege
5016623
5016686
5016616
5016622
5016669
5016681
5016683
5016629
5016672
5016684
5016676
5016618 CVE-2022-3574 | Remote Code | Critical No No Exploitation
5016679 4 Execution Less Likely
5016639
5016623
5016686
5016616
5016622
5016669
5016681
5016683
5016629
5016672
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5016684

5016676

5016618

CVE-2022-3471

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

4

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016618

CVE-2022-3575

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5016618

CVE-2022-3367

5016639

5016623

5016616

5016622

5016681

5016683

5016629

5016672

5016684

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely




Wmwo 21

oA R KR 2

TRIFHRHE 2022 4 08 AT EEEHE S

5016618

CVE-2022-3575

5016639

5016623

5016616

5016622

5016681

5016683

5016629

5

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5016618

CVE-2022-3471

5016679

5016639

5016623

5016616

5016622

5016681

5016683

5016629

5016672

5016684

5016676

Remote Code

Execution

Important

Yes

Yes

Exploitation
Detected

5016618

CVE-2022-3574

5016679

5016639

5016623

5016616

5016622

5016681

5016683

5016629

5016672

5016684

5016676

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5016618

CVE-2022-3582

5016679

5012170

5016616

5016681

5016683

5016629

5016672

5016684

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely
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5016676

5016618

CVE-2022-3574

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

5

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016618

CVE-2022-3575

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016618

CVE-2022-3575

5016679

5016639

5016623

5016616

5016622

5016681

5016683

5016629

5016672

5016684

5016676

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely
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5016618

CVE-2022-3013

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

3

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016618

CVE-2022-3576

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016618

CVE-2022-3470

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely
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5016676

5016618

CVE-2022-3579

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

3

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5016618

CVE-2022-3575

5016679

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

5016676

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5016679

CVE-2022-3575

5016639

5016623

5016686

5016616

5016622

5016669

5016681

5016683

5016629

5016672

5016684

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely
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5016676

5016639 CVE-2022-3470 | Elevation Important No No Exploitation
5016623 3 of More Likely
5016616 Privilege

5016622

5016629

5016639 CVE-2022-3469 | Remote Code | Critical No No Exploitation
5016623 6 Execution Less Likely
5016616

5016622

5016681

5016683

5016629

5016623 CVE-2022-3574 | Denial of Important No No Exploitation
5016616 8 Service More Likely
5016622

5016681

5016683

5016672

5016684

5016623 CVE-2022-3469 | Elevation Important No No Exploitation
5016616 9 of More Likely
5016622 Privilege

5016629

5016623 CVE-2022-3579 | Remote Code Critical No No Exploitation
5016616 4 Execution

5016629 Less Likely
5016623 CVE-2022-3576 | Elevation Important No No Exploitation
5016616 1 of More Likely
5016622 Privilege

5016629

5016623 CVE-2022-3576 | Remote Code | Critical No No Exploitation
5016616 6 Execution Less Likely
5016629

5012170 CVE-2022-3430 | Security Important No No Exploitation
5016616 3 Feature

5016629 Bypass More Likely
5012170 CVE-2022-3430 | Security Important No No Exploitation
5016616 1 Feature More Likely
5016629 Bypass

5012170 CVE-2022-3430 | Security Important No No Exploitation

809 I
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5016616 2 Feature More Likely

5016629 Bypass

5015321 CVE-2022-2447 | Elevation Critical No No Exploitation

5015322 7 of More Likely
Privilege

5015321 CVE-2022-3013 | Informatio | Important Yes No Exploitation

5015322 4 n Unlikely
Disclosure

5015321 CVE-2022-2198 | Elevation Critical No No Exploitation

5015322 0 of More Likely
Privilege

5015321 CVE-2022-2451 | Elevation Critical No No Exploitation

5015322 6 of More Likely
Privilege

5016629 CVE-2022-3580 | Remote Code | Critical No No Exploitation

4

Execution

More Likely
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CH]

10 I




Wwo ==

- KRR &R SN E TFRIGHER 2022 4208 AT EEHE S

E3E 2 FNO)FRANFFIR I EE

A AR & A KB5012170 Security update for Secure Boot DBX, CLIA%¥ A 1% 5 f&
ER

W R ARG

Windows 11

Windows 10 Version 21H2
Windows 10 Version 21H1
Windows 10 Version 20H2
Windows 10 Version 1809
Windows 10 Version 1607
Windows Server 2022
Windows Server 2019
Windows Server 2016
Windows Server 2012 R2
Windows Server 2012

Windows 8.1

JE A

1 S A5 U 4% il 3 7 (OE M) [ 2 ] BEAS Fo V40 285 L o 5

2 W AAM VBRI FEMECE )G T Bitlocker 415EHE, FLE TPM “F & IRIFAR
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5016639

August
9, 2022
KB501663
9 (0S
Build
10240. 19
387) for
Windows
10

CVE-2022-34691

IR B R R

Elevation
of

Privilege

Critical

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

CVE-2022-35754

Elevation
of
Privilege

Important

No

No

CVE-2022-34706

Elevation
of
Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-34703

Elevation
of

Privilege

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-34709

Security

Feature

Important

No

No

s
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Bypass

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-34710

Informatio
n

Disclosure

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

St
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CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-35771

Elevation
of

Privilege

Important

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

CVE-2022-34704

Informatio
n

Disclosure

Important

No

No

5016679 | Hifa

August
9, 2022
KB501667
9
(Securit
y—only
update)
for

Windows

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

St
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7 CVE-2022-34706 Elevation Important | No | No
Enterpri of
se Privilege
ESU, Wind | CVE-2022-35758 Informatio | Important | No | No
ows 7 n
Professi Disclosure
onal CVE-2022-35795 Elevation Important | No No
ESU, Wind of
ows 7 Privilege
Ultimate | CVE-2022-34701 | Denial of Important | No | No
ESU, Wind Service
ows CVE-2022-35768 Elevation Important | No No
Server of
2008 R2 Privilege
Enterpri | cVE-2022-35759 | Denial of Important | No | No
se Service
ESU, Wind | cyp-2022-34713 Remote Code | Important | Yes | Yes
ows Execution
Server CVE-2022-35743 | Remote Code | Important | No | No
2008 R2 Execution
Standard | ovE-2022-34690 | Elevation Important | No | No
ESU, Wind of
ows Privilege
Server | (yE-9022-35747 |Denial of | Important |No |No
2008 Rz Service
Datacent CVE-2022-35751 Elevation Important | No | No
er of
ESU, Wind Privilege
ows CVE-2022-35760 Elevation Important | No | No
Embedded of
Standard Privilege
7 CVE-2022-35769 Denial of Important | No | No
ESU, Wind Service
ows CVE-2022-35820 Elevation Important | No | No
Embedded of
POSReady Privilege
7 ESU .
CVE-2022-35745 Remote Code | Critical No | No
Execution
CVE-2022-34708 Informatio | Important | No | No
n
Disclosure
CVE-2022-30194 Remote Code | Important | No No

St

15 |
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Execution
CVE-2022-35753 Remote Code | Critical No | No
Execution
CVE-2022-35756 Elevation Important | No | No
of
Privilege
CVE-2022-34707 Elevation Important | No No
of
Privilege
CVE-2022-30133 Remote Code | Critical No | No
Execution
CVE-2022-35767 Remote Code | Critical No | No
Execution
CVE-2022-34702 Remote Code | Critical No | No
Execution
CVE-2022-35793 Elevation Important | No | No
of
Privilege
CVE-2022-35752 Remote Code | Critical No | No
Execution
5016623 | &G | August CVE-2022-34691 | Elevation Critical No | No
9, of
2022—KB Privilege
5016623 | CVE-2022-30197 Informatio | Important | No | No
(0S n
Build Disclosure
17763. 32 | CVE-2022-35762 Elevation Important | No | No
87) for of
Windows Privilege
10 CVE-2022-35744 | Remote Code | Critical |No |No
Enterpri Execution
se 2019 | CVE-2022-34714 | Remote Code | Critical No | No
LTSC, Win Execution
dows 10 CVE-2022-35750 Elevation Important | No | No
ToT of
Enterpri Privilege
se 2019 | (VE-2022-35754 | Elevation | Important |No | No
LTSC, Win of
dows 10 Privilege
LoT Core | cvE-2022-34706 | Elevation | Important |No |No
2019 of
LTSC, Win Privilege

St
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dows
Server
2019

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-35748

Denial of

Service

Important

No

No

CVE-2022-34703

Elevation
of

Privilege

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-34709

Security
Feature

Bypass

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-34710

Informatio
n

Disclosure

Important

No

No

CVE-2022-34699

Elevation
of

Privilege

Important

No

No

CVE-2022-35764

Elevation
of

Privilege

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Important

Yes

Yes

St
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Execution

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35794

Remote Code

Execution

Critical

No

No

CVE-2022-34705

Elevation
of

Privilege

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35765

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-35761

Elevation
of

Privilege

Important

No

No

CVE-2022-35766

Remote Code

Execution

Critical

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation

Important

No

No

St
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of

Privilege

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-35771

Elevation
of

Privilege

Important

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

CVE-2022-35763

Elevation
of

Privilege

Important

No

No

CVE-2022-35757

Elevation
of

Privilege

Important

No

No

CVE-2022-35792

Elevation
of

Privilege

Important

No

No

CVE-2022-35797

Security
Feature

Bypass

Important

No

No

CVE-2022-34704

Informatio
n

Disclosure

Important

No

No

5016686 | HifE

August
9, 2022
KB501668
6

(Securit

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Critical

No

No

St
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y—only
update)
for
Windows
Server
2008
Datacent
er

ESU, Wind
ows
Server
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri
se ESU

Execution

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

CVE-2022-34706

Elevation
of

Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Critical

No

No
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Execution
CVE-2022-34702 Remote Code | Critical No | No
Execution
CVE-2022-35793 Elevation Important | No | No
of
Privilege
CVE-2022-35752 Remote Code | Critical No | No
Execution
5016616 | EifG | August CVE-2022-34691 Elevation Critical No | No
9, 2022 of
— Privilege
KB501661 | CVE-2022-30197 Informatio | Important | No | No
6 (0S n
Builds Disclosure
19042. 18 | CVE-2022-35762 Elevation Important | No | No
89, of
19043. 18 Privilege
89, and | CVE-2022-35744 | Remote Code | Critical |No |No
19044. 18 Execution
89) for | CVE-2022-34714 | Remote Code | Critical |No |No
Windows Execution
Server, CVE-2022-35750 Elevation Important | No | No
version of
20HZ, Privilege
all CVE-2022-35754 | Elevation | Important |No |No
editions of
, Windows Privilege
10 CVE-2022-34706 Elevation Important | No | No
Enterpri of
S€ Privilege
Multi=Se | cvp-2022-35758 | Informatio | Important |No | No
ssion, n
version Disclosure
20H2, Win CVE-2022-35748 Denial of Important | No | No
dows 10 Service
Enterpri | ovp-9092-34703 | Elevation | Important |No |No
se and of
Educatio Privilege
b CVE-2022-35795 | Elevation | Important |No | No
version of
20H2, Win Privilege
dows 10 Vb 2022-34701 | Denial of | Important |No | No
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ToT Service
Enterpri | CVE-2022-34709 Security Important | No No
se, Feature
version Bypass
20H2, Win | CVE-2022-33670 | Elevation Important | No | No
dows 10 of
on Privilege
Surface CVE-2022-34710 Informatio | Important | No | No
Hub, Wind n
ows 10, Disclosure
version CVE-2022-34699 Elevation Important | No No
21H1, of
all Privilege
editions | CVE-2022-35764 | Elevation | Important |No |No
, Windows of
10, Privilege
version | cVE-2022-35768 | Elevation Important | No | No
21H2, of
all Privilege
editions | cyE-2022-30144 | Remote Code Important | No | No
Execution
CVE-2022-35746 Elevation Important | No | No
of
Privilege
CVE-2022-34303 Security Important | No No
Feature
Bypass
CVE-2022-35759 Denial of Important | No | No
Service
CVE-2022-35755 Elevation Important | No | No
of
Privilege
CVE-2022-34713 Remote Code | Important | Yes | Yes
Execution
CVE-2022-35743 Remote Code | Important | No | No
Execution
CVE-2022-34690 Elevation Important | No | No
of
Privilege
CVE-2022-35747 Denial of Important | No | No
Service
CVE-2022-35794 Remote Code | Critical No | No
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Execution

CVE-2022-34705

Elevation
of

Privilege

Important

No

No

CVE-2022-34301

Security
Feature

Bypass

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35765

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-34302

Security
Feature

Bypass

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35761

Elevation
of

Privilege

Important

No

No

CVE-2022-35766

Remote Code

Execution

Critical

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation

Important

No

No
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of

Privilege

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-35771

Elevation
of

Privilege

Important

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

CVE-2022-35763

Elevation
of

Privilege

Important

No

No

CVE-2022-34712

Informatio
n

Disclosure

Important

No

No

CVE-2022-35757

Elevation
of

Privilege

Important

No

No

CVE-2022-35792

Elevation
of

Privilege

Important

No

No

CVE-2022-35797

Security
Feature

Bypass

Important

No

No

CVE-2022-34704

Informatio
n

Disclosure

Important

No

No

5016622

August
9, 2022

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No
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KB501662
2 (0S
Build
14393. 52
91) for
Windows
10,
version
1607,
all
editions
, Windows
Server
2016,
all

editions

CVE-2022-35762

Elevation
of

Privilege

Important

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

CVE-2022-35754

Elevation
of

Privilege

Important

No

No

CVE-2022-34706

Elevation
of

Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-35748

Denial of

Service

Important

No

No

CVE-2022-34703

Elevation
of

Privilege

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-34709

Security
Feature

Bypass

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-34710

Informatio
n

Disclosure

Important

No

No

CVE-2022-34699

Elevation
of

Privilege

Important

No

No

CVE-2022-35764

Elevation

Important

No

No
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of

Privilege

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35765

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No
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CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-35761

Elevation
of

Privilege

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-35771

Elevation
of

Privilege

Important

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

CVE-2022-35763

Elevation
of

Privilege

Important

No

No

CVE-2022-35792

Elevation
of

Privilege

Important

No

No

CVE-2022-34704

Informatio
n

Disclosure

Important

No

No

5016669

August
9, 2022

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No
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KB501666 | CVE-2022-35744 Remote Code | Critical No | No
9 Execution
(Monthly | CVE-2022-34714 Remote Code | Critical No No
Rollup) Execution
for CVE-2022-35750 | Elevation Important | No | No
Windows of
Server Privilege
2008 CVE-2022-34706 Elevation Important | No | No
Datacent of
er Privilege
ESU, Wind | cVE-2022-35758 | Informatio | Important |No | No
ows n
Server Disclosure
2008 CVE-2022-34701 Denial of Important | No | No
Standard Service
ESU, Wind | cvp-2022-35768 | Elevation Important | No | No
ows of
Server Privilege
2008 CVE-2022-35759 Denial of Important | No | No
Enterpri Service
se ESU CVE-2022-34690 | Elevation Important | No | No

of
Privilege

CVE-2022-35747 Denial of Important | No | No
Service

CVE-2022-35751 Elevation Important | No | No
of
Privilege

CVE-2022-35769 Denial of Important | No | No
Service

CVE-2022-30194 Remote Code | Important | No | No
Execution

CVE-2022-35745 Remote Code | Critical No | No
Execution

CVE-2022-34708 Informatio | Important | No No
n
Disclosure

CVE-2022-35753 Remote Code | Critical No | No
Execution

CVE-2022-34707 Elevation Important | No | No
of
Privilege
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CVE-2022-30133 Remote Code | Critical No | No
Execution
CVE-2022-35767 Remote Code | Critical No | No
Execution
CVE-2022-34702 Remote Code | Critical No | No
Execution
CVE-2022-35793 Elevation Important | No | No
of
Privilege
CVE-2022-35752 Remote Code | Critical No | No
Execution
5016681 | EifG | August CVE-2022-34691 Elevation Critical No | No
9, 2022 of
— Privilege
KB501668 | CVE-2022-35744 | Remote Code | Critical No | No
1 Execution
(Monthly | CVE-2022-34714 | Remote Code | Critical |No |No
Rollup) Execution
for CVE-2022-35750 | Elevation Important | No | No
Windows of
8.1,Wind Privilege
ows RT CVE-2022-35754 Elevation Important | No | No
8.1, Wind of
ows Privilege
Server | (VE-2022-34706 | Elevation | Important |No | No
2012 of
R2, Windo Privilege
ws CVE-2022-35758 Informatio | Important | No | No
Embedded n
8.1 Disclosure
Industry | cyg-2022-35748 | Denial of Important | No | No
Enterpri Service
se,Windo | cyg-9022-35795 | Elevation Important | No | No
WS of
Embedded Privilege
8.1 CVE-2022-34701 | Denial of | Important |No | No
Industry Service
Pro CVE-2022-33670 | Elevation | Important |No |No
of
Privilege
CVE-2022-35768 Elevation Important | No | No
of
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Privilege

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35753

Remote Code

Critical

No

No
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Execution
CVE-2022-35756 Elevation Important | No | No
of
Privilege
CVE-2022-34707 Elevation Important | No | No
of
Privilege
CVE-2022-30133 Remote Code | Critical No | No
Execution
CVE-2022-34696 Remote Code | Critical No | No
Execution
CVE-2022-35767 Remote Code | Critical No | No
Execution
CVE-2022-34702 Remote Code | Critical No | No
Execution
CVE-2022-35793 Elevation Important | No | No
of
Privilege
CVE-2022-35752 Remote Code | Critical No | No
Execution
5016683 | & f& | August CVE-2022-34691 | Elevation Critical No | No
9, 2022 of
— Privilege
KB501668 | CVE-2022-35744 Remote Code | Critical No | No
3 Execution
(Securit | CVE-2022-34714 | Remote Code | Critical |No |No
y-only Execution
update) CVE-2022-35750 Elevation Important | No | No
for of
Windows Privilege
8.1, Wind | cVE-2022-35754 Elevation Important | No | No
ows RT of
8.1, Wind Privilege
ows CVE-2022-34706 Elevation Important | No No
Server of
2012 Privilege
R2,Windo | cvE-2022-35758 | Informatio | Important |No |No
ws n
Embedded Disclosure
8.1 CVE-2022-35748 | Denial of | Important |No |No
Industry Service
Enterpri | cyg-2022-35795 |Elevation | Important |No |No

% 31 W




Wwo ==

wm o—

KR %R 2

TRIFHRHE 2022 4 08 AN T EEHBE L

se, Windo
ws
Embedded
8.1
Industry

Pro

of

Privilege

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-35820

Elevation
of

Important

No

No
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Privilege

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

5016629 | & 1E

August
9, 2022
KB501662
9 (0S
Build
22000. 85
6) for
Windows
11

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No

CVE-2022-30197

Informatio
n

Disclosure

Important

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No
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CVE-2022-35754

Elevation
of

Privilege

Important

No

No

CVE-2022-34706

Elevation
of

Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-34703

Elevation
of

Privilege

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-34709

Security
Feature

Bypass

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-34710

Informatio
n

Disclosure

Important

No

No

CVE-2022-34699

Elevation
of

Privilege

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-30144

Remote Code

Execution

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-34303

Security
Feature

Bypass

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No
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CVE-2022-35755

Elevation
of

Privilege

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35794

Remote Code

Execution

Critical

No

No

CVE-2022-34705

Elevation
of

Privilege

Important

No

No

CVE-2022-34301

Security
Feature

Bypass

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-34302

Security
Feature

Bypass

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No
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CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35761

Elevation
of

Privilege

Important

No

No

CVE-2022-35766

Remote Code

Execution

Critical

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-34696

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-35771

Elevation
of

Privilege

Important

No

No

CVE-2022-35804

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

CVE-2022-34712

Informatio
n

Disclosure

Important

No

No

CVE-2022-35757

Elevation
of

Privilege

Important

No

No

CVE-2022-35797

Security
Feature

Bypass

Important

No

No
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CVE-2022-34704

Informatio
n

Disclosure

Important

No

No

5016672

August
9, 2022
KB501667
2
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

CVE-2022-35754

Elevation
of

Privilege

Important

No

No

CVE-2022-34706

Elevation
of

Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-35748

Denial of

Service

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No

CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes
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CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No
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CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

5016684 | M=ifE

August
9, 2022
KB501668
4
(Securit
y—only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-34691

Elevation
of

Privilege

Critical

No

No

CVE-2022-35744

Remote Code

Execution

Critical

No

No

CVE-2022-34714

Remote Code

Execution

Critical

No

No

CVE-2022-35750

Elevation
of

Privilege

Important

No

No

CVE-2022-35754

Elevation
of

Privilege

Important

No

No

CVE-2022-34706

Elevation
of

Privilege

Important

No

No

CVE-2022-35758

Informatio
n

Disclosure

Important

No

No

CVE-2022-35748

Denial of

Service

Important

No

No

CVE-2022-35795

Elevation
of

Privilege

Important

No

No

CVE-2022-34701

Denial of

Service

Important

No

No

CVE-2022-33670

Elevation
of

Privilege

Important

No

No

CVE-2022-35768

Elevation
of

Privilege

Important

No

No

CVE-2022-35746

Elevation
of

Privilege

Important

No

No

CVE-2022-35759

Denial of

Service

Important

No

No
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CVE-2022-34713

Remote Code

Execution

Important

Yes

Yes

CVE-2022-35743

Remote Code

Execution

Important

No

No

CVE-2022-34690

Elevation
of

Privilege

Important

No

No

CVE-2022-35747

Denial of

Service

Important

No

No

CVE-2022-35749

Elevation
of

Privilege

Important

No

No

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No
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CVE-2022-34702 Remote Code | Critical No | No
Execution
CVE-2022-35793 Elevation Important | No | No
of
Privilege
CVE-2022-35752 Remote Code | Critical No | No
Execution
5016676 | EifG | August CVE-2022-34691 Elevation Critical No | No
9, 2022 of
— Privilege
KB501667 | CVE-2022-35744 | Remote Code | Critical No | No
6 Execution
(Monthly | CVE-2022-34714 | Remote Code | Critical |No | No
Rollup) Execution
for CVE-2022-35750 | Elevation Important | No | No
Windows of
7 Privilege
Enterpri | CVE-2022-34706 | Elevation Important | No | No
se of
ESU, Wind Privilege
ows 7 CVE-2022-35758 Informatio | Important | No | No
Professi n
onal Disclosure
ESU, Wind | cvE-2022-35795 | Elevation | Important |No |No
ows 7 of
Ultimate Privilege
ESU, Wind | 0vE-2022-34701 | Denial of Important | No | No
ows Service
Server CVE-2022-35768 | Elevation Important | No | No
2008 R2 of
Enterpri Privilege
Se CVE-2022-35759 Denial of Important | No | No
ESU, Wind Service
ows CVE-2022-34713 Remote Code | Important | Yes | Yes
Server Execution
2008 R2 [ cyE-9029-35743 | Remote Code | Important | No | No
Standérd Execution
ESU, Wind I"cvp 909934690 | Elevation | Important |No | No
ows of
Server Privilege
2008 R2 CVE-2022-35747 Denial of Important | No | No
Datacent Service
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er
ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

CVE-2022-35751

Elevation
of

Privilege

Important

No

No

CVE-2022-35760

Elevation
of

Privilege

Important

No

No

CVE-2022-35769

Denial of

Service

Important

No

No

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-35745

Remote Code

Execution

Critical

No

No

CVE-2022-34708

Informatio
n

Disclosure

Important

No

No

CVE-2022-30194

Remote Code

Execution

Important

No

No

CVE-2022-35753

Remote Code

Execution

Critical

No

No

CVE-2022-35756

Elevation
of

Privilege

Important

No

No

CVE-2022-34707

Elevation
of

Privilege

Important

No

No

CVE-2022-30133

Remote Code

Execution

Critical

No

No

CVE-2022-35767

Remote Code

Execution

Critical

No

No

CVE-2022-34702

Remote Code

Execution

Critical

No

No

CVE-2022-35793

Elevation
of

Privilege

Important

No

No

CVE-2022-35752

Remote Code

Execution

Critical

No

No

5012170

KB501217
0:
Security

update

for

CVE-2022-34303

Security
Feature

Bypass

Important

No

No

CVE-2022-34301

Security

Feature

Important

No

No
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Secure
Boot
DBX:
August
9, 2022

Bypass

CVE-2022-35820

Elevation
of

Privilege

Important

No

No

CVE-2022-34302

Security
Feature

Bypass

Important

No

No
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5016618 | Eif& | KB5016618: | CVE-2022-34691 Elevatio | Critical No [No |2

Cumulative n of
security Privileg
update for e
Internet CVE-2022-35744 | Remote Critical No |No |2
Explorer: Code
August 9, Executio
2022 n
CVE-2022-34714 | Remote Critical No |No |2
Code
Executio
n
CVE-2022-35750 Elevatio | Important | No | No 1
n of
Privileg

e
CVE-2022-35754 Elevatio | Important |No |[No |2

n of

Privileg
e

CVE-2022-34706 Elevatio | Important |No |No |2
n of

Privileg
e
CVE-2022-35758 Informat | Important | No | No 2

ion

Disclosu
re
CVE-2022-35795 Elevatio | Important |No |No |2

n of

Privileg
e
CVE-2022-34701 Denial Important | No |[No |2
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of

Service

CVE-2022-33670

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-35768

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-30144

Remote
Code
Executio

n

Important

No

No

CVE-2022-35746

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-35759

Denial
of

Service

Important

No

No

CVE-2022-35755

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-34713

Remote
Code
Executio

n

Important

Yes

Yes

CVE-2022-35743

Remote
Code
Executio

n

Important

No

No

CVE-2022-34690

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-35747

Denial
of

Service

Important

No

No

CVE-2022-35749

Elevatio

n of

Important

No

No
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Privileg

e

CVE-2022-35760

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-35769

Denial
of

Service

Important

No

No

CVE-2022-35820

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-35745

Remote
Code
Executio

n

Critical

No

No

CVE-2022-34708

Informat
ion
Disclosu

re

Important

No

No

CVE-2022-30194

Remote
Code
Executio

n

Important

No

No

CVE-2022-35753

Remote
Code
Executio

n

Critical

No

No

CVE-2022-35756

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-34707

Elevatio
n of
Privileg

e

Important

No

No

CVE-2022-30133

Remote
Code
Executio

n

Critical

No

No

CVE-2022-35767

Remote

Critical

No

No
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Code
Executio
n
CVE-2022-34702 Remote Critical No | No
Code
Executio
n
CVE-2022-35793 Elevatio | Important | No No
n of
Privileg
e
CVE-2022-35752 | Remote Critical No | No
Code
Executio
n
Descriptio | CVE-2022-34717 Remote Important | No | No
n of the Code
security Executio
update for n
Office
2016:
August 9,
2022
(KB4462148
)
Descriptio | CVE-2022-34717 Remote Important | No | No
n of the Code
security Executio
update for n
Office
2013:
August 9,
2022
(KB4462142
)
Descriptio | CVE-2022-24477 Elevatio | Critical No | No
n of the n of
security Privileg
update for e
Microsoft CVE-2022-30134 Informat | Important | Yes | No
Exchange ion
Server Disclosu
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2013: re
August 9, CVE-2022-21980 Elevatio | Critical No No
2022 n of
(KB5015321 Privileg
) e
CVE-2022-21979 Informat | Important | No No
ion
Disclosu
re
CVE-2022-24516 | Elevatio | Critical No | No
n of
Privileg
e
5002232 | &if& | Descriptio | CVE-2022-33631 | Security | Important | No | No
n of the Feature
security Bypass
update for
Excel 2016:
August 9,
2022
(KB5002232
)
5001990 | & f& | Descriptio | CVE-2022-35742 | Denial Important | No | No
n of the of
security Service
update for
Outlook
2013:
August 9,
2022
(KB5001990
)
5002051 | & f& | Descriptio | CVE-2022-35742 Denial Important | No No
n of the of
security Service
update for
Outlook
2016:
August 9,
2022
(KB5002051
)
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5002242 | &G | Descriptio | CVE-2022-33631 | Security | Important | No | No
n of the Feature
security Bypass
update for
Excel 2013:
August 9,
2022
(KB5002242
)
5015322 | HifG | Descriptio | CVE-2022-34692 Informat | Important | No | No
n of the ion
security Disclosu
update for re
Microsoft CVE-2022-24477 Elevatio | Critical No | No
Exchange n of
Server 2019 Privileg
and 2016: e
August 9, CVE-2022-30134 Informat | Important | Yes | No
2022 ion
(KB5015322 Disclosu
) re
CVE-2022-21980 | Elevatio | Critical No | No
n of
Privileg
e
CVE-2022-21979 Informat | Important | No No
ion
Disclosu
re
CVE-2022-24516 Elevatio | Critical No | No
n of
Privileg

e
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5002248 | HAIhREM:AN T

Office 2016 B HFET

5002250 | HAIhREM:AN T

Office 2013 B HFET

T

Lo BRI BRI 9 S VEAR U T I T -

0 - ¥ FIH (Exploitation Detected)

1 - BEAEARe A (Exploitation More Likely)

2 — AKA[HER|H (Exploitation Less Likely)

3 — AnEeF|H (Exploitation Unlikely)

4 = ARIFIEIFZE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

St
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