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2017%5R12H, WannaCry#1ZMESEHRAKELR, ED16501TE
K. 30ABRAFPHE, EMIRKIX8012ETT. WannaCrylg Hi@id
MS17-010FBEERIKCEKRELR, BETRENITEN, ZIFRREE
HEiE Ar‘lﬂi‘f%mqﬂﬁ)\%ﬁiﬁ%ﬁa, SHERAEXHRMNE., T
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QOoops, your files have been encrypted!

REVEE R T AR ?
““E’J*‘“ﬁE%S{#%&?xDDM f??‘?

A

SRR T lﬁtxﬁn -F Dan

S0 — ST IR IR R I R AR - "“KT?‘WL&?RP}ZEX#E’F
Payment will be raised on | (AREGRETNLEL kol M fxﬁ%iﬁ%?mﬁb@zgﬁubﬂp
511672017 16:16:24 ﬁiﬁﬁﬂig_ﬂ%j{ﬁﬁ?:ﬁ?ﬁ ? T SQI‘ES)“

Fa—— LA AT AR I - HEER TR RIS T R « LML,

i T e AR E RS -
HIZ 2SR - thF RETIREIATHER - Forwegi
(it <Decrypt> IR MATLIEERIRE — L5y - IFIRLG - o

Your files will be lost on ] _,: | = . L - b
512012017 16:16:24 E ‘ E SRERNE  LHTE ;ﬁ;&#gp

"

: T

’ﬁ“ —A?L#ZW%HTK it .
T ST &R R SRR SFENERRE 0 TR -

Send $300 worth of bitcoin to this address:
bitcoin —
el (12t9YDPgwueZINyMgw519p7AABIsjr6 SMw

Contact Us Check Payment

—.Globelmposter#Z&

201 7FEHI, 2018F8H21Hite, Zi&4EGlobelmposterfiRIE
524, WHEENMTERTRCRERERSHNRSSE, EEBIRIK
BIRSEEE, SNMRSEREABEHATERREIRRSE, SEHHK
MBZBZNIRAERH, HEBETRERDPEF LRSEIE, SLERE.

1) BMEE: auchentoshan. mi&+4444
2) £ RDPIRMK

BIIR B ¢

MG

3) $HIE: BINTEY%appdata%sl%localappdata%
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All your data has been ciphered!

The orly way of recovering your files is to buy a uricu decryptor
A cecryptor is fully automatical, all your data wil be recovered within a few hours afeer s instellation

For purchasing a decryptor contact us by email,
auchentoshan@protonmail.com

Vie essure full recovery after the payment

To verify the possiblty of the recovery of your fles wie can decipher 1 fil for free.

Attach 1 fie to the leteer (no more than 3Mb). Indicate your personal ID on th lefter

65 BBE1 E1 A3 3038 CA4D 30 CF EO CB 302F CF D2 €064 97 DA E6 71 CB O 68 3¢ 6A 82 F5 £F 57 46 OF EF ED C6 B3 58 CD 34 0C 1A £C.4* 7C2E 76 CF DEOT 18
78 A107 125052 B03C BA 17 47 C2 BE.CD 3C 28 CC CE23 26 9C BF 89 471042 1275 EB 7274 67 F4 13 44 BE 4E 83 B4 2A FF CF D8 55 CF 1D85 C12¢E8 53DF
A4EC A9 CAF6 0O 16 7A01 557A 78 90 DODY E9 13 F3 25 CA 26 DA 19.92 D2 C5 CE 4F 5B A1 7774 D5 AT FC 83 2E 50 A6 3283 2F CC AA 69 54 14 DI 6D E456 41
55 F02E B2D3 F927 99 0D 11 127D 308 C366 237933 €0 16 01 87 D1 €O CD 0C 3 88.24 21 4C 13 0F 26 FD 64 1242 D49 2077 D138 61 5573 58A5 35 E5 F6 =4
37 48BC 0AB0 33 01 10 3 55 7045 F7 D6 £7 3 45 88 D5 F11E FCFE 2E 1A 6082 22E6 75 1F 8F TEEB AE OF 5C 5D 63 B1 BF 13 81 AC T6ES

In reply we wil send you an deciphered fie and an instruction for purchasing an automatical decryplor for all your fles. After the payment we
will send you a decryptor and an instructions for protecting your computer from network vuinerabiltes.

Attention!

« Cnly aushentashan@protcnmailcom, can decipher all your fles.
« Launching of anivirus progrems wil not helo.
+ Changing ciphered fles wil result n a loose of data

« Decryptors of other users are unique and wil nct it your files and use of those wil resu: i & loose of cata

=.Crysis/Dharma#hz

RELIE2016F, H2017F5RHREBERATLZE, HRKT—K
g[8, {B7E2017F6 BRTTIRMEER . KE A ERFEE T RiZRDPE
ARG, BEAZRFRRSSRHTIEG, ENBRENXHNERS
H.java, HFCrySiISRRIAES+RSAMME AR, =IMARATIERS .

1) BREE: [id] +#3hZRmE+HEEER

2) fEHEHN: RDPERIK

3) HE: #BREMUEEstartupER
FEZRL B £ %windir%\System32
StartupB %

%appdata% B F
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Helip@protonmail.com s M — | ——— [

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail Helip@protonmail.com
Write this ID in the title of your message AA25CBA3

In case of no answer in 24 it to ils:

You have to pay for decryption in Bitcons. The price depends on how fast you write to us. After payment we vl send you the decryption tool that wil decrypt al your fies.

Before paying you can send us up to 1 fie for free decryption. The total size of files must be less than 1Mb (non archived), and fies should not contain valuable information.

Free decryption as guarantee
(databases, backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocaBitcons ste. You have to regster, cick Buy bitcons', and select the seler by payment method and price.

P4, GandCrab#hZ

2018FFYEE, FEKRNESDAMAERH, (MFFENIER,
EHEHEMTV.0V2.0,V2.1,V3.0,V4.0% 3, mE XM Salsa204]
RSA-2048& AN X HTINE, FHIEH UG5 7.GDCB, .GRAB, .
KRABH5- 10U FE, HEREINKSASSERNNREEER,
GandCrab5.1 ZBIKRAFIfiER, sx#TGandCrab5.27c AR

1) BIEE: FENAERK
2) BEAN: RDPERE
BB
RARER 1T
BF %
REEE

- 05 -



3) 451E: $HhEREUEEstartupB xR

FEASLE 7E %o windir%\System32

StartupB %

%appdata% B &

1 OVVSD-MANUAL b4 - 582 - el
P SRERE) ER(©O) FE(MW)  #EENH)
F—= GANDCRAB V5. Z =

Atk otk INDER MO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS RECOVEREDshotiotiotiot otttk
#e£FATLING TO DO S0, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE DECRYPTION ERRORSw#sttt

Attention!

A1l your files, documents, photos, databases and other important files are encrypted and have the extension: .0YVSD

The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can rec

The server with your key is in a closed network TOR. You can get there by the following ways:

. Dowmload Tor browser — https://mww. torproject.org/

0.

1. Install Tor b:
2. Open Tor Brow
3. Open l)nk in TOR browser: http://gandcrabmfefmnef. onion/b475af16722b£04d
q is page

. Follow the instructions on th:

H.Satan#h®E

B (Satan) $IRBHBEXRLIM2017F1BH. HPRHT
Windows&Linux3RFaX i, RIRAKEMRINGE, FMEBEXEHEHRX
a5 “evopro”, BRT BIIRDPIRIKSS, —AISEE ZNREESRE.

1) BRES: evopro

sick

2) £EHN: KIEZERE

RDP&
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JBOSS &R
Tomcat&5iFE
WeblogicB 4R

3) HHE: mITTFevoproE N TTERE, EHEMAIRE

Some files have been encrypted

Please send 0.3 bit ceoinsz to my wallet address

If you paid, send the machine code to my email

I will give you key

If there is no payment within three days,

we will no longer support decryption

We support decrypting the test file.

send three small than 3 MB files to the email addreas

TR s

0. ITHRTRHEEISE

R=E, PawEr 1 o FaETr
FRATHGE X asfnria it
METE=FPRETT
BIETEEERE
FITOHRENET

EER=ANF 3 MBEDCHRIENE

RE TR0 Z:RE st

U Xz =22 0.3 HE SHE =2UFMR

ojo] g ¥ EF L %NENM & U OHEE HEYFHA=R
Uit doA HE vEs & Hoo

3 2 oUW Xm0l S2EN oW

O ol g= ®HiS& F&E%E souct

HiAE mgs gF Hes Ao

ojE F4H 3MB Digts] oI M FE 29U

7~ Sacrab#hZ

Scarab (ZHH) EEHMUHT2017E6AEREN., E, BZSThHR
ROEMEHEEHBE L. RRITH—TRARZEINecursiZF W%
79&%, EFVisual CIBEEHREMM, XN FHREMFFRDPEES T
R, EHNZNTMHHTHZZE, KMNRAE—T2017F128ERKM

TffScarabey, HAAARXNSHMBFARE, HEENBERIERIBH
HAERE,

-07 -



1) BREE: krab
.Sacrab
.bomber
.Crash
2) EEAN: EEAR: NecursBF R
RDPEHE
v IS

3) 4 HARK %appdata%\Roaming

Hello Friend!
All your files are encrypted...

Your personal identifier:
6A0200000000000034D9FBAD1591511680400802AFB42A2ADEFF624DD5EBO33384A14A7ABED 55E4F7 2FBFACSEBSE3DDDBS75
4AE99C977B53DDB7AB1A6DBCI3D4F596A1 CABEESBEEASE4ABB32B6A37DF2B7B389DACAC276D67A235B521 EBSDESBO73BBA795
276F04FB55FC378A9DD7CEF578869DF7AAE48CBBBoAB4E938E40019F625415BF979972A79F63DEIEOBL 5BF77337D7EBC7BI9
SEA9FCOEF311BD6FCBF52B2DA285513B9BBCC54366AD48EBDF01432F62DF2479AE5E606D4034CO0694EE4715D8240A7970BA
643E13690AA49DB195EE1F25DCODGEE1152C5C6FECE8001E89C297BFA574597268104B938644076ACOC4AFC65FA3974BBC8C
C098310B59B45948358411544CC51C5FESE2BCADCIOBFFFDC171440ABEA478A64866E7217E67C661B25D23DE2880321F2FD5
6FA1COCE0C4A09A106DED033193BE9679B86F13BB178FA00

For instructions for decrypting files, please write here:

crab1917@gmx.de
crab1917@protonmail.com

Be sure to include your identifier in the letter!

1f you have not received an answer, write to me again!!

- 08 -

+.Matrix#h&E

BRIALEEMRZSN—MHER, ZPRRSETEEINETEREHR
RRZER, REEIRNVNEEZRENAWIIZERE RS MTARR
r, RBNREES LEZPRBTSHITRER, BRFEENEEET
RHEFER, AR RATATXEHERBENAAXRERE, X
HRXMEHITINE, MERENXEZBIERERENEHE,

&

EL

¢

1) ERE%: .GRHAN
.PRCP
.SPCT

.PEDANT

2) {E¥EH N RDPIEE

HOW TO RECOVER YOUR FILES INSTRUCTION

ATENTION!II

We are realy sorry to inform you that ALL YOUR FILES WERE ENCRYPTED

by our automatic software. It became possible because of bad server security.
ATENTIONIII

Please don't warry, we can help you to RESTORE your server to original
state and decrypt all your files quickly and safely!

INFORMATION!!

Files are not broken!!!

Files were encrypted with AES-128+RSA-2048 crypto algorithms.

There is no way to decrypt your files without unigue decryption key and special software.
Your unique decryption key is securely stored on aur server.

* please note that all the attempts to recover your files by yourself or using third party
tools will result only in irrevocable loss of youwr datal

* Please note that you can recover files anly with your unique decryption key, which
stored on our server.

HOW TO RECOVER FILES???

Please write us to the e-mail (write on English or use professional transiator):
rescompan\[ls@qq.cnmf

rescompanyl9@vyahoo.com

rescompanyl9®&cock. li

You have to send your message on each of our 3 emails due to the fact that the
message may not reach their intended recipient for a variety of reasons!

- 09 -



J\.STOP#hZ .. Paradise#hZH

EIMatrix#1 LM, Stop#EBBHE—TZZMNEERARD, Paradise#) R F LIA2018F 7B T8, HMMAZHM—TEER
RoE I IR AR . RGRGARDPIRIR AT ERE, ERLERAZMESRE IEE R
BZERS,

(_V.0.0.0.1{yourencrypter@protonmail.ch}.dp) ZREXHZFR
B, E8TEaNEXHNXHRMER—TEIREUT:

1) BRES: .TRO
.djvu

.puma

Your personal 1D
i, [} corossErapmootacaye
.pumas .

| ¥our personal KEY

[VHEugEy W TN

1Py
TeestEiqs Dt
|E [oevvogegeaTvzar XgIPoRLNDL el mi Do B2 1/ COZKEHD o 1 TYEVETES O

DBy Pt E T EEoAN £ I TR TFY Y I L. sHoven:
355101 Tt THLIY T S S

20nknd
=¥ 0r D21 vIEAT Fwiniar +0p 3 ) anEuR VPG SLwe S2KF s/ POOTLIULALY12 Ta Jmw any FOGYOOT edx 8:5V0 100V
1 ¥eqhaUTyC R

.djvuq

MmELIER KRATC Dh EXH] SHE:
2) 4 HARBRINIE %appdata% \local\<KEH], & FR> TRIR R, rysis/Dharmaf RS H A EERE

2N

AEEAMTIHIES B

All your files have been encrypted!
W Paradise Ransomware

it Format View Help

All your files have been wour PC. 1f you them, write us to the c-mail admin@pi-decrypt.xyz
ALL YOUR FILES ARE ENCRYPTED o sl
You have to pay for decrypten n Bicons. The prios depends an how fast you vite (o us. Alter payment we wl send you the deerypoon ool that il decrypt al yeur fies

Don't worry, you can return all your files!
AT1 your fFiles documents, photos, databases and other important are encrypted with strongest encryption and unique key. Free decryption as guarantee
The only method of re:ovar‘m% files is to purchase decrypt tool and unigue key for you. e o i L e et P
This software will decrypt all your encrypted files. e e o & 2
what guarantees do we give to you? R e
You can send one of your encrypted file from your PC and we decrypt it for free. e e e e ok e e
But we can decrypt only 1 file for free. File must not contain valuable information. & A evidence, we.cn deaypr ane e
You can download video overview decrypt tool:

https / /v, sendspace. com/Tile/1sg7f3

Don't try to use third-party decrypt tools because it will destroy your files. Howe Lo obitain Bitcoins
Discount 50% available if you contact us first 72 hours.

The easiest way to buy birons & LocalBiteoins ste. You have ta register, dck Buy bitoor', and select the seler by payment method and price.

betns:ifocabteoms net/buy btcons
ko you can find ather piaces to buy Dtcons and begrners gurde here:

ﬁet this software you need write on our e-mail:
pdf elp@india. com

Atrentiont

\Reserve e-mail address to contact us: = Do nt rename encrypted fies

pdfhelpefiremail. cc ® Dz nct try to decrypt your deta weng tind party sofoware, & may cause permanent data loss.
* You are guararteed 1o get the deoryptor alter payment

Your personal ID: = As evidence, we can decrypt one fie

02365 e9RaTXXFIm7 Ozwmx7nL 3bVRp6ILwd SNYBUCTr0

= D not attempt to use the anovius or winstal the program
® This vl lead to your data s and unrecoverabie
» Decoders of other users & not sukable to decrypt your fles - encrypton key is unique

-10 - -11 -



BREW T

XEHF BHE) HERO) FFV) BEH)

All your files have been encrypted contact us via the e-mail
listed below.
e-mail: support@p-security.li or e-mail: needheplcry@cock. 1i

Paradise Ransomware team.|

1) MEBEXHER: XHE_%IDFHE%_(EHRMHEITERER

2) HE: RB#HRBEN B SRMEIStartupEEIE R

-12 -

k= BE| IR

faIFITARSS 2R P T RN RMEIR? $RMEX TEMBSRESR
E: MEZEEENOXENLE, RENZEELHPR, MPIEER
BN, $1RZABORERS, IARRTRZN “BRFES",

WRRSNEIZENRARZNTHER, BLAREEENBESTRINE
&, DRASRTESEENXEELRBMNE T XEBITH, FEXNES
FREMEXH. A, HRRBSEPEXHT AR SHHEEFIE, MR
ARSEFEIM T U THHE, BIRBELZFTHRRES.

— kS RBETEGIE

2018 AR, BMRBBENREABRRTMEZOWSHE;
MRS BRI S RAHTRE, BREWHRBRR, WAEIWHN
BEZE;, BEEXREMEEFE—ETEAIRRMEE—LRERR
MEMEEEUFRITH T FRRE, —BEBIPRRENEEZERMEE
FEE(E,

tean: 2018F2R, E=RERBEHNRHRS, ERMBENETR
RTEERER, EEMERERETELIN; FF8A, aRBEHER
Bt . BEAEEETEM, WERHRHEARSHETRE,

BRE, SWSRFHIXENE., EFLETFRARE, FAEE
100%MERRSHRBRTHERAS, LEFEREZIDDoSKEHETF
TEHMBRSEREMN, AN, EFELE U THERAE,

-13 -



— . B R ER RN

RESBEBADERER, BPIOBTLLMITREBDIA,
B): SEBER ISR ARMIALM, KL RGBT
RS, ANEELETHFRTEIRBEHRASR, BRRTES
EXBS, FXRTFEERD,

THAERRRHRFESE, IMARENSELRETRANTER.

Qoops, your files have been encrypted!

BBy R T A FRE ?
i — B EE S R BT o Coiness
B2 - EH - o - EEAL OB AR exeBE 0 LT et
T EEARELEI - e
Ein— FTH A FAIELE] - AT ER E I 3 M Bl ipiae
Payment will be raised on | UARCEEANGEE EREE PR By e ety

511672017 16:16:24 ﬁiﬁﬁﬂiﬁ}z‘iﬁj{ﬁﬂ?ﬁy‘z& 2 5
Time Left LABE TR « AR RITERRETRRE « LA
PRt e AR RS -
{EIE B RaY - A REEPRMTAY HEE -

EmE <Decrypt- FEH - MATLRRRE—LE30 - FERUG
Your files will be lost on | ?S;:§‘F;2§§’§Bi%' FEESEEE -
5/20/2017 16:16:24 ETREN AL EE ST RERERS ) AT R HEIES
T IR R
DL FRITIE TR A - T S KR AN -

Send $300 worth of bitcoin to this address:

bitcoin
izl [12t0Y DPgwueZ9NyMgw513pTAABisjr6SNw

Contact Us Check Payment [ Deenpt ]

HelpTpeotanmaileom o 5 — | S — }-

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want write us to the e-mail
Write this ID in the title of your message AA25CBAZ

In case of no answer in 24 hours write us to theese e mails: Hellp@protonmail.com

You have ta pay for decryption i Btcans. The price depends on how fast you write o us. After payment we vl send you the decryption tool that wll decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 1 fie for free decryption. The total see of fles must be kess than 1Mb (non archwed), and fies should net contain valuable informiation.
(databases backups, large excel sheets, ete.)

How to obtain Bitcoins
The easiest way ta buy bitcans & LocaBteons ste. You have to regster, cick Buy bitcains, and select the seler by payment methed and price.

14 -

= X REHEEN

RSB RERRRERE, ZI—THENFER: HMaXE. BR.
ME X HFNEGZEARITAERN, IBFEXHERBWEN . —RKik,
XUEBREEHANNERSERENZMAERKEARING, 0
GlobelmposterR &R N .dream. .TRUE. .CHAKZ; SatanZXjxd
[E4%.satan. sicck; CrysisRIRHIGEZHE.ARROW, .arena%,

TEHANERERSRFESE, IMARNXERERZRELIHGE
MEANRAITANTREE.

VRIS UNOSIOW AN AR RSO TSI 1A

o |_READ_ME_1 bt Blue hills.jpg. _CRYPT
== | Text Document CRYPT Filz
=) 1k Z8K8
% Sunset.jpg. CRYPT D wiater liies.jng._CRYPT
_CRYPT File _CRYPT File
70KB B2 KB

() your files are encrypted with RSA-1024 algarithm, To recavery your files you need to buy our decryptor. To buy
. decrypting tool contact Us at: b @yahoo.com

View &5 & slide show
Order prints online
Print pictures

Shop For pickurg

Make & new fol

Publish this fal
the Web

Share this folder |

HBAIER LR =T KRR, RHIARSS[RELERHRFSHIK
i, LAY, WRFNESEIHATAERLE, kRMAgESHE—ST KBS
:SEE R

AL, BRIFRFAEIRRARE, NEBRNFEMZ NPT ZARARIRE
DR, HIELEREREABGEEMRS S, BMRESRBELT—F.



g== mELTran

SBMNELMNRRPRBER, NIRNRNLENBRIER. <
FINE#ITER, TEEZERN: FHETUWAGNHHEEFTE—ENT
B, REHENBRIER, RO EGEREF, MENE—TYT K, 5
o SWRAENBENEMRSFBEERDAZEMREE, KHEAIED
WS, T, RENBRIEERNBNEN T R LER, BRKER&IE.

—. [EfRLESZE
(=) REHRBEN

REFE

SMIARSHRELRRBIRASE, NIARBEREREN, RE
TEGEYERBMLEEN MM FER, YIEREEZNEIMEETE; 7%
B) 2 £ E R FE X Th 18] W 48 B RO PR AT ™ A8 BOIAIE A= 1.

1) ¥IERE
= AR IE R A ZRTNAI XA,

WM ERRESREIE: KiENZ%. ZANFT, MRIZICABME
BRATEWE,

2) Jh[a)iEl
Th)iZHE B AVIRITE S A= IR B R E R,

MRBERRELS RN ANENERZE2REHTH-IRE, U
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hAIESRIHEREMNRS, BRBTEEEARS (RDP, BRiAmOR
3389) REEANLE (MATRRBCHSEHRELEFE, NAHBET
VPNE R G 6EiRE) , HxH445, 139, 1355 ANENIKO.

ERERBBNEERER: TRBRERERSENEREG;
HR, BRE—RBEMTHEMERSEERD; £=, BUERREARE
BAKSHNERRL, BENEBNAISRENEREE, —KEXK:
RAKXNEFE, 7. RHEFTSREENASEN, OSUHREBK
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