- R R & TN E E TREFEHR 2022 4 03 A4 T EEFrES

SEMEERF 2022 F£ 03 BN TE
HimES

SB—IXEH

mgmr

w— AW g B 2 § F

TREEERE R TEERIPA
202203 H09H



Wi 27 =12

R B ERLNE E WRfEEER 2022 4E 03 HAN T EEE @S

H X



Yo F#21E

oA R B R 28

L EER] 2022 48 03 HANT EEHEE

SCR4E B
SRS FR
A G
A H
KT
A A

A E4ER] 2022 4 03 A M T HE i iE s
Qi An Xin Group—-MSPatch-2022-0301
2022-03-09 W&k AIF
Microsoft. il %M1

A AR IR A T 328 HBA



U =5
U —
Mﬁﬁf‘n
AR R HNEE

L EER] 2022 48 03 HANT EEHEE

F1E 2B E

BRI

A LABEE B AN T R (V6 Ji A : 2022. 03. 09. 1, V10 it : 2022. 03. 09. 1000)
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F2E ERXEHNT

AAE 11 DI E A 25 Vb2 DL R E— 2% 1F, 28 .
IMIAZEZ (Severity) =/ H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIE AT R M (Exploitability Assessment) =" W% F
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”

FERE R :

o Do

AF BE

3 AIRIR V=HElE AT JETE J
BRE IR IR WE  HE IR B AT R A

5011503 | CVE-2022-24459 | Elevation Important Yes No Exploitation
5011495 of Less Likely
5011485 Privilege
5011527
5011491
5011535
5011487
5011534
5011525
5011493
5011552
5011560
5011564
5011529
5011503 | CVE-2022-24507 | Elevation Important No No Exploitation
5011495 of More Likely
5011485 Privilege
5011487
5011493
5011503 | CVE-2022-21990 | Remote Code | Important Yes No Exploitation
5011495 Execution More Likely
5011485
5011527
5011491
5011535
5011487



http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24459
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011534
http://support.microsoft.com/kb/5011525
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24507
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21990
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
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5011534

5011525

5011493

5011552

5011560

5011564

5011529

5011503

CVE-2022-23299

5011486

5011495

5011485

5011527

5011491

5011535

5011487

5011534

5011525

5011493

5011552

5011560

5011564

5011529

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5011503

CVE-2022-23286

5011485

5011487

5011493

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5011503

CVE-2022-23253

5011495

5011485

5011527

5011491

5011535

5011487

5011493

5011552

5011560

5011564

5011529

Denial of

Service

Important

No

No

Exploitation
More Likely

5011503

CVE-2022-24502

5011486

5011495

Security
Feature

Bypass

Important

No

No

Exploitation

More Likely



http://support.microsoft.com/kb/5011534
http://support.microsoft.com/kb/5011525
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23299
http://support.microsoft.com/kb/5011486
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011534
http://support.microsoft.com/kb/5011525
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23286
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23253
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24502
http://support.microsoft.com/kb/5011486
http://support.microsoft.com/kb/5011495
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5011485

5011527

5011491

5011535

5011487

5011534

5011525

5011493

5011552

5011560

5011564

5011529

5011503

CVE-2022-23285

5011486

5011495

5011485

5011527

5011491

5011535

5011487

5011552

5011560

5011564

5011529

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5011503

CVE-2022-23294

5011495

5011485

5011527

5011491

5011535

5011487

5011493

5011560

5011564

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5012698

CVE-2022-23277

5010324

Remote Code

Execution

Critical

No

No

Exploitation

More Likely

5011487

CVE-2022-24508

5011493

Remote Code

Execution

Important

No

No

Exploitation

More Likely



http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011534
http://support.microsoft.com/kb/5011525
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23285
http://support.microsoft.com/kb/5011486
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011552
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5011529
http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23294
http://support.microsoft.com/kb/5011495
http://support.microsoft.com/kb/5011485
http://support.microsoft.com/kb/5011527
http://support.microsoft.com/kb/5011491
http://support.microsoft.com/kb/5011535
http://support.microsoft.com/kb/5011487
http://support.microsoft.com/kb/5011493
http://support.microsoft.com/kb/5011560
http://support.microsoft.com/kb/5011564
http://support.microsoft.com/kb/5012698
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23277
http://support.microsoft.com/kb/5010324
http://support.microsoft.com/kb/5011487
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24508
http://support.microsoft.com/kb/5011493
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5011503 | & f& | March 8, CVE-2022-24505 Elevation Important No No 2
2022— of
KB501150 Privilege
3 (0S CVE-2022-24459 Elevation Important | Yes | No 2
Build of
17763. 26 Privilege
86) for CVE-2022-24507 Elevation Important | No | No 1
Windows of
10 Privilege
Enterpri | CVE-2022-21975 | Denial of Important |No |No |2
se 2019 Service
LTSC, Win | CVE-2022-21967 | Elevation Important |No [No |2
dows 10 of
ToT Privilege
Enterpri | cVE-2022-23288 | Elevation | Important |No |No |2
se 2019 of
LTSC, Win Privilege
dows 10 | (VE-2022-23284 | Elevation | Important |No |No |2
ToT Core of
2019 LTSC Privilege
CVE-2022-23293 Elevation Important | No No 2
of
Privilege
CVE-2022-23298 Elevation Important | No | No 2
of
Privilege
CVE-2022-21990 Remote Code | Important Yes | No 1
Execution
CVE-2022-23291 Elevation Important | No | No 2

7R


http://support.microsoft.com/kb/5011503
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of

Privilege

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23286

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23287

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

¥ 8
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CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

CVE-2022-23278

Spoofing

Important

No

No

5011495

March 8,
2022—
KB501149
5 (0s
Build
14393. 50
06) for
Windows
10,
version
1607, all
editions
, Windows
Server
2016, all

editions

CVE-2022-24505

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-24507

Elevation
of

Privilege

Important

No

No

CVE-2022-21975

Denial of

Service

Important

No

No

CVE-2022-21967

Elevation
of

Privilege

Important

No

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Important

No

No

o9 i



http://support.microsoft.com/kb/5011495
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Disclosure

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23287

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

5011485

March 8,
2022—
KB501148
5 (0S
Build
18363. 21
58) for
Windows
10

CVE-2022-24505

Elevation
of

Privilege

Important

No

No

CVE-2022-24507

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

s

10 I



http://support.microsoft.com/kb/5011485
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Enterpri
se,
version
1909, Win
dows 10
Enterpri
se and
Educatio
n,
version
1909, Win
dows 10
ToT
Enterpri
se,
version
1909

CVE-2022-21975

Denial of

Service

Important

No

No

CVE-2022-21967

Elevation
of

Privilege

Important

No

No

CVE-2022-23288

Elevation
of

Privilege

Important

No

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23291

Elevation
of

Privilege

Important

No

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23286

Elevation
of

Privilege

Important

No

No

CVE-2022-24525

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation

Important

No

No

11 W
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of

Privilege

CVE-2022-23287

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

CVE-2022-23278

Spoofing

Important

No

No

5011527

March 8,
2022—
KB501152
7
(Securit
y-only
update)
for
Windows
Server
2012, Win

dows

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

12 I



http://support.microsoft.com/kb/5011527
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Embedded
8
Standard

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-21973

Denial of

Service

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

5011491

el

@

March 8,
2022—
KB501149

CVE-2022-24505

Elevation
of

Privilege

Important

No

No

013 I



http://support.microsoft.com/kb/5011491
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1 (0s
Build
10240. 19
235) for
Windows
10

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-21975

Denial of

Service

Important

No

No

CVE-2022-21967

Elevation
of

Privilege

Important

No

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23287

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

14 I
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CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

5011535

Al ik
=

f&

March 8,
2022—
KB501153
5
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

s
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CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-21973

Denial of

Service

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

5011487

March 8,
2022—
KB501148
7 (0S
Builds
19042. 15
86,
19043. 15
86, and
19044. 15
86) for
Windows
10,

CVE-2022-24505

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-24507

Elevation
of

Privilege

Important

No

No

CVE-2022-21975

Denial of

Service

Important

No

No

CVE-2022-21967

Elevation
of

Important

No

No

s
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version
20H2, all
editions
, Windows
Server,
version
20H2, all
editions
, Windows
10,
version
21H1, all
editions
, Windows
10,
version
21H2, all

editions

Privilege

CVE-2022-23288

Elevation
of

Privilege

Important

No

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23291

Elevation
of

Privilege

Important

No

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23286

Elevation
of

Privilege

Important

No

No

CVE-2022-24525

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24508

Remote Code

Execution

Important

No

No

CVE-2022-23287

Elevation
of

Privilege

Important

No

No
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CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

CVE-2022-23278

Spoofing

Important

No

No

5011534

March 8,
2022—
KB501153
4
(Monthly
Rollup)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-23293

Elevation

Important

No

No

018 I



http://support.microsoft.com/kb/5011534

Yo F#21E

AR KR 2

kil

L EER] 2022 48 03 HANT EEHEE

of

Privilege

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

5011525

March 8,
2022—
KB501152
5
(Securit
y—only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-21990

Remote Code

Important

Yes

No

s
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Execution

5011493

March 8,
2022—
KB501149
3 (0s
Build
22000. 55
6) for
Windows
11

CVE-2022-24505

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-24507

Elevation
of

Privilege

Important

No

No

CVE-2022-21967

Elevation
of

Privilege

Important

No

No

CVE-2022-23284

Elevation
of

Privilege

Important

No

No

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23291

Elevation
of

Privilege

Important

No

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23286

Elevation
of

Privilege

Important

No

No

CVE-2022-24525

Elevation
of

Privilege

Important

No

No

CVE-2022-24460

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

s
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CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24508

Remote Code

Execution

Important

No

No

CVE-2022-23287

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No

CVE-2022-24454

Elevation
of

Privilege

Important

No

No

CVE-2022-23278

Spoofing

Important

No

No

5011552 | EifE

March 8,
2022—
KB501155
2
(Monthly
Rollup)
for
Windows 7
Enterpri

se

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-24459

Elevation
of

Privilege

Important

Yes

No

CVE-2022-23297

Information

Disclosure

Important

No

No
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ESU, Wind | CVE-2022-24503 Information | Important | No No
ows 7 Disclosure
Professi | CVE-2022-23283 Elevation Important | No No
onal of
ESU, Wind Privilege
ows 7 CVE-2022-23290 Elevation Important | No No
Ultimate of
ESU, Wind Privilege
OWSs CVE-2022-23253 Denial of Important | No No
Server Service
2008 R2 | CVE-2022-23281 | Information | Important |No |No
Enterpri Disclosure
se CVE-2022-23298 Elevation Important | No No
ESU, Wind of
ows Privilege
Server CVE-2022-23293 | Elevation Important | No | No
2008 R2 of
Standard Privilege
ESU, Wind | cvE-2022-23296 | Elevation | Important |No | No
ows of
Server Privilege
2008 R2 | cVE-2022-21973 | Denial of | Important |No |No
Datacent Service
er CVE-2022-24454 | Elevation | Important |No | No
ESU, Wind of
ows Privilege
Embedded | ovp 902924502 | Security | Important | No | No
Standard Feature
7 Bypass
ESUWind Fovg 9022-21990 | Remote Code | Important | Yes | No
ows Execution
Embedded
POSReady
7 ESU

5011560 | &if& | March 8, | CVE-2022-24459 Elevation Important | Yes | No
2022— of
KB501156 Privilege
0 CVE-2022-21975 Denial of Important | No | No
(Securit Service
y-only CVE-2022-23284 | Elevation Important |No | No
update) of
for Privilege

22
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Windows
8.1, Wind
ows
Server
2012

R2, Windo
WS
Embedded
8.1
Industry
Enterpri
se, Windo
WS
Embedded
8.1
Industry

Pro

CVE-2022-23293

Elevation
of

Privilege

Important

No

No

CVE-2022-23298

Elevation
of

Privilege

Important

No

No

CVE-2022-21990

Remote Code

Execution

Important

Yes

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-23283

Elevation
of

Privilege

Important

No

No

CVE-2022-23281

Information

Disclosure

Important

No

No

CVE-2022-22010

Information

Disclosure

Important

No

No

CVE-2022-24455

Elevation
of

Privilege

Important

No

No

CVE-2022-23297

Information

Disclosure

Important

No

No

CVE-2022-24503

Information

Disclosure

Important

No

No

CVE-2022-23253

Denial of

Service

Important

No

No

CVE-2022-23296

Elevation
of

Privilege

Important

No

No

CVE-2022-24502

Security
Feature

Bypass

Important

No

No

CVE-2022-23285

Remote Code

Execution

Important

No

No

CVE-2022-23294

Remote Code

Execution

Important

No

No

CVE-2022-21977

Information

Disclosure

Important

No

No

CVE-2022-23290

Elevation
of

Privilege

Important

No

No
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CVE-2022-21973 | Denial of Important | No | No
Service
CVE-2022-24454 Elevation Important | No No
of
Privilege
5011564 | AJi% | March 8, CVE-2022-24459 Elevation Important Yes | No
v | 2022— of
fa KB501156 Privilege
4 CVE-2022-21975 Denial of Important | No No
(Monthly Service
Rollup) CVE-2022-23284 Elevation Important | No No
for of
Windows Privilege
8.1,Wind | CVE-2022-23293 | Elevation Important | No | No
ows of
Server Privilege
2012 CVE-2022-23298 | Elevation Important | No | No
R2, Windo of
ws Privilege
Embedded | cVE-2022-21990 | Remote Code | Important | Yes | No
8.1 Execution
Industry | cVE-2022-23299 | Elevation | Important |No |No
Enterpri of
se, Windo Privilege
Ws CVE-2022-23283 Elevation Important | No | No
Embedded of
8.1 Privilege
Industry | cvg-2022-23281 | Information | Important |No | No
Pro Disclosure
CVE-2022-22010 Information | Important | No No
Disclosure
CVE-2022-24455 Elevation Important | No No
of
Privilege
CVE-2022-23297 Information | Important | No No
Disclosure
CVE-2022-24503 Information | Important | No No
Disclosure
CVE-2022-23253 Denial of Important | No | No
Service
CVE-2022-23296 Elevation Important | No | No
of
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Privilege
CVE-2022-24502 Security Important | No No
Feature
Bypass
CVE-2022-23285 Remote Code | Important | No No
Execution
CVE-2022-23294 Remote Code | Important | No No
Execution
CVE-2022-21977 Information | Important | No No
Disclosure
CVE-2022-23290 Elevation Important | No No
of
Privilege
CVE-2022-21973 Denial of Important | No No
Service
CVE-2022-24454 Elevation Important | No No
of
Privilege
5011529 | &f& | March 8, CVE-2022-23285 Remote Code | Important No No
2022— Execution
KB501152 | CVE-2022-23299 Elevation Important | No | No
9 of
(Securit Privilege
y-only CVE-2022-24459 Elevation Important Yes | No
update) of
for Privilege
Windows 7 | CVE-2022-23297 | Information | Important |No | No
Enterpri Disclosure
se CVE-2022-24503 Information | Important | No No
ESU, Wind Disclosure
ows 7 CVE-2022-23283 Elevation Important | No No
Professi of
onal Privilege
ESU, Wind | cvp-2022-23290 Elevation Important | No | No
ows 7 of
Ultimate Privilege
ESU, Wind | cvp-2022-23253 Denial of Important | No No
ows Service
Server CVE-2022-23281 Information | Important | No No
2008 R2 Disclosure
Enterpri CVE-2022-23298 Elevation Important | No | No
se of

025 T
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ESU, Wind Privilege

ows CVE-2022-23293 Elevation Important | No No
Server of

2008 R2 Privilege

Standard | CVE-2022-23296 | Elevation Important | No | No
ESU, Wind of

ows Privilege

Server CVE-2022-21973 Denial of Important | No No
2008 R2 Service

Datacent | CVE-2022-24454 | Elevation Important | No | No
er of

ESU, Wind Privilege

Oows CVE-2022-24502 Security Important | No No
Embedded Feature

Standard Bypass

7 CVE-2022-21990 Remote Code | Important Yes | No
ESU, Wind Execution

ows

Embedded

POSReady

7 ESU

A W RAT IR 22 BRI A T35 5 4>, SRR

5011486

BB

Cumulative
security
update for
Internet

Explorer

CVE-2022-23285

IR BT

Remote
Code

Execution

Important

No

No

CVE-2022-23299

Elevation
of

Privilege

Important

No

No

CVE-2022-22010

Informatio
n

Disclosure

Important

No

No

CVE-2022-21977

Informatio

n

Important

No

No
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Disclosure
CVE-2022-23283 | Elevation Important | No No 2
of
Privilege
CVE-2022-24502 | Security Important | No No 1
Feature
Bypass
5012698 | & f& | Microsoft CVE-2022-23277 | Remote Critical No No 1
Exchange Code
Server 2019 Execution
and 2016 CVE-2022-24463 | Spoofing Important | No No 2
5002139 | =& | Word 2016 CVE-2022-24511 | Tampering Important | No No 2
5002068 | &= fE | Word 2013 CVE-2022-24511 | Tampering Important | No No 2
5010324 | &f& | Microsoft CVE-2022-23277 | Remote Critical No No 1
Exchange Code
Server 2013 Execution

A HRATNE RO AR T

KBID

RESEESHET]

HHER

5002160 | HABTHEEMEANT | Office 2016 BFIFEF

i

1o ERFEA& R IR R ar MAIE” g5 PEH U I AT -

0 - 2 WFIH (Exploitation Detected)

1 - BHEAReW A H (Exploitation More Likely)

2 — AKnA[HeFIFH (Exploitation Less Likely)

3 - AnReFIAH (Exploitation Unlikely)

4 - ARIEIFERIFE (N/A)

027 W



http://support.microsoft.com/kb/5012698
http://support.microsoft.com/kb/5002139
http://support.microsoft.com/kb/5002068
http://support.microsoft.com/kb/5010324
https://support.microsoft.com/help/5002160
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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