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A LABEE B AN T R (V6 A : 2022. 04. 13. 2, V10 it : 2022. 04. 13. 1000)
ORI, ARIREHHERL T 44 Ml 240 T, 1B57 102 A4, Hdb 9
AR VRGN “TE (Critical) ” , 93 MNP “EE (Important) ” , X
SEJIFBS 2 i Windows. Internet Explorer. 1 Microsoft Office. [FIRTHE
BT 2 MR 4 Office M T o

2019 4F 4 A 10 HRATHI R 6. 6.0.2000 Az LL_EFRA Y EF Windows 10 %4
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AAH 18 M iR 4 A7 25 VPAk i 2 DL N AR — 2% 1F, 7 S8 R
IMIAZEZ (Severity) =/ H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIE AT R M (Exploitability Assessment) =" W% F
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”

FERE R :

o Do

BRI ()2 - I BT R A

5011503 | CVE-2022-24459 | Elevation Important Yes No Exploitation
of Less Likely
Privilege
5012658 | CVE-2022-24541 | Remote Code | Critical No No Exploitation
5012650 Execution Less Likely
5012670
5012649
5012666
5012599
5012647
5012596
5012632
5012626
5012592
5012653
5012639
5012591
5012658 | CVE-2022-24521 | Elevation Important No Yes Exploitation
5012650 of Detected

5012670 Privilege
5012649
5012666
5012599
5012647
5012596
5012632



http://support.microsoft.com/kb/5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24459
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24541
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24521
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
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5012626

5012592

5012653

5012639

5012591

5012658

CVE-2022-24500

5012650

5012670

5012649

5012666

5012599

5012647

5012596

5012632

5012626

5012592

5012653

5012639

5012591

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5012658

CVE-2022-24474

5012650

5012670

5012649

5012666

5012599

5012647

5012596

5012632

5012626

5012592

5012653

5012639

5012591

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5012658

CVE-2022-26919

5012650

5012670

5012649

5012666

5012599

5012647

5012596

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24500
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24474
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26919
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
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5012632

5012626

5012592

5012653

5012639

5012591

5012658

CVE-2022-26904

5012650

5012670

5012649

5012666

5012599

5012647

5012596

5012632

5012626

5012592

5012653

5012639

5012591

Elevation
of

Privilege

Important

Yes

No

Exploitation
More Likely

5012658

CVE-2022-24542

5012650

5012670

5012649

5012666

5012599

5012647

5012596

5012632

5012626

5012592

5012653

5012639

5012591

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5012658

CVE-2022-24481

5012650

5012670

5012649

5012666

5012599

5012647

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely



http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26904
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24542
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24481
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
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5012596

5012632

5012626

5012592

5012653

5012639

5012591

5012658

CVE-2022-26809

5012650

5012670

5012649

5012666

5012599

5012647

5012596

5012632

5012626

5012592

5012653

5012639

5012591

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5012650

CVE-2022-24547

5012670

5012666

5012599

5012647

5012596

5012592

5012653

5012639

5012591

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5012650

CVE-2022-24491

5012670

5012666

5012599

5012647

5012596

5012592

5012653

5012639

5012591

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26809
http://support.microsoft.com/kb/5012650
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012649
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012632
http://support.microsoft.com/kb/5012626
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24547
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24491
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
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5012650

CVE-2022-24497

5012670

5012666

5012599

5012647

5012596

5012592

5012653

5012639

5012591

Remote Code

Execution

Critical

No

No

Exploitation

More Likely

5012670

CVE-2022-22008

5012599

5012647

5012596

5012592

5012653

5012639

5012591

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5012599

CVE-2022-24546

5012647

5012592

5012591

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5012599

CVE-2022-23257

5012592

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5012599

CVE-2022-26914

5012647

5012592

5012591

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5012599

CVE-2022-24537

5012647

5012596

5012592

5012591

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5012650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24497
http://support.microsoft.com/kb/5012670
http://support.microsoft.com/kb/5012666
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22008
http://support.microsoft.com/kb/5012599
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012653
http://support.microsoft.com/kb/5012639
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24546
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23257
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26914
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012591
http://support.microsoft.com/kb/5012599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24537
http://support.microsoft.com/kb/5012647
http://support.microsoft.com/kb/5012596
http://support.microsoft.com/kb/5012592
http://support.microsoft.com/kb/5012591
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5012658

#T AFR

April 12,
2022—
KB501265
8
(Monthly
Rollup)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Important

No

Yes



http://support.microsoft.com/kb/5012658
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Privilege

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Important

No

No

s

10 I
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Execution

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012650

April 12,
2022—
KB501265

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-24547

Elevation

Important

No

No

11 W



http://support.microsoft.com/kb/5012650
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0
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

of

Privilege

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

s

12 I
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CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation

Important

Yes

No

s

013 I
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of

Privilege

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Important

No

No
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Execution
CVE-2022-24530 Elevation Important | No No
of
Privilege
CVE-2022-24498 Information | Important | No No
Disclosure
CVE-2022-26809 Remote Code | Critical No | No
Execution
CVE-2022-26917 Remote Code | Important | No No
Execution
CVE-2022-26787 Elevation Important | No No
of
Privilege
CVE-2022-24483 Information | Important | No No
Disclosure
CVE-2022-26797 Elevation Important | No No
of
Privilege
5012670 | AI#E | April 12, | CVE-2022-26815 Remote Code | Important | No No
e | 2022— Execution
G KB501267 | CVE-2022-24547 Elevation Important | No | No
0 of
(Monthly Privilege
Rollup) CVE-2022-26807 Elevation Important | No No
for of
Windows Privilege
8.1,Wind | CVE-2022-26796 | Elevation Important | No | No
ows RT of
8.1, Wind Privilege
Oows CVE-2022-26786 Elevation Important | No No
Server of
2012 Privilege
R2,Windo | cVE-2022-24491 | Remote Code | Critical |No |No
ws Execution
Embedded | cyvp-2022-24527 Elevation Important | No | No
8.1 of
Industry Privilege
Enterpri | cyvg-2022-24541 | Remote Code | Critical No | No
se, Windo Execution
WS CVE-2022-26798 | Elevation Important |No | No
Embedded of
8.1 Privilege

s
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Industry

Pro

CVE-2022-26818

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-26814

Remote Code

Execution

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No
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CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-26817

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Important

No

No
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Privilege

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Critical

No

No
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Execution
CVE-2022-26917 Remote Code | Important | No No
Execution
CVE-2022-26787 Elevation Important | No No
of
Privilege
CVE-2022-24483 Information | Important | No No
Disclosure
CVE-2022-26797 Elevation Important | No No
of
Privilege
5012649 | =& | April 12, | CVE-2022-26815 Remote Code | Important No No
2022— Execution
KB501264 | CVE-2022-26807 Elevation Important | No No
9 of
(Securit Privilege
y-only CVE-2022-26796 Elevation Important | No No
update) of
for Privilege
Windows 7 | CVE-2022-24527 Elevation Important | No No
Enterpri of
se Privilege
ESU,Wind | CVE-2022-24541 | Remote Code | Critical |No |No
ows 7 Execution
Professi | cVE-2022-26798 | Elevation | Important |No |No
onal of
ESU, Wind Privilege
ows 7 CVE-2022-26794 Elevation Important | No | No
Ultimate of
ESU, Wind Privilege
ows CVE-2022-26822 | Remote Code | Important | No | No
Server Execution
2008 R2 CVE-2022-24540 Elevation Important | No No
Enterpri of
se Privilege
ESU, Wind CVE-2022-24536 Remote Code | Important | No No
ows Execution
Server CVE-2022-26829 Remote Code | Important | No No
2008 R2 Execution
Standard CVE-2022-26903 Remote Code | Important | No No
ESU, Wind Execution
ovs CVE-2022-24521 | Elevation | Important |No | Yes
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Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

of

Privilege

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation

Important

No

No

s

2 20

g




WL =

5 —

RSB R 2

kil

1—%—

L EER] 2022 4E 04 AN T EEHEE

of

Privilege

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Important

No

No
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Disclosure

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012666

April 12,
2022—
KB501266
6
(Securit
y—only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

s
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CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Critical

No

No

s
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Execution

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation

Important

No

No
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of

Privilege

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012599

April 12,
2022—
KB501259
9 (0S
Builds
19042. 16
45,
19043. 16
45, and
19044. 16

CVE-2022-26795

Elevation
of

Privilege

Important

No

No

CVE-2022-26825

Remote Code

Execution

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

025 T
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45) for
Windows
10,
version
20H2, all
editions
, Windows
Server,
version
20H2, all
editions
, Windows
10,
version
21H1, all
editions
, Windows
10,
version
21H2, all

editions

CVE-2022-26824

Remote Code

Execution

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-26818

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-24546

Elevation
of

Privilege

Important

No

No

CVE-2022-24487

Remote Code

Execution

Important

No

No

CVE-2022-24479

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26920

Information

Disclosure

Important

No

No

CVE-2022-24549

Elevation

Important

No

No
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of

Privilege

CVE-2022-24488

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24539

Information

Disclosure

Important

No

No

CVE-2022-23257

Remote Code

Execution

Critical

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-26817

Remote Code

Execution

Important

No

No

CVE-2022-24496

Elevation
of

Privilege

Important

No

No

CVE-2022-26914

Elevation
of

Privilege

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-26823

Remote Code

Execution

Important

No

No

CVE-2022-26791

Elevation
of

Privilege

Important

No

No

CVE-2022-24489

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Important

No

No
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Execution

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-24490

Information

Disclosure

Important

No

No

CVE-2022-26783

Information

Disclosure

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-24495

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-26828

Elevation
of

Privilege

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No
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CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-24537

Remote Code

Execution

Critical

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-26816

Information

Disclosure

Important

No

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No
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CVE-2022-24493 Information | Important | No No
Disclosure

CVE-2022-26803 Elevation Important | No No
of
Privilege

CVE-2022-26918 Remote Code | Important | No No
Execution

CVE-2022-26812 Remote Code | Important | No No
Execution

CVE-2022-24483 Information | Important | No No
Disclosure

CVE-2022-26917 Remote Code | Important | No No
Execution

CVE-2022-26796 Elevation Important | No No
of
Privilege

CVE-2022-26814 Remote Code | Important | No No
Execution

CVE-2022-26802 Elevation Important | No No
of
Privilege

CVE-2022-22009 Remote Code | Important | No No
Execution

CVE-2022-26793 Elevation Important | No No
of
Privilege

CVE-2022-26801 Elevation Important | No No
of
Privilege

CVE-2022-24500 Remote Code | Critical No | No
Execution

CVE-2022-26919 Remote Code | Critical No | No
Execution

CVE-2022-26811 Remote Code | Important | No No
Execution

CVE-2022-24533 Remote Code | Important | No No
Execution

CVE-2022-24545 Remote Code | Important | No No
Execution

CVE-2022-26916 Remote Code | Important | No No
Execution

CVE-2022-24482 Elevation Important | No No
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of
Privilege
CVE-2022-26785 Information | Important | No No
Disclosure
CVE-2022-26789 Elevation Important | No No
of
Privilege
CVE-2022-24492 Remote Code | Important | No No
Execution
CVE-2022-26786 Elevation Important | No No
of
Privilege
CVE-2022-26826 Remote Code | Important | No No
Execution
CVE-2022-26797 Elevation Important | No No
of
Privilege
5012647 | &fE | April 12, | CVE-2022-26795 Elevation Important No No
2022— of
KB501264 Privilege
7 (0S CVE-2022-26825 Remote Code | Important | No No
Build Execution
17763. 28 | CVE-2022-24491 | Remote Code | Critical No | No
03) for Execution
Windows CVE-2022-24547 | Elevation Important | No | No
10 of
Enterpri Privilege
se 2019 | CVE-2022-26824 | Remote Code | Important |No | No
LTSC, Win Execution
dows 10 | CVE-2022-24497 | Remote Code | Critical [No | No
LoT Execution
Enterpri | cvE-2022-22008 | Remote Code | Critical No | No
se 2019 Execution
LTSC, Win | cvE-2022-26818 Remote Code | Important | No No
dows 10 Execution
LoT Core | cyg-2022-26794 Elevation Important | No | No
2019 LTSC of
Privilege
CVE-2022-24540 Elevation Important | No | No
of
Privilege
CVE-2022-26829 Remote Code | Important | No No
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Execution

CVE-2022-24546

Elevation
of

Privilege

Important

No

No

CVE-2022-24487

Remote Code

Execution

Important

No

No

CVE-2022-24479

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26920

Information

Disclosure

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-24549

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24539

Information

Disclosure

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-26817

Remote Code

Important

No

No
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Execution

CVE-2022-24496

Elevation
of

Privilege

Important

No

No

CVE-2022-26914

Elevation
of

Privilege

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-26823

Remote Code

Execution

Important

No

No

CVE-2022-24489

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-24490

Information

Disclosure

Important

No

No

CVE-2022-26783

Information

Disclosure

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No
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CVE-2022-24495

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-26828

Elevation
of

Privilege

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-24537

Remote Code

Execution

Critical

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

034 T
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CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-26816

Information

Disclosure

Important

No

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-26814

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-26793

Elevation
of

Important

No

No

035 T
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Privilege

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-26811

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24545

Remote Code

Execution

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24482

Elevation
of

Privilege

Important

No

No

CVE-2022-26785

Information

Disclosure

Important

No

No

CVE-2022-26789

Elevation
of

Privilege

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-26826

Remote Code

Execution

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012596

April 12,
2022—
KB501259
6 (0S
Build
14393. 50
66) for

Windows

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-26825

Remote Code

Execution

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24497

Remote Code

Critical

No

No

s
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10,
version
1607, all
editions
, Windows
Server
2016, all

editions

Execution

CVE-2022-26824

Remote Code

Execution

Important

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-26818

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-24487

Remote Code

Execution

Important

No

No

CVE-2022-24479

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-24549

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24539

Information

Disclosure

Important

No

No

037 W
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CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-26817

Remote Code

Execution

Important

No

No

CVE-2022-24496

Elevation
of

Privilege

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-26823

Remote Code

Execution

Important

No

No

CVE-2022-24489

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-24490

Information

Disclosure

Important

No

No

CVE-2022-26783

Information

Disclosure

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No
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CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-24495

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-24537

Remote Code

Execution

Critical

No

No

CVE-2022-26903

Remote Code

Important

No

No
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Execution

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-26816

Information

Disclosure

Important

No

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-26814

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Important

No

No
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Privilege

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-26811

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24545

Remote Code

Execution

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24482

Elevation
of

Privilege

Important

No

No

CVE-2022-26785

Information

Disclosure

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-26826

Remote Code

Execution

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012632

April 12,
2022—
KB501263
2
(Securit
y—only
update)
for
Windows

Server
2008

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation

Important

No

No
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Service
Pack 2

of

Privilege

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation

Important

No

No
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of

Privilege

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Important

No

No
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Execution
CVE-2022-24492 Remote Code | Important | No No
Execution
CVE-2022-24530 Elevation Important | No No
of
Privilege
CVE-2022-24498 Information | Important | No No
Disclosure
CVE-2022-26809 Remote Code | Critical No | No
Execution
CVE-2022-26917 Remote Code | Important | No No
Execution
CVE-2022-26797 Elevation Important | No No
of
Privilege
5012626 | &=ifG | April 12, | CVE-2022-26815 Remote Code | Important No No
2022— Execution
KB501262 | CVE-2022-26807 Elevation Important | No No
6 of
(Monthly Privilege
Rollup) CVE-2022-26796 Elevation Important | No No
for of
Windows 7 Privilege
Enterpri | CVE-2022-24527 | Elevation Important | No | No
se of
ESU, Wind Privilege
ows 7 CVE-2022-24541 Remote Code | Critical No | No
Professi Execution
onal CVE-2022-26798 Elevation Important | No No
ESU, Wind of
ows 7 Privilege
Ultimate | cVE-2022-26794 | Elevation Important | No | No
ESU, Wind of
ows Privilege
Server CVE-2022-26822 | Remote Code | Important |No | No
2008 R2 Execution
Enterpri | cyp-2022-24540 Elevation Important | No | No
se€ of
ESU, Wind Privilege
ows CVE-2022-24536 Remote Code | Important | No No
Server Execution
2008 R2 1 0vE-2022-26829 | Remote Code | Important |No | No
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Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

Execution

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Important

Yes

No
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Privilege

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No
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CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012592

April 12,
2022—
KB501259
2 (0s
Build
22000. 61
3) for
Windows
11

CVE-2022-26795

Elevation
of

Privilege

Important

No

No

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-26914

Elevation
of

Privilege

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Important

No

No
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Privilege

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-26830

Remote Code

Execution

Important

No

No

CVE-2022-24537

Remote Code

Execution

Critical

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24546

Elevation
of

Privilege

Important

No

No

CVE-2022-24496

Elevation
of

Privilege

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24487

Remote Code

Execution

Important

No

No

CVE-2022-24479

Elevation
of

Privilege

Important

No

No

CVE-2022-22009

Remote Code

Execution

Important

No

No

CVE-2022-23268

Denial of

Service

Important

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26793

Elevation

Important

No

No
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of

Privilege

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26920

Information

Disclosure

Important

No

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-24549

Elevation
of

Privilege

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-26808

Elevation
of

Important

No

No
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Privilege

CVE-2022-24545

Remote Code

Execution

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-24488

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24482

Elevation
of

Privilege

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-23257

Remote Code

Execution

Critical

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26789

Elevation
of

Privilege

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

50 T




Yo F#21E

AR KR 2

kil

L EER] 2022 4E 04 AN T EEHEE

CVE-2022-24495

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26826

Remote Code

Execution

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012653

April 12,
2022—
KB501265
3 (0s
Build
10240. 19
265) for
Windows
10

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation

Important

No

No

& 51 i
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of

Privilege

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26788

Elevation
of

Privilege

Important

No

No

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No
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CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-24549

Elevation
of

Privilege

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24482

Elevation
of

Privilege

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No
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CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012639

April 12,
2022—
KB501263
9
(Securit
y—only
update)
for
Windows
8.1, Wind
ows RT

CVE-2022-26815

Remote Code

Execution

Important

No

No

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No
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8.1, Wind
ows
Server
2012

R2, Windo
WS
Embedded
8.1
Industry
Enterpri
se, Windo
WS
Embedded
8.1
Industry

Pro

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-26818

Remote Code

Execution

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-26822

Remote Code

Execution

Important

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24536

Remote Code

Execution

Important

No

No

CVE-2022-26829

Remote Code

Execution

Important

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-26814

Remote Code

Execution

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation

Important

No

No
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of

Privilege

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-24538

Denial of

Service

Important

No

No

CVE-2022-26784

Denial of

Service

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24484

Denial of

Service

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-26819

Remote Code

Execution

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-26817

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No
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CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26813

Remote Code

Execution

Important

No

No

CVE-2022-26812

Remote Code

Execution

Important

No

No

CVE-2022-26820

Remote Code

Execution

Important

No

No

CVE-2022-26792

Elevation
of

Important

No

No
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Privilege

CVE-2022-26821

Remote Code

Execution

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24530

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012591

April 12,
2022—
KB501259
1 (0S
Build
18363. 22
12) for
Windows
10
Enterpri
se,
version
1909, Win
dows 10
Enterpri
se and
Educatio

n,

CVE-2022-26795

Elevation
of

Privilege

Important

No

No

CVE-2022-24547

Elevation
of

Privilege

Important

No

No

CVE-2022-26807

Elevation
of

Privilege

Important

No

No

CVE-2022-26796

Elevation
of

Privilege

Important

No

No

CVE-2022-26786

Elevation
of

Privilege

Important

No

No

CVE-2022-26914

Elevation
of

Privilege

Important

No

No
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version
1909

CVE-2022-24491

Remote Code

Execution

Critical

No

No

CVE-2022-24541

Remote Code

Execution

Critical

No

No

CVE-2022-26798

Elevation
of

Privilege

Important

No

No

CVE-2022-24527

Elevation
of

Privilege

Important

No

No

CVE-2022-26794

Elevation
of

Privilege

Important

No

No

CVE-2022-22008

Remote Code

Execution

Critical

No

No

CVE-2022-24540

Elevation
of

Privilege

Important

No

No

CVE-2022-24537

Remote Code

Execution

Critical

No

No

CVE-2022-26903

Remote Code

Execution

Important

No

No

CVE-2022-24521

Elevation
of

Privilege

Important

No

Yes

CVE-2022-24546

Elevation
of

Privilege

Important

No

No

CVE-2022-24496

Elevation
of

Privilege

Important

No

No

CVE-2022-24534

Remote Code

Execution

Important

No

No

CVE-2022-26802

Elevation
of

Privilege

Important

No

No

CVE-2022-24487

Remote Code

Execution

Important

No

No

CVE-2022-24479

Elevation
of

Privilege

Important

No

No

CVE-2022-26788

Elevation

Important

No

No
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of

Privilege

CVE-2022-24528

Remote Code

Execution

Important

No

No

CVE-2022-26793

Elevation
of

Privilege

Important

No

No

CVE-2022-26801

Elevation
of

Privilege

Important

No

No

CVE-2022-26831

Denial of

Service

Important

No

No

CVE-2022-24550

Elevation
of

Privilege

Important

No

No

CVE-2022-24474

Elevation
of

Privilege

Important

No

No

CVE-2022-24500

Remote Code

Execution

Critical

No

No

CVE-2022-26827

Elevation
of

Privilege

Important

No

No

CVE-2022-26919

Remote Code

Execution

Critical

No

No

CVE-2022-24544

Elevation
of

Privilege

Important

No

No

CVE-2022-24499

Elevation
of

Privilege

Important

No

No

CVE-2022-24533

Remote Code

Execution

Important

No

No

CVE-2022-24485

Remote Code

Execution

Important

No

No

CVE-2022-26904

Elevation
of

Privilege

Important

Yes

No

CVE-2022-26915

Denial of

Service

Important

No

No

CVE-2022-26920

Information

Disclosure

Important

No

No
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CVE-2022-24549

Elevation
of

Privilege

Important

No

No

CVE-2022-26790

Elevation
of

Privilege

Important

No

No

CVE-2022-26808

Elevation
of

Privilege

Important

No

No

CVE-2022-24545

Remote Code

Execution

Important

No

No

CVE-2022-24494

Elevation
of

Privilege

Important

No

No

CVE-2022-26916

Remote Code

Execution

Important

No

No

CVE-2022-24493

Information

Disclosure

Important

No

No

CVE-2022-24542

Elevation
of

Privilege

Important

No

No

CVE-2022-21983

Remote Code

Execution

Important

No

No

CVE-2022-24482

Elevation
of

Privilege

Important

No

No

CVE-2022-26803

Elevation
of

Privilege

Important

No

No

CVE-2022-24481

Elevation
of

Privilege

Important

No

No

CVE-2022-26918

Remote Code

Execution

Important

No

No

CVE-2022-26810

Elevation
of

Privilege

Important

No

No

CVE-2022-26789

Elevation
of

Privilege

Important

No

No

CVE-2022-24530

Elevation
of

Important

No

No

N
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Privilege

CVE-2022-26792

Elevation
of

Privilege

Important

No

No

CVE-2022-24492

Remote Code

Execution

Important

No

No

CVE-2022-24495

Remote Code

Execution

Important

No

No

CVE-2022-24486

Elevation
of

Privilege

Important

No

No

CVE-2022-24497

Remote Code

Execution

Critical

No

No

CVE-2022-26828

Elevation
of

Privilege

Important

No

No

CVE-2022-26809

Remote Code

Execution

Critical

No

No

CVE-2022-26917

Remote Code

Execution

Important

No

No

CVE-2022-26787

Elevation
of

Privilege

Important

No

No

CVE-2022-24498

Information

Disclosure

Important

No

No

CVE-2022-24483

Information

Disclosure

Important

No

No

CVE-2022-26826

Remote Code

Execution

Important

No

No

CVE-2022-26797

Elevation
of

Privilege

Important

No

No

5012672

KB501267
2:
Servicin
g stack
update
for
Windows
8.1, RT
8.1, and

Server

s
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2012 R2:
April 12,
2022

5013270

KB501327
0:
Servicin
g stack
update
for
Windows
Server
2012:
April 12,
2022

A AR ATI AT 22 TR b T 3% 28 A, VERZIRANT

5012329

BB

Security
and Quality
Rollup

for .NET
Framework
3.5.1,
4.5.2, 4.6,
4.6.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5012329)

CVE-2022-26832

WA RFASH

Denial of

Service

Important

No

No

5012326

Security

CVE-2022-26832

Denial of

Important

No

No
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Only Update
for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
8.1 and
Windows
Server 2012
R2
(KB5012326)

Service

5012143 | &if& | Security
Only Update
for .NET
Framework
4.8 for
Windows
Server 2012
(KB5012143)

CVE-2022-26832

Denial of

Service

Important

No

No

5012144 | &f& | Security
Only Update
for .NET
Framework
4.8 for
Windows 8.1
and Windows
Server 2012
R2
(KB5012144)

CVE-2022-26832

Denial of

Service

Important

No

No

5012147 | &if& | Security
Only Update
for .NET
Framework
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2 for
Windows 8.1

and Windows

CVE-2022-26832

Denial of

Service

Important

No

No
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Server 2012
R2
(KB5012147)

5012155 | &f& | Security CVE-2022-26832 | Denial of Important | No
Only Update Service
for .NET
Framework
4.5.2 for
Windows 8.1
and Windows
Server 2012
R2
(KB5012155)

5012152 | &if& | Security CVE-2022-26832 | Denial of Important | No
Only Update Service
for .NET
Framework
3.5 for
Windows 8.1
and Windows
Server 2012
R2
(KB5012152)

5012146 | =& | Security CVE-2022-26832 | Denial of Important | No
Only Update Service
for .NET
Framework
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2 for
Windows
Server 2012
(KB5012146)

5012149 | &if& | Security CVE-2022-26832 | Denial of | Important | No
Only Update Service
for .NET
Framework
3.5 for
Windows
Server 2012
(KB5012149)
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5012153 | &1

Security
Only Update
for .NET
Framework
4.5.2 for
Windows
Server 2012
(KB5012153)

CVE-2022-26832

Denial of

Service

Important

No

No

5012325 | &1

Security
Only Update
for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
Server 2012
(KB5012325)

CVE-2022-26832

Denial of

Service

Important

No

No

5012118 | mifE

April 12,
2022-KB5012
118
Cumulative
Update

for .NET
Framework
4.8 for
Windows 10,
version
1607 and
Windows
Server,

version

2016

CVE-2022-26832

Denial of

Service

Important

No

No

5012331 | &ifa

Security
and Quality
Rollup

for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,

CVE-2022-26832

Denial of

Service

Important

No

No
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4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
8.1, RT 8.1,
and Windows
Server 2012
R2
(KB5012331)

5012120 | &fE | April 12, CVE-2022-26832 | Denial of Important No
2022-KB5012 Service
120
Cumulative
Update

for .NET
Framework
3.5 and 4.8

for Windows

10, version
1909

5012327 | &f& | Security CVE-2022-26832 | Denial of Important | No
Only Update Service
for .NET
Framework
2.0, 3.0,
4.5.2, 4.6
and 4. 6.2
for Windows
Server 2008
SP2
(KB5012327)

5012121 | &if& | April 12, CVE-2022-26832 | Denial of | Important | No
2022-KB5012 Service
121
Cumulative
Update

for .NET
Framework
3.5 and 4.8
for Windows
11

ar
=R

April 12, CVE-2022-26832 | Denial of | Important | No

5012328
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2022-KB5012 Service
328
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version
1809 and
Windows
Server,

version
2019

5012324 | &if& | Security CVE-2022-26832 | Denial of Important | No
Only Update Service
for .NET
Framework
3.5.1,
4.5.2, 4.6,
4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
7 SP1 and
Windows
Server 2008
R2 SP1
(KB5012324)

5012117 | &if& | April 12, CVE-2022-26832 | Denial of | Important | No
2022-KB5012 Service
117
Cumulative
Update

for .NET
Framework
3.5 and 4.8

for Windows

10, version
20H2,
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Windows
Server,
version
20H2,
Windows 10
Version
21H1, and
Windows 10
Version
21H2

5012332 | &f& | Security
and Quality
Rollup

for .NET
Framework
2.0, 3.0,
4.5.2, 4.6
and 4. 6. 2
for Windows
Server 2008
SP2
(KB5012332)

CVE-2022-26832

Denial of

Service

Important

No

No

5012330 | =& | Security
and Quality
Rollup

for .NET
Framework
3.5, 4.5.2,
4.6, 4.6.1,
4.6.2, 4.7,
4.7. 1,
4.7.2, 4.8
for Windows
Server 2012
(KB5012330)

CVE-2022-26832

Denial of

Service

Important

No

No

5002148 | =f& | Office 2013

CVE-2022-26901

Remote
Code

Execution

Important

No

No

5002177 Excel 2016

il
=R

CVE-2022-26901

Remote
Code

Execution

Important

No

No

SharePoint

ar
=R

5002189

CVE-2022-26901

Remote

Important

No

No
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Foundation Code
2013 Execution
CVE-2022-24472 | Spoofing Important | No No
5002143 | #=ifG | Office 2016 | CVE-2022-26901 | Remote Important | No | No
Code
Execution
5002175 | & f& | Excel 2013 CVE-2022-26901 | Remote Important No No
Code
Execution
5002183 | & f& | SharePoint CVE-2022-26901 | Remote Important No No
Enterprise Code
Server 2016 Execution
CVE-2022-24472 | Spoofing Important | No No
5002169 | & f& | Office Web CVE-2022-26901 | Remote Important No No
Apps Server Code
2013 Execution

A H RAT N HIR S 2 A RN T

KBID
5002132

RESGESHET]
HAhZhae i T

FEME B
Office 2016 ¥ FIE/F

5002141

HAhZhretEeh T

Office 2016 S FET

i

1o EIRFEAE R IR R ar MAIE” g5 PEH U I AT -

0 - W FIH Exploitation Detected)

1 - BHEAReW A (Exploitation More Likely)

2 — AKu[EEFH (Exploitation Less Likely)

3 - AnReFIAH (Exploitation Unlikely)

4 - ARIEIFRIFE (N/A)
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*  Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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