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Trend No. 1: Extended Detection and Response Capabilities Are Emerging

to Improve Detection Accuracy and Security Productivity

Extended Detection and Response Conceptual Architecture

Email/Web Firewall/

Data Normalization

Data Lake

Data Correlation
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Trend No 2: Security Process Automation Is Emerging to Eliminate
Repetitive Tasks

Security Process Automation Opportunities

Playbook Threat Intel Compliance Report Metric Task
Automation Collection Assurance Generation Collection Automation

Incident Handling Policy Performance
(SOAR) Enforcement Optimization

Security Process Automation
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Trend No. 3: Al Creates New Security Responsibilities for Protecting Digital
Business Initiatives and Security Tools That Use Al and Defending Against Al-

Based Attacks
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Enterprise

Enterprise Al Use

Automation

Customer Experience

Cost Reduction

Al-Based Security

The Impact of Al on Security: Attacks on Al, and Attacks Leveraging Al

Attacker (Adversarial Al)

Attacks on Enterprise Al Use

Data Poisoning

Adversarial Inputs

| |
| |

Model Reconstruction

Non-Al Security

(Antiphishing, vulnerability
management, ... , antimalware)

Attacker Al Use

» Supervised/Unsupervised
* Reinforcement Learning

+ Generative Adversarial
Networks
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Trend No. 4: Leading Organizations Deploying Cyber-Physical Systems Are

Implementing an Enterprise-Level Chief Security Officer to Bring Together
Multiple Security-Oriented Silos

Security Organizational Structures Change to Address Physical Risks
Audit and
Compliance

Chief Security

Officer
|
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Information Operational Product/Service s
Technology Technology Hea!th, Safety, Management Supply (f.ham
. . Environmental 4 Security
Security Security Security
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Drones, ATMs, Hardware Tampering, USB Malware Infusion,

HVAC, Casino Aguarium Thermometer, Kiosks ...
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Stuxnet, German Blast Furnace ICS Attack, Shamoon, Ship
GPS Spoofing, Ukraine Electric Attack, NotPetya, Triton,
Generative Adversarial Networks ...
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Trend No. 5: Privacy Is Becoming an Increasingly Influential and Defined
Discipline of Its Own

Privacy Functions in an Organization
Percentage of Respondents. Multiple Responses Allowed
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Trend No. 5: Privacy Is Becoming an Increasingly Influential and Defined
Discipline of Its Own

Organization’s Risk Concerns in the Context of Privacy
Percentage of Respondents. Multiple Responses Allowed
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Trend No. 6: Organizations Are Creating a Digital Trust and Safety Team to
Maintain the Integrity of Interactions Wherever the Consumer Meets the Brand
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The B2C Perimeter

Il Consumer/Brand Interfaces [ Threats

Domains impersonating the
brand to deceive or to phish
account data

Use of stolen payment
credentials or exfiltration
of payment data

Account takeover to make
illicit purchases or steal
account data

W
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phish account
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Impersonator domains listed
in search results, or abuse of
brand in paid-for-ads

Abuse of review/ratings
processes on brand platforms
or posting of harmful content

Handles impersonating the
brand to defame or phish
account data
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Trend NoO. 7: Network Security Is Transforming From an Appliance Model to

a Cloud-Based Model Known as SASE That Combines Network Security
Functions With Comprehensive WAN Capabilities

SASE Convergence

Network as a Service Network Security as a Service
Connect It Sensitive Data F—— Threat

Awareness Detection

Market Convergence

+ SD-WAN + Network Security
« Carriers « CASB
« CDN * Cloud SWG
+ WAN Optimization « ZTNANVPN
* Network as a Service « WAAPaaS
« Bandwidth Aggregators + FWaaS
+ Networking Vendors + DNS
+ RBI

Secure Access Service Edge
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Trend No. 8: A Full Life Cycle Approach Is Emerging for Protection of the
Dynamic Requirements of Cloud-Native Applications

CWPP Controls Hierarchy

Less Critical
Optional,
but Should
Be Performed
on File. ) Important
Anti-Malware Repositories but May Be
Scanning — Performed
HIPS With Outside of
Vulnerability the Workload
Shielding
Server Workload EDR,
Behavioral Monitoring,
Threat Detection/Response
Exploit Prevention/Memory Protection
Application Control/Whitelisting Core
System Integrity Assurance — ‘,;Vrzzgg?:n
Network Firewalling, Visibility and Microsegmentation Strategies
Operations Hygiene
ll No Arbitrary Code Admin. Privilege  Change Log
: No Email, Web Client Management Management
1
X Foundational
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Trend No. 9: Zero Trust Network Access Technology Is Beginning to
Replace VPNs

Conceptual Model of Client-Initiated ZTNA

1. Authentication

3. List of Applications 2. Verify Identity

SDP
Controller
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Directory

4. Allow Access

5. Provision b, 4 6. Session
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Gateway
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Device » Application
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Recommendations

« Seek security solution providers that can enable an XDR capability that improves
detection acCuracy and security operations efficiency.

. Bre§k| down functional security silos with organizational alignment and governance
models.

* Invest in people, process and organizational change to address the expanding role of
security into privacy, digital trust and safety that arise from the digitalization ot business.

* Rethink network and server security {)riorities and invest in solutions that are truly
designed for cloud first and zero trust.

« Ensure that digital business ML projects are protected from malicious tampering and
biases and continue to invest in security solutions with an ML focus on measurable

improvements in effectiveness and security operations efficiency.
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Thank You for
Attending

Enjoy the Conference
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