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INIAZEY, (Severity) =/® (Critical) ,

NIFPEFE (Publicly Disclosed) =4 (Yes) ,

E 2 Wi (Exploited) =& (Yes) ,

IRIE AT A M (Exploitability Assessment) =" CW 4 F|
(Exploitation Detected) ” % "R AEHZAFIA (Exploitation More

Likely) ”

W
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AT
BF

=54
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5014702
5014697
5014710
5014747

CVE-2022-30190 | Remote Code | Important

Yes Yes Exploitation

Execution

Detected

5014746

5014741

5014742

5014699

5014692

5014748

5014738

5014702 | CVE-2022-30147 | Elevation Important No No Exploitation

5014697 of More Likely

5014710 Privilege

5014747

5014746

5014741

5014742

5014752

5014699
5014692
5014743

5014748

5014738

5014702

CVE-2022-30163

5014697

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5014702
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30190
http://support.microsoft.com/kb/5014697
http://support.microsoft.com/kb/5014710
http://support.microsoft.com/kb/5014747
http://support.microsoft.com/kb/5014746
http://support.microsoft.com/kb/5014741
http://support.microsoft.com/kb/5014742
http://support.microsoft.com/kb/5014699
http://support.microsoft.com/kb/5014692
http://support.microsoft.com/kb/5014748
http://support.microsoft.com/kb/5014738
http://support.microsoft.com/kb/5014702
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30147
http://support.microsoft.com/kb/5014697
http://support.microsoft.com/kb/5014710
http://support.microsoft.com/kb/5014747
http://support.microsoft.com/kb/5014746
http://support.microsoft.com/kb/5014741
http://support.microsoft.com/kb/5014742
http://support.microsoft.com/kb/5014752
http://support.microsoft.com/kb/5014699
http://support.microsoft.com/kb/5014692
http://support.microsoft.com/kb/5014743
http://support.microsoft.com/kb/5014748
http://support.microsoft.com/kb/5014738
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5014710

5014747

5014746

5014741

5014742

5014699

5014692

5014748

5014738

5014702

CVE-2022-30160

5014697

5014710

5014747

5014746

5014741

5014742

5014752

5014699

5014692

5014743

5014748

5014738

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5014702

CVE-2022-30139

5014697

5014710

5014699

5014692

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5014702

CVE-2022-30136

5014747

5014746

5014741

5014692

5014738

Remote Code

Execution

Critical

No

No

Exploitation
More Likely
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5014702

June 14,
2022—
KB501470
2 (0S
Build
14393. 51
92) for
Windows
10,
version
1607,
all
editions
, Windows
Server
2016,
all

editions

CVE-2022-30149

IR B R R

Remote Code

FAT RN T IFHY5R

ARAMPOATI R G2 a AN T35 134, PEHSIR AT

Important | No | No

Execution

CVE-2022-30145 Remote Code | Important | No | No
Execution

CVE-2022-30143 Remote Code | Important | No | No
Execution

CVE-2022-30161 Remote Code | Important | No | No
Execution

CVE-2022-30190 Remote Code | Important | Yes | Yes
Execution

CVE-2022-30150 Elevation Important | No No
of
Privilege

CVE-2022-30147 Elevation Important | No | No
of
Privilege

CVE-2022-30155 Denial of Important | No | No
Service

CVE-2022-21125 Informatio | Important | No | No
n
Disclosure

CVE-2022-30146 Remote Code | Important | No | No
Execution

CVE-2022-30152 | Denial of Important | No | No
Service

CVE-2022-30163 Remote Code | Critical No | No
Execution

CVE-2022-30151 Elevation Important | No | No
of



http://support.microsoft.com/kb/5014702
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Privilege

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30154

Elevation
of

Privilege

Important

No

No

CVE-2022-30148

Informatio
n

Disclosure

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30139

Remote Code

Execution

Critical

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30136

Remote Code

Execution

Critical

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No

CVE-2022-30131

Elevation
of

Privilege

Important

No

No

CVE-2022-21123

Informatio

n

Important

No

No

7 W
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Disclosure

CVE-2022-30165

Elevation
of

Privilege

Important

No

No

5014697

June 14,
2022—
KB501469
7 (0S
Build
22000. 73
9) for
Windows
11

CVE-2022-30149

Remote Code

Execution

Important

No

No

CVE-2022-30145

Remote Code

Execution

Important

No

No

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30190

Remote Code

Execution

Important

Yes

Yes

CVE-2022-30150

Elevation
of

Privilege

Important

No

No

CVE-2022-30147

Elevation
of

Privilege

Important

No

No

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-21125

Informatio
n

Disclosure

Important

No

No

CVE-2022-30146

Remote Code

Execution

Important

No

No

CVE-2022-30152

Denial of

Service

Important

No

No

CVE-2022-30163

Remote Code

Execution

Critical

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio

n

Important

No

No

5§ 8 71



http://support.microsoft.com/kb/5014697
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Disclosure

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30148

Informatio
n

Disclosure

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30139

Remote Code

Execution

Critical

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No

CVE-2022-30132

Elevation
of

Privilege

Important

No

No

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No

CVE-2022-30165

Elevation
of

Privilege

Important

No

No

5014710

June 14,
2022—
KB501471
0 (0S
Build
10240. 19
325) for
Windows
10

CVE-2022-30149

Remote Code

Execution

Important

No

No

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30190

Remote Code

Execution

Important

Yes

Yes

CVE-2022-30147

Elevation
of

Important

No

No

%9
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Privilege

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-21125

Informatio
n

Disclosure

Important

No

No

CVE-2022-30146

Remote Code

Execution

Important

No

No

CVE-2022-30152

Denial of

Service

Important

No

No

CVE-2022-30163

Remote Code

Execution

Critical

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30139

Remote Code

Execution

Critical

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30166

Elevation
of

Important

No

No
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Privilege

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No

5014747

June 14,
2022—
KB501474
7
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-30149

Remote Code

Execution

Important

No

No

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30190

Remote Code

Execution

Important

Yes

Yes

CVE-2022-30147

Elevation
of

Privilege

Important

No

No

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-21125

Informatio
n

Disclosure

Important

No

No

CVE-2022-30146

Remote Code

Execution

Important

No

No

CVE-2022-30152

Denial of

Service

Important

No

No

CVE-2022-30163

Remote Code

Execution

Critical

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Important

No

No

St

11w
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Execution
CVE-2022-30154 Elevation Important | No | No
of
Privilege
CVE-2022-30140 Remote Code | Important | No | No
Execution
CVE-2022-30142 Remote Code | Important | No No
Execution
CVE-2022-30153 Remote Code | Important | No No
Execution
CVE-2022-30136 Remote Code | Critical No | No
Execution
CVE-2022-30166 Elevation Important | No | No
of
Privilege
CVE-2022-30135 Elevation Important | No | No
of
Privilege
CVE-2022-21123 Informatio | Important | No | No
n
Disclosure
5014746 | mf& | June 14, Remote Code
2022— CVE-2022-30149 Execution Important | No | No
KB501474 Remote Code
6 CVE-2022-30143 Execution Important | No | No
(Securit Remote Code
y-only CVE-2022-30161 Execution Important | No No
update) Remote Code
for CVE-2022-30190 Execution Important | Yes | Yes
Windows Elevation
8.1, Wind of
ows RT CVE-2022-30147 Privilege Important | No | No
8.1, Wind Denial of
ows CVE-2022-30155 Service Important | No No
Server Informatio
2012 n
R2,Windo | cvE-2022-21125 | Disclosure | Important |No |No
ws Remote Code
Embedded | cvE-2022-30146 | Execution | Important |No | No
8.1 Denial of
Industry | cvg-2022-30152 | Service Important | No | No
Enterpri | cvp-9022-30163 | Remote Code | Critical |No |No

St

12 W
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se, Windo
ws
Embedded
8.1
Industry

Pro

Execution

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30154

Elevation
of

Privilege

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30136

Remote Code

Execution

Critical

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No

CVE-2022-30135

Elevation
of

Privilege

Important

No

No

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No

5014741

June 14,

CVE-2022-30149

Remote Code

Important

No

No

St

13 W



http://support.microsoft.com/kb/5014741

Wwo ==

wm o—

KR %R 2

TRIFHRHE 2022 4 06 AN T EEHBE L

2022—
KB501474
1
(Securit
y-only
update)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

Execution

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30190

Remote Code

Execution

Important

Yes

Yes

CVE-2022-30147

Elevation
of

Privilege

Important

No

No

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-21125

Informatio
n

Disclosure

Important

No

No

CVE-2022-30146

Remote Code

Execution

Important

No

No

CVE-2022-30152

Denial of

Service

Important

No

No

CVE-2022-30163

Remote Code

Execution

Critical

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30154

Elevation
of

Privilege

Important

No

No

CVE-2022-30140

Remote Code

Important

No

No

St

14w
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Execution
CVE-2022-30142 Remote Code | Important | No | No
Execution
CVE-2022-30153 Remote Code | Important | No | No
Execution
CVE-2022-30136 Remote Code | Critical No | No
Execution
CVE-2022-30166 Elevation Important | No No
of
Privilege
CVE-2022-30135 Elevation Important | No No
of
Privilege
CVE-2022-21123 Informatio | Important | No No
n
Disclosure
5014742 | &if& | June 14, | CVE-2022-30149 | Remote Code | Important |No | No
2022— Execution
KB501474 | CVE-2022-30143 Remote Code | Important | No | No
2 Execution
(Securit | CVE-2022-30161 | Remote Code | Important | No | No
y—only Execution
update) CVE-2022-30190 Remote Code | Important | Yes | Yes
for Execution
Windows | CVE-2022-30147 | Elevation | Important |No | No
7 of
Enterpri Privilege
se CVE-2022-30155 Denial of Important | No | No
ESU, Wind Service
ows 7 CVE-2022-21125 Informatio | Important | No | No
Professi n
onal Disclosure
ESU, Wind | cvE-2022-30146 Remote Code | Important | No | No
ows 7 Execution
Ultimate | cyp-2022-30152 | Denial of Important | No | No
ESU, Wind Service
ows CVE-2022-30163 | Remote Code | Critical |No | No
Server Execution
2008 R2 [ cyp-2022-30151 | Elevation | Important | No | No
Enterpri of
s€ Privilege
ESU Wind oy 909221166 | Informatio | Important |No | No

St
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http://support.microsoft.com/kb/5014742
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ows n
Server Disclosure
2008 R2 CVE-2022-21127 Informatio | Important | No | No
Standard n
ESU, Wind Disclosure
ows CVE-2022-30160 Elevation Important | No No
Server of
2008 R2 Privilege
Datacent | CVE-2022-30141 Remote Code | Important | No | No
er Execution
ESU, Wind | cVE-2022-30140 | Remote Code | Important |No | No
ows Execution
Embedded | cvE-2022-30142 Remote Code | Important | No | No
Standard Execution
7 CVE-2022-30153 Remote Code | Important | No | No
ESU, Wind Execution
ows CVE-2022-30166 | Elevation Important | No | No
Embedded of
POSReady Privilege
7 ESU CVE-2022-30135 Elevation Important | No | No
of
Privilege
CVE-2022-21123 Informatio | Important | No | No
n
Disclosure
5014752 | &G | June 14, | CVE-2022-30149 | Remote Code | Important | No | No
2022— Execution
KB501475 | CVE-2022-30143 Remote Code | Important | No | No
2 Execution
(Monthly | CVE-2022-30166 Elevation Important | No | No
Rollup) of
for Privilege
Windows | CVE-2022-30161 | Remote Code | Important | No | No
Server Execution
2008 CVE-2022-30151 Elevation Important | No | No
Service of
Pack 2 Privilege
CVE-2022-30146 Remote Code | Important | No No
Execution
CVE-2022-21123 Informatio | Important | No | No
n
Disclosure

St
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CVE-2022-30147

Elevation
of

Privilege

Important

No

No

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-21125

Informatio
n

Disclosure

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-30152

Denial of

Service

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

5014699 | &=fE

June 14,
2022—
KB501469
9 (0S
Builds
19042. 17
66,
19043. 17
66, and
19044. 17
66) for
Windows
Server,
version
20H2,
all

editions

CVE-2022-30149

Remote Code

Execution

Important

No

No

CVE-2022-30145

Remote Code

Execution

Important

No

No

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30190

Remote Code

Execution

Important

Yes

Yes

CVE-2022-30150

Elevation
of

Privilege

Important

No

No

CVE-2022-30189

Spoofing

Important

No

No

CVE-2022-30147

Elevation
of

Privilege

Important

No

No

St
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http://support.microsoft.com/kb/5014699
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, Windows | CVE-2022-30155 Denial of Important | No | No
10, Service
version CVE-2022-21125 Informatio | Important | No | No
21H1, n
all Disclosure
editions | CVE-2022-30146 Remote Code | Important | No | No
, Windows Execution
10, CVE-2022-30152 | Denial of Important | No | No
version Service
21H2, CVE-2022-30163 | Remote Code | Critical |No |No
all Execution
editions | cVE-2022-30151 | Elevation | Important |No | No
, Windows of
10 Privilege
Enterpri | cvp-2022-30164 Security Important | No | No
se Feature
multi-se Bypass
ssiomn, CVE-2022-21166 | Informatio | Important | No | No
version n
20H2, Win Disclosure
dows 10 | cvg-2022-21127 | Informatio | Important | No | No
Enterpri n
se and Disclosure
Educatio | ovp9029-30160 |Elevation | Important | No |No
1, of
version Privilege
20HZ, Win CVE-2022-30141 Remote Code | Important | No | No
dows 10 Execution
LoT CVE-2022-30154 Elevation Important | No | No
Enterpri of
€ ' Privilege
version CVE-2022-30148 Informatio | Important | No No
20H2, Win n
dows 10 Disclosure
on CVE-2022-30162 | Informatio | Important |No | No
Surface "
Hub Disclosure

CVE-2022-30140 Remote Code | Important | No No

Execution
CVE-2022-30139 Remote Code | Critical No | No
Execution
CVE-2022-30142 Remote Code | Important | No No
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Execution
CVE-2022-30153 Remote Code | Important | No | No
Execution
CVE-2022-30166 Elevation Important | No | No
of
Privilege
CVE-2022-30132 Elevation Important | No No
of
Privilege
CVE-2022-30131 Elevation Important | No No
of
Privilege
CVE-2022-21123 Informatio | Important | No No
n
Disclosure
CVE-2022-30165 Elevation Important | No | No
of
Privilege
5014692 | fmf& | June 14, | CVE-2022-30149 | Remote Code | Important | No | No
2022— Execution
KB501469 | CVE-2022-30145 Remote Code | Important | No | No
2 (0S Execution
Build CVE-2022-30143 | Remote Code | Important | No | No
17763. 30 Execution
46) for | CVE-2022-30161 | Remote Code | Important | No | No
Windows Execution
10 CVE-2022-30190 Remote Code | Important | Yes | Yes
Enterpri Execution
se 2019 CVE-2022-30150 Elevation Important | No | No
LTSC, Win of
dows 10 Privilege
LoT CVE-2022-30147 | Elevation Important | No | No
Enterpri of
se 2019 Privilege
LTSC, Win | cvg-2022-30155 | Denial of Important | No | No
dows 10 Service
ToT Core | cvgE-2022-21125 | Informatio | Important |No |No
2019 n
LTSC Disclosure
CVE-2022-30146 Remote Code | Important | No No
Execution
CVE-2022-30152 Denial of Important | No | No
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Service

CVE-2022-30163

Remote Code

Execution

Critical

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30154

Elevation
of

Privilege

Important

No

No

CVE-2022-30148

Informatio
n

Disclosure

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30139

Remote Code

Execution

Critical

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30136

Remote Code

Execution

Critical

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No
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CVE-2022-30132

Elevation
of

Privilege

Important

No

No

CVE-2022-30131

Elevation
of

Privilege

Important

No

No

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No

CVE-2022-30165

Elevation
of

Privilege

Important

No

No

5014743

June 14,
2022—
KB501474
3
(Securit
y—only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-30149

Remote Code

Execution

Important

No

No

CVE-2022-30143

Remote Code

Execution

Important

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No

CVE-2022-30161

Remote Code

Execution

Important

No

No

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30146

Remote Code

Execution

Important

No

No

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No

CVE-2022-30147

Elevation
of

Privilege

Important

No

No

CVE-2022-30155

Denial of

Service

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No
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CVE-2022-21125 Informatio | Important | No | No
n
Disclosure
CVE-2022-21166 Informatio | Important | No | No
n
Disclosure
CVE-2022-30152 Denial of Important | No | No
Service
CVE-2022-30141 Remote Code | Important | No No
Execution
CVE-2022-30153 Remote Code | Important | No No
Execution
5014748 | & f& | June 14, | CVE-2022-30149 | Remote Code | Important | No | No
2022— Execution
KB501474 | CVE-2022-30143 Remote Code | Important | No | No
8 Execution
(Monthly | CVE-2022-30161 | Remote Code | Important |No | No
Rollup) Execution
for CVE-2022-30190 Remote Code | Important | Yes | Yes
Windows Execution
7 CVE-2022-30147 Elevation Important | No | No
Enterpri of
se Privilege
ESU, Wind | cVE-2022-30155 | Denial of | Important |No | No
ows 7 Service
Professi | cvE-2022-21125 | Informatio | Important |No |No
onal n
ESU, Wind Disclosure
ows 7 CVE-2022-30146 Remote Code | Important | No | No
Ultimate Execution
ESU, Wind | cvp-2022-30152 | Denial of Important | No | No
ows Service
Server CVE-2022-30163 Remote Code | Critical No | No
2008 R2 Execution
Enterpri CVE-2022-30151 Elevation Important | No | No
se of
ESU, Wind Privilege
ows CVE-2022-21166 | Informatio | Important |No | No
Server n
2008 R2 Disclosure
Standard Fovp 909991127 | Informatio | Important | No | No
ESU, Wind "
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ows Disclosure
Server CVE-2022-30160 Elevation Important | No | No
2008 R2 of
Datacent Privilege
er CVE-2022-30141 Remote Code | Important | No | No
ESU, Wind Execution
ows CVE-2022-30140 Remote Code | Important | No No
Embedded Execution
Standard | CVE-2022-30142 | Remote Code | Important |No | No
7 Execution
ESU, Wind | cvE-2022-30153 | Remote Code | Important | No | No
ows Execution
Embedded | cvp-2022-30166 Elevation Important | No | No
POSReady of
7 ESU Privilege
CVE-2022-30135 Elevation Important | No | No
of
Privilege
CVE-2022-21123 Informatio | Important | No | No
n
Disclosure
5014738 | &f& | June 14, | CVE-2022-30149 | Remote Code | Important | No | No
2022— Execution
KB501473 | CVE-2022-30143 Remote Code | Important | No | No
8 Execution
(Monthly | CVE-2022-30161 | Remote Code | Important |No | No
Rollup) Execution
for CVE-2022-30190 Remote Code | Important | Yes | Yes
Windows Execution
8.1, Wind | CVE-2022-30147 Elevation Important | No | No
ows RT of
8.1, Wind Privilege
ows CVE-2022-30155 Denial of Important | No | No
Server Service
2012 CVE-2022-21125 Informatio | Important | No No
R2, Windo n
WS Disclosure
Embedded | cvE-2022-30146 | Remote Code | Important |No | No
8.1 Execution
Industry | cvp-2022-30152 | Denial of | Important |No |No
Enterpri Service
se, Windo ['oyp-9029-30163 | Remote Code | Critical |No |No
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ws
Embedded
8.1

Industry

Pro

Execution

CVE-2022-30151

Elevation
of

Privilege

Important

No

No

CVE-2022-30164

Security
Feature

Bypass

Important

No

No

CVE-2022-21166

Informatio
n

Disclosure

Important

No

No

CVE-2022-21127

Informatio
n

Disclosure

Important

No

No

CVE-2022-30160

Elevation
of

Privilege

Important

No

No

CVE-2022-30141

Remote Code

Execution

Important

No

No

CVE-2022-30154

Elevation
of

Privilege

Important

No

No

CVE-2022-30162

Informatio
n

Disclosure

Important

No

No

CVE-2022-30140

Remote Code

Execution

Important

No

No

CVE-2022-30142

Remote Code

Execution

Important

No

No

CVE-2022-30153

Remote Code

Execution

Important

No

No

CVE-2022-30136

Remote Code

Execution

Critical

No

No

CVE-2022-30166

Elevation
of

Privilege

Important

No

No

CVE-2022-30135

Elevation
of

Privilege

Important

No

No

CVE-2022-21123

Informatio
n

Disclosure

Important

No

No
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L/ QLT CVE %5

5002167 | /& | Descriptio | CVE-2022-30157 | Remote Important |No |[No |2
n of the Code

security Executio

update for n
SharePoint
Enterprise
Server
2013: June
14, 2022
(KB5002167
)
5002214 = Descriptio | CVE-2022-30172 Informat | Important | No | No 2
n of the ion

security Disclosu
update for re
Office Web
Apps Server
2013: June
14, 2022
(KB5002214
)
5002219 = Descriptio | CVE-2022-30158 Remote Important | No | No 3
n of the Code

security Executio

update for n
SharePoint
Foundation
2013: June
14, 2022

(KB5002219
)
5002062 =R Descriptio | CVE-2022-30172 Informat | Important | No | No 2

s
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n of the ion
security Disclosu
update for re
SharePoint | CVE-2022-30171 Informat | Important | No | No
Enterprise ion
Server Disclosu
2013: June re
14, 2022 CVE-2022-30159 | Informat | Important | No | No
(KB5002062 ion
) Disclosu
re
5002222 B Descriptio | CVE-2022-30172 Informat | Important | No | No
n of the ion
security Disclosu
update for re
SharePoint | CVE-2022-30171 Informat | Important | No | No
Enterprise ion
Server Disclosu
2016: June re
14, 2022 CVE-2022-30157 | Remote Important | No | No
(KB5002222 Code
) Executio
n
CVE-2022-30159 Informat | Important | No No
ion
Disclosu
re
CVE-2022-30158 Remote Important | No No
Code
Executio
n
5002208 = Descriptio | CVE-2022-30173 Remote Important | No | No
n of the Code
security Executio
update for n
Excel 2016:
June 14,
2022
(KB5002208
)
5002220 =1 Descriptio | CVE-2022-30173 Remote Important | No No
n of the Code
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security

update for

June 14,
2022
(KB5002220
)

Excel 2013:

Executio

n

A KA N AT IE ARG 2 AR T

KBID  #RfSEHEH WEEE

5002208 | HAhTheEeMH#N T

Office 2016 S HEF

5002220 | HAhTheEeM#N T

Office 2013 FEHfEF

7

1o B R “IRiF T FIIE” S5 PRAB U BT -

0 - & #FIH (Exploitation Detected)

1 - BEAHA R A (Exploitation More Likely)

2 — ANKATEEF|H (Exploitation Less Likely)

3 - AnEeFIH (Exploitation Unlikely)

4 - AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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