KRR &R 2N E E FRAGHED 2022 5 07 BANT EEFEE

HLSER 2022 £ 07 B TEE
EFNES

E—IXEFR

Wi R 1B

w— WS R 2 6 F

IREFBERRH TIZERERA
2022 £ 07 B 13 H



Wi T = s

- B E RSN E E HRESEA 2022 £ 07 HANT EEFEY

H =X

BAERAMTIEATIR. ...
B BB .



Wwo ==

F-RE & R2HEE TRERR 2022 4 07 AN T EEFTE S
SRR B
MARYAFR A SR 2022 4E 07 H Kb T BB E S
PEEE k=) Qi An Xin Group-MSPatch-2022-0701
RATHM  2022-07-13 mH o AT
Kot Microsoft. i #MT
RATRIN & 2 E RN 32E B



Wwo ==

- KRR &R SN E TR 2022 4F 07T AR T EEHES

FE LeBE

BRI

F LB BN T ZE (V6 A : 2022, 07. 13. 1, V10 fitAs: 2022. 07. 13. 1000)
Ok, ARIREHHERLT 16 MR T, BRET 47 DA, Hd 4
AR T VRHCN “TE (Critical) ” , 43 MFHA “EE (Important) ™ , X
BB SL P2 i Windows Al Microsoft Office. [N T 2 NEZ4: of fice
T

2019 4F 4 F 10 HEATHIRKEE 6.6. 0. 2000 M2 LA_EfRA £ Windows 10 %4
SERTRN TR, 0 FR b Th R BB AR AN o



0 -
U —
Mﬁsdn

AR E R NEE

TRIFHRHE 2022 4 07 AT EEHES

F2E ERREHNT
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INIAZEZk (Severity) =/H (Critical) ,

NIFPEFE (Publicly Disclosed) =4 (Yes) ,

E 2 Wi (Exploited) =& (Yes) ,

IRIE AT A M (Exploitability Assessment) =" CW 4 F|
(Exploitation Detected) ” BY "IRWAEMEAIH (Exploitation More

Likely) ”

W

W=

AT BR

KBID BEHIRIA WK RIRSER - IR IR R RTR F pE
WE  Bah

5015832 | CVE-2022-22047 | Elevation Important No Yes
5015866 of Detected
5015863 Privilege
5015808
5015807
5015811
5015861
5015862
5015877
5015875
5015870
5015874

Exploitation

5015814

5015832 | CVE-2022-22034 | Elevation Important No No Exploitation

5015866 of More Likely

5015863 Privilege

5015808

5015807

5015811

5015861
5015862
5015877
5015875
5015870
5015874

5015814



http://support.microsoft.com/kb/5015832
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22047
http://support.microsoft.com/kb/5015866
http://support.microsoft.com/kb/5015863
http://support.microsoft.com/kb/5015808
http://support.microsoft.com/kb/5015807
http://support.microsoft.com/kb/5015811
http://support.microsoft.com/kb/5015861
http://support.microsoft.com/kb/5015862
http://support.microsoft.com/kb/5015877
http://support.microsoft.com/kb/5015875
http://support.microsoft.com/kb/5015870
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22034

Wmwo 21

oA R KR 2

TRIFHRHE 2022 4 07 AT EEHES

5015832

CVE-2022-30220

5015866

5015863

5015808

5015807

5015811

5015861

5015862

5015877

5015875

5015870

5015874

5015814

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5015832

CVE-2022-30202

5015866

5015863

5015808

5015807

5015811

5015861

5015862

5015877

5015875

5015870

5015874

5015814

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5015832

CVE-2022-30221

5015808

5015807

5015811

5015861

5015862

5015877

5015874

5015814

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5015832

CVE-2022-22038

5015863

5015808

5015807

5015811

5015877

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30220
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30202
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5015875

5015874

5015814

5015866

CVE-2022-22039

5015863

5015808

5015807

5015811

5015861

5015862

5015877

5015875

5015870

5015874

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5015866

CVE-2022-22029

5015863

5015808

5015807

5015811

5015861

5015862

5015877

5015875

5015870

5015874

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5015808

CVE-2022-30215

5015807

5015811

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5015807

CVE-2022-30216

5015814

Tampering

Important

No

No

Exploitation
More Likely
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5015832

July 12,
2022—KB
5015832
(0S
Build
10240. 19
360) for
Windows
10

CVE-2022-22025

IR B R R

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of
Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of
Privilege

Important

No

No

CVE-2022-22041

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22711

Informatio

Important

No

No
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n

Disclosure

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-22031

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22045

Elevation
of

Privilege

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of
Privilege

Important

No

No

5§ 8 71
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CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Privilege

Important

No

No

5015866

July 12,
2022—KB
5015866
(Monthly
Rollup)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio

n

Important

No

No

809 I
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Disclosure

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-22028

Informatio

Important

No

No

St
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n

Disclosure

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

5015863 | Fif&

July 12,
2022—KB
5015863
(Monthly
Rollup)
for
Windows
Server
2012, Win
dows
Embedded
8
Standard

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

St
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CVE-2022-22041

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-22022

Elevation
of

Important

No

No

St
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Privilege

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Privilege

Important

No

No

5015808

July 12,
2022—KB
5015808
(0S
Build
14393. 52
46) for
Windows
10,

CVE-2022-30214

Remote Code

Execution

Important

No

No

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

St
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version
1607,
all
editions
, Windows
Server
2016,
all

editions

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

CVE-2022-22041

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-30215

Elevation
of

Privilege

Important

No

No

CVE-2022-22711

Informatio
n

Disclosure

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Important

No

No

St
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Execution

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-22031

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22045

Elevation
of

Privilege

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Important

No

No

St
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Execution
CVE-2022-30222 Remote Code | Important | No | No
Execution
CVE-2022-22038 Remote Code | Critical No | No
Execution
CVE-2022-22027 Remote Code | Important | No | No
Execution
CVE-2022-30225 Denial of Important | No | No
Service
CVE-2022-30213 Informatio | Important | No No
n
Disclosure
CVE-2022-22029 Remote Code | Critical No | No
Execution
CVE-2022-30208 Denial of Important | No | No
Service
CVE-2022-22036 Elevation Important | No | No
of
Privilege
5015807 | &if& | July 12, | CVE-2022-30214 | Remote Code | Important | No | No
2022—KB Execution
5015807 | CVE-2022-22025 Denial of Important | No | No
(0S Service
Builds CVE-2022-22043 | Denial of Important | No | No
19042. 18 Service
26, CVE-2022-30205 | Elevation | Important |No |No
19043. 18 of
26, and Privilege
19044. 18 | CVE-2022-22047 Elevation Important | No Yes
26) for of
Windows Privilege
Server, CVE-2022-30209 Elevation Important | No No
version of
20H2, Privilege
all CVE-2022-21845 Informatio | Important | No No
editions n
, Windows Disclosure
10 CVE-2022-30206 | Elevation | Important |No |No
Enterpri of
se Privilege
Multi=Se | cvi-2022-22041 |Elevation | Important |No |No
ssion, of

St
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version Privilege
20H2, Win | CVE-2022-22037 Elevation Important | No No
dows 10 of
Enterpri Privilege
se and CVE-2022-22034 | Elevation Important | No | No
Educatio of
n, Privilege
version CVE-2022-30212 Informatio | Important | No No
20H2, Win n
dows 10 Disclosure
LoT CVE-2022-30215 | Elevation | Important |No | No
Enterpri of
se, Privilege
version CVE-2022-22711 Informatio | Important | No No
20H2, Win n
dows 10 Disclosure
on CVE-2022-22023 Security Important | No | No
Surface Feature
Hub, Wind Bypass
ows 10, CVE-2022-30220 | Elevation Important | No | No
version of
21HL, Privilege
all CVE-2022-22039 | Remote Code | Critical |No | No
editions Execution
» Windows CVE-2022-22026 Elevation Important | No | No
10, of
version Privilege
2112, CVE-2022-33644 Elevation Important | No | No
all of
editions Privilege
CVE-2022-22042 Informatio | Important | No No
n
Disclosure
CVE-2022-30211 Remote Code | Important | No | No
Execution
CVE-2022-22050 Elevation Important | No | No
of
Privilege
CVE-2022-30226 Elevation Important | No | No
of
Privilege
CVE-2022-22031 Elevation Important | No | No

St
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of

Privilege

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-30216

Tampering

Important

No

No

CVE-2022-22045

Elevation
of

Privilege

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-27776

Informatio
n

Disclosure

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-30222

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Critical

No

No

St
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Execution
CVE-2022-22027 Remote Code | Important | No | No
Execution
CVE-2022-30225 Denial of Important | No | No
Service
CVE-2022-30213 Informatio | Important | No | No
n
Disclosure
CVE-2022-22029 Remote Code | Critical No | No
Execution
CVE-2022-30208 Denial of Important | No | No
Service
CVE-2022-22036 Elevation Important | No | No
of
Privilege
5015811 | & f& | July 12, | CVE-2022-30214 | Remote Code | Important | No | No
2022—KB Execution
5015811 CVE-2022-22025 Denial of Important | No | No
(0S Service
Build CVE-2022-22043 | Denial of Important | No | No
17763. 31 Service
65) for | CVE-2022-30205 | Elevation Important | No | No
Windows of
10 Privilege
Enterpri | CVE-2022-22047 | Elevation | Important |No | Yes
se 2019 of
LTSC, Win Privilege
dows 10 CVE-2022-30209 Elevation Important | No No
ToT of
Enterpri Privilege
se 2019 CVE-2022-21845 Informatio | Important | No | No
LTSC, Win n
dows 10 Disclosure
LoT Core | cyE-2022-30206 | Elevation Important | No | No
2019 of
LTSC, Win Privilege
dows CVE-2022-22041 | Elevation | Important |No |No
Server of
2019 Privilege
CVE-2022-22037 Elevation Important | No | No
of
Privilege
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CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-30212

Informatio
n

Disclosure

Important

No

No

CVE-2022-30215

Elevation
of

Privilege

Important

No

No

CVE-2022-22711

Informatio
n

Disclosure

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-22031

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22045

Elevation
of

Important

No

No
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Privilege

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-27776

Informatio
n

Disclosure

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-30222

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No
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CVE-2022-22029 Remote Code | Critical No | No
Execution
CVE-2022-30208 Denial of Important | No | No
Service
CVE-2022-22036 Elevation Important | No | No
of
Privilege
5015861 | &if& | July 12, | CVE-2022-22025 Denial of Important | No | No
2022—KB Service
5015861 CVE-2022-22043 Denial of Important | No | No
(Monthly Service
Rollup) CVE—-2022-30205 Elevation Important | No | No
for of
Windows Privilege
7 CVE-2022-22047 Elevation Important | No Yes
Enterpri of
se Privilege
ESU, Wind | cVE-2022-30209 Elevation Important | No | No
ows 7 of
Professi Privilege
onal CVE-2022-21845 Informatio | Important | No | No
ESU, Wind n
ows 7 Disclosure
Ultimate | cVE-2022-30206 | Elevation | Important |No | No
ESU, Wind of
ows Privilege
Server CVE-2022-22034 | Elevation Important | No | No
2008 R2 of
Enterpri Privilege
S€ CVE-2022-22037 | Elevation Important | No | No
ESU, Wind of
ows Privilege
Server CVE-2022-22023 Security Important | No | No
2008 R2 Feature
Standard Bypass
ESU, Wind ["cyp9029-30220 | Elevation | Important |No |No
ows of
Server Privilege
2008 K2 ' cyE-0022-22039 | Remote Code | Critical |No |No
Datacent Execution
er CVE-2022-22026 | Elevation | Important |No |No
ESU, Wind of
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ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

Privilege

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No
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CVE-2022-22027 Remote Code | Important | No | No
Execution
CVE-2022-30225 Denial of Important | No | No
Service
CVE-2022-30213 Informatio | Important | No | No
n
Disclosure
CVE-2022-22029 Remote Code | Critical No | No
Execution
CVE-2022-30208 Denial of Important | No | No
Service
CVE-2022-22036 Elevation Important | No No
of
Privilege
5015862 | & f& | July 12, | CVE-2022-22025 | Denial of Important | No | No
2022—KB Service
5015862 | CVE-2022-22043 Denial of Important | No | No
(Securit Service
y-only CVE-2022-30205 | Elevation Important | No | No
update) of
for Privilege
Windows CVE-2022-22047 Elevation Important | No | Yes
7 of
Enterpri Privilege
se CVE-2022-30209 Elevation Important | No | No
ESU, Wind of
ows 7 Privilege
Professi | cVE-2022-21845 Informatio | Important | No No
onal n
ESU, Wind Disclosure
ows 7 CVE-2022-30206 Elevation Important | No | No
Ultimate of
ESU, Wind Privilege
ows CVE-2022-22034 | Elevation Important | No | No
Server of
2008 R2 Privilege
Enterpri | cyp-2022-22037 |Elevation | Important |No |No
se of
ESU, Wind Privilege
ows CVE-2022-22023 | Security Important | No | No
Server Feature
2008 R2 Bypass
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Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady
7 ESU

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation

Important

No

No
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of
Privilege
CVE-2022-22048 Security Important | No | No
Feature
Bypass
CVE-2022-22024 Remote Code | Important | No No
Execution
CVE-2022-22027 Remote Code | Important | No No
Execution
CVE-2022-30225 Denial of Important | No | No
Service
CVE-2022-30213 Informatio | Important | No No
n
Disclosure
CVE-2022-22029 Remote Code | Critical No | No
Execution
CVE-2022-30208 Denial of Important | No | No
Service
CVE-2022-22036 Elevation Important | No | No
of
Privilege
5015877 | ®f& | July 12, | CVE-2022-22025 | Denial of Important | No | No
2022—KB Service
5015877 | CVE-2022-22043 Denial of Important | No | No
(Securit Service
y-only CVE-2022-30205 | Elevation Important | No | No
update) of
for Privilege
Windows | CVE-2022-22047 | Elevation Important | No | Yes
8.1, Wind of
ows RT Privilege
8.1, Wind | cVE-2022-30209 Elevation Important | No | No
ows of
Server Privilege
2012 CVE-2022-21845 Informatio | Important | No No
R2, Windo n
ws Disclosure
Embedded | cvE-2022-30206 | Elevation | Important |No |No
8.1 of
Industry Privilege
Enterpri | cvp-2022-22041 | Elevation | Important |No | No
se, Windo of
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ws
Embedded
8.1

Industry

Pro

Privilege

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Important

No

No
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Privilege

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Privilege

Important

No

No

5015875

July 12,
2022—KB
5015875
(Securit
y-only
update)
for
Windows

Server

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Important

No

Yes
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2012, Win
dows
Embedded
8
Standard

Privilege

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

CVE-2022-22041

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security

Important

No

No
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Feature

Bypass

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Important

No

No
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Privilege

5015870

July 12,
2022—KB
5015870
(Securit
y-only
update)
for
Windows
Server
2008
Service
Pack 2

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22039

Remote Code

Execution

Critical

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No
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CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

5015874

July 12,
2022—KB

5015874

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Important

No

No
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(Monthly Service
Rollup) CVE-2022-30205 Elevation Important | No | No
for of
Windows Privilege
8.1, Wind | CVE-2022-22047 | Elevation Important | No | Yes
ows RT of
8.1, Wind Privilege
ows CVE-2022-30209 Elevation Important | No No
Server of
2012 Privilege
RZ2,Windo | cVE-2022-21845 | Informatio | Important |No | No
ws n
Embedded Disclosure
8.1 CVE-2022-30206 Elevation Important | No | No
Industry of
Enterpri Privilege
se, Windo | cyE-2022-22041 Elevation Important | No | No
ws of
Embedded Privilege
8.1 CVE-2022-22037 Elevation Important | No | No
Industry of
Pro Privilege
CVE-2022-22034 Elevation Important | No | No
of
Privilege
CVE—2022-22023 Security Important | No No
Feature
Bypass
CVE-2022-30220 Elevation Important | No | No
of
Privilege
CVE-2022-22039 Remote Code | Critical No | No
Execution
CVE-2022-22026 Elevation Important | No | No
of
Privilege
CVE-2022-22042 Informatio | Important | No | No
n
Disclosure
CVE-2022-30211 Remote Code | Important | No No
Execution
CVE-2022-22050 Elevation Important | No | No
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of

Privilege

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No

CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22028

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio

Important

No

No
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n

Disclosure

CVE-2022-22029

Remote Code

Execution

Critical

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Privilege

Important

No

No

5015814

July 12,
2022—KB
5015814
(08
Build
22000. 79
5) for
Windows
11

CVE-2022-22025

Denial of

Service

Important

No

No

CVE-2022-22043

Denial of

Service

Important

No

No

CVE-2022-30205

Elevation
of

Privilege

Important

No

No

CVE-2022-22047

Elevation
of

Privilege

Important

No

Yes

CVE-2022-30209

Elevation
of

Privilege

Important

No

No

CVE-2022-21845

Informatio
n

Disclosure

Important

No

No

CVE-2022-30206

Elevation
of

Privilege

Important

No

No

CVE-2022-22041

Elevation
of

Privilege

Important

No

No

CVE-2022-22037

Elevation
of

Privilege

Important

No

No

CVE-2022-22034

Elevation
of

Privilege

Important

No

No

CVE-2022-30212

Informatio
n

Disclosure

Important

No

No

CVE-2022-22711

Informatio

n

Important

No

No
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Disclosure

CVE-2022-22023

Security
Feature

Bypass

Important

No

No

CVE-2022-30220

Elevation
of

Privilege

Important

No

No

CVE-2022-22026

Elevation
of

Privilege

Important

No

No

CVE-2022-22042

Informatio
n

Disclosure

Important

No

No

CVE-2022-30211

Remote Code

Execution

Important

No

No

CVE-2022-22050

Elevation
of

Privilege

Important

No

No

CVE-2022-30226

Elevation
of

Privilege

Important

No

No

CVE-2022-22031

Elevation
of

Privilege

Important

No

No

CVE-2022-30203

Security
Feature

Bypass

Important

No

No

CVE-2022-30216

Tampering

Important

No

No

CVE-2022-22045

Elevation
of

Privilege

Important

No

No

CVE-2022-22049

Elevation
of

Privilege

Important

No

No

CVE-2022-27776

Informatio
n

Disclosure

Important

No

No

CVE-2022-30202

Elevation
of

Privilege

Important

No

No

CVE-2022-30221

Remote Code

Execution

Critical

No

No
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CVE-2022-22022

Elevation
of

Privilege

Important

No

No

CVE-2022-30223

Informatio
n

Disclosure

Important

No

No

CVE-2022-22040

Denial of

Service

Important

No

No

CVE-2022-30224

Elevation
of

Privilege

Important

No

No

CVE-2022-22048

Security
Feature

Bypass

Important

No

No

CVE-2022-22024

Remote Code

Execution

Important

No

No

CVE-2022-30222

Remote Code

Execution

Important

No

No

CVE-2022-22038

Remote Code

Execution

Critical

No

No

CVE-2022-22027

Remote Code

Execution

Important

No

No

CVE-2022-30225

Denial of

Service

Important

No

No

CVE-2022-30213

Informatio
n

Disclosure

Important

No

No

CVE-2022-30208

Denial of

Service

Important

No

No

CVE-2022-22036

Elevation
of

Privilege

Important

No

No
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5002121

BIBAR

Descriptio
n of the
security
update for
Office
2013: July
12, 2022
(KB5002121
)

CVE %5

CVE-2022-33632

Security
Feature

Bypass

Important

No

No

5002112

Descriptio
n of the
security
update for
Office
2016: July
12, 2022
(KB5002112
)

CVE-2022-33632

Security
Feature

Bypass

Important

No

No

A H KA N B FIEEHE 2 AT

KBID TFREEAFH HAHER

5002192

HA D RETERN T

Office 2016 S HIEF

5002226

HA D RETERN T

Office 2016 S HIEF
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TE:

Lo BIREHM b Ui e TR L G5 VAR 10 B T
0 - C#FIH (Bxploitation Detected)
1 - EAHAREHAIH (Exploitation More Likely)
2 — AR HEFIA (Exploitation Less Likely)
3 — RuJREFIFH (Exploitation Unlikely)

4 - AR (N/A)

% 39 I



Wwo ==

- KRR &R SN E TR EER 2022 4F 07T AT EEHES

FOE SE R

* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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